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THE FEDERAL ACQUISITION INSTITUTE (FAI) CURRICULUM

The Courses

In FY91, the FAI began providing Federal acquisition trainers and educators with
instructional materials for a new Contract Management curriculum.  This curriculum
includes the following courses, listed in a recommended order of attendance.

1. Introduction to Contracting*
2. Procurement Planning*
3. Simplified Acquisitions
4. Contracting By Sealed Bidding*
5. Price Analysis*
6. Contracting By Negotiation*
7. Cost Analysis*
8. Negotiation Techniques
9. Government Contract Administration*

10. Government Contract Law
11. Types of Government Contracts
12. Source Selection*
13. Advanced Procurement Management
14. Intermediate Contract Pricing
15. Advanced Contract Administration
16. Termination

Specialized Courses
(in alphabetical order)

1. Acquisition of Federal Information Processing (FIP) Resources*
2. Contracting for Architect/Engineer Services*
3. Construction Contracting*

Offerors

Each of the above courses will be offered by the General Services Administration
Interagency Training Center.  Other Federal acquisition trainers and educators may
incorporate FAI instructional materials in their respective curricula (generally under
different course titles than the above).  For instance, ALMC will be offering this course
as a part of the Defense Acquisition University curriculum listed as CON 241.

* Currently available.
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PURPOSE OF THE FEDERAL ACQUISITION INSTITUTE CURRICULUM

To Help You Accomplish The Goals Of The Federal Acquisition Process:

As a Contract Specialist, your primary goals are to:

1.  Obtain the optimum market response to requirements for supplies and services, in
terms of:

• Quality

• Timeliness

• Price
While—

• Accomplishing socioeconomic objectives

• Minimizing business and technical risks

• Maximizing competition

• Maintaining integrity.

2.  Assure that purchased supplies and services are:

• Delivered or performed when and where specified in the contract

• Acceptable, in terms of conforming to the contract's specifications or statement of
work

• Promptly and properly reimbursed

• Provided in compliance with other terms and conditions of the contract.

To Help You Perform Your Duties

To accomplish these goals, Contract Specialists perform more than 78 principal duties.
Collectively, these duties constitute the Federal acquisition process.  Exhibit P-1 maps the
acquisition process and relates each duty to the overall process.  The FAI curriculum has
been designed to systematically develop your skill at every duty in Exhibit P-1, in the
context of accomplishing the overall goals of the Federal Acquisition Process.

Your Challenge

Your challenge is to become proficient in performing the duties described Exhibit P-1.
Granted, you may presently perform only a subset of the duties.  In terms of your career,
however, learning the entire range of duties will improve your competitiveness for a great
variety of contracting positions, including managerial positions.  From the standpoint of
the Government, you will be better able to perform any one duty if you have first hand
knowledge of how the duty affects, and is in turn affected by, the performance of the
other duties.
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PRESOLICITATION PHASE

Determination
of Need

Initiating the
Procurement

Analysis of
Requirement

Sourcing

Determining Needs

1. Forecasting Require-
ments

2. Acquisition Planning

Processing the PR

3. Purchase Requests

4. Funding

Market Research

5. Market Research

Analyzing Requirements

6. Specifications

7. Statements of Work

8. Services

Extent of Competition

9. Sources

10. Set-Asides

11. 8(a) Procurements

12. Competition Requirements

13. Unsolicited Proposals

Selection Factors

14. Lease vs. Purchase

15. Price Related Factors

16. Evaluation Factors

Method and Plan for the
Procurement

17. Method of Procurement
18. Procurement Planning

SOLICITATION-AWARD PHASE

Solicitation Evaluation—
Sealed Bidding

Evaluation—
Negotiation

Award

Terms and Conditions

19. Contract Types

20. Letter Contracts

21. Contract Financing

22. Use of Government
Property and Supply
Sources

23. Need For Bonds

24. Solicitation Preparation

Soliciting Offers

25. Publicizing Proposed
Procurements

26. Preaward Inquiries

27. Prebid/Preproposal
Conferences

28. Amending Solicitations

29. Cancelling Solicitations

Bid Evaluation

30. Processing Bids

31. Bid Acceptance
Periods

32. Late Offers

33. Bid Prices

34. Responsiveness

Proposal Evaluation

35. Processing Proposals

36. Technical Evaluation

37. Price Objectives

38. Cost and Pricing Data

39. Audits

40. Cost Analysis

41. Evaluating Other
Terms and Conditions

42. Competitive Range

Discussions

43. Factfinding

44. Negotiation Strategy

45. Conducting Negotia-
tions

Selection for Award

46. Mistakes in Offers

47. Responsibility

48. Subcontracting
Requirements

49. Preparing Awards

Executing Awards

50. Award

51. Debriefing

Protests

52. Protests

Fraud and Exclusion

53. Fraud and Exclusion

Exhibit P-1
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POST-AWARD ADMINISTRATION PHASE

Start-Up Quality
Assurance

Payment and
Accounting

Closeout

Planning

54. Contract Administra-
tion Planning

55. Post-Award Orienta-
tions

Ordering

56. Ordering Against
Contracts and
Agreements

Subcontracting

57. Consent to Sub-
contracts

Monitoring and Problem
Solving

58. Monitoring, Inspec-
tion, and Acceptance

59. Delays

60. Stop Work

61. Remedies

Property

62. Property Administra-
tion

Reporting Performance
Problems

63. Reporting Performance
Problems

Payment

64. Limitation of Costs

65. Payment

66. Unallowable Costs

67. Assignment of Claims

68. Collecting Contractor
Debts

69. Progress Payments

70. Price and Fee Ad-
justments

Accounting

71. Accounting and Cost
Estimating Systems

72. Cost Accounting
Standards

73. Defective Pricing

Closeout

74. Closeout

POST-AWARD ADMINISTRATION PHASE (cont.)

Contract
Modification

Termination Claims

Modifications/Options

75. Contract Modifications

Termination

76. Termination

77. Bonds

Claims

78. Claims

Exhibit P-1
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CHARACTERISTICS OF FAI COURSES

• Each course in the curriculum builds on the skills and knowledge taught in prior
courses.

• Each course covers specific duties and is designed to provide skill in performing
those duties.

• Generally, there is a separate lesson for each duty, with a corresponding chapter in
the Desk Reference.

• In most cases, your instructor will introduce the duty, its purpose (learning
objective), applicable policies, and standards for performance.

• Next, the instructor will walk you through a flowchart of the steps in performing the
duty.

• You will perform selected steps in-class, using case studies and other such
exercises.

• You will be tested.

• For each duty, the Desk Reference serves as a reference, with flowcharts, steps in
performance, and job aids.

• Practicums (i.e., self-instructional exercises) will be available at a later date to
reinforce the in-class learning back on-the-job.

• Specialized courses (e.g., The Acquisition of FIP Resources, and Construction
Contracting) do not reteach the basic acquisition process, but rather concentrate on
the unique regulations and procedures related to acquiring that type of deliverable.

Length

Two weeks (10 days)

Who Should Attend

Contract Specialists (GS-9 to GS-13) who have completed the following courses (or an
equivalent course or courses):

• Introduction to Contracting

• Procurement Planning

• Contracting by Negotiation

• Price Analysis

• Cost Analysis

• Government Contract Administration

• Source Selection
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OVERVIEW OF
ACQUISITION OF FEDERAL INFORMATION PROCESSING RESOURCES

Duties .

The following are among the primary duties from the Contract Specialist Workbook covered
in this course:

Unit of
Instruction Duty Chapter(s) Focus:

79 Overview 1 Statutes

79 Overview 2 OMB Circulars

79 Overview 3 Policies

79 Overview 4 Ethics

1 Forecasting Requirement 5 System Life Cycle

5 Market Research 6 Definitions of Terms

8 & 81 Services, Types of FIP
Resources

7 FIP Services

8 & 81 Services, Types of FIP
Resources

8 FIP Support Services

8 & 81 Services, Types of FIP
Resources

9 FIP Maintenance Services

81 Types of FIP Resources 10 FIP Equipment

81 Types of FIP Resources 11 Intellectual Property

81 Types of FIP Resources 12 FIP Software

81 Types of FIP Resources 13 Telecommunications Laws

81 Types of FIP Resources 14 Telecommunications

5 Market Research 15 FIRMR Applicability

5 Market Research 16 Market Research

5 Market Research 17 Current Trends

5 Market Research 18 Obsolescence

6 Specifications 19 Computer Security

1 Forecasting Requirements 20 Planning and Budgeting

1 Forecasting Requirements 21 Requirements Analysis

1 Forecasting Requirements 22 Requirements Analysis

1 & 12 Forecasting Requirements,
Competition Requirements

23 Scope of Competition
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xxvi

1 Forecasting Requirements 24 Requirements Analysis

1 Forecasting Requirements 25 Conversion Studies

1 Forecasting Requirements 26 Analysis of Alternatives

1 & 9 Forecasting Requirements,
Sources

27 Analysis of Alternatives

1 Forecasting Requirements 28 Benefit-Cost Analysis

1 Forecasting Requirements 29 Lease vs. Purchase

1 Forecasting Requirements 30 Analyzing Pricing Methods

4 Funding 31 Funding of FIP Resources

6 Specifications 32 Specifications

6 Specifications 33 Reviewing Standards

7 Statements of Work 34 SOW

18 Procurement Planning 35 Acquisition Plan

15 Price-Related Factors 36 Special and Price-Related Factors

80 APRs 37 Agency Procurement Requests

16 Evaluation Factors 38 Source Selection

24 Solicitation Preparation 39 Developing a Solicitation

35 Processing Proposals 40 Processing Proposals

36 Technical Evaluation 41 Source Selection

37 Price Objectives 42 Price Objectives

50 Award 43 Recommending Winning Proposals

52 Protests 44 Protest Issues

55 Post Award Orientations 45 Post-Award Considerations

*Units 79, 80, and 81 are specialized units of instruction for FIP resources.
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USING THE TEXT / REFERENCE IN THE CLASSROOM

Classroom Learning Objectives (CLOs)

At the beginning of each chapter, we have listed the classroom learning objectives for
that chapter.  We have written the Desk Reference to provide you with the information
necessary to accomplish those objectives.  Likewise, the classroom instruction and
exercises are designed to help you attain those objectives.

Most of the objectives are written in terms of your performance of a duty or task.  For
example, The Desk Reference provides a step by step guide to performing the duties.  In
the classroom, you will have opportunities to practice performance of the duties—using
the Desk Reference as your guide—through the use of such instructional techniques as
interactive viewgraphs and case studies.

Interactive Viewgraphs

An interactive viewgraph is a slide on the overhead projector that requires a response
from the class.  For example, if the instructor is showing a decision table, the “then” side
would be empty and you would help fill in the answers.  Or perhaps the slide asks a
particular question about a list of conditions shown on the slide.  Most viewgraphs are
represented in the Desk Reference as Exhibits.

Macro Exercise

The Macro Exercise is written as related scenarios or stories about a hypothetical
acquisition.  There are several questions that follow the scenarios relating to the case and
the particular lesson.  Sometimes you have to use information in the Desk Reference to
complete a case study.

Reading Assignments

You are responsible for assigned readings from the chapters.  You will spend minimal
time listening to lectures.  Our philosophy is that you learn best by doing the tasks under
simulated conditions.

Testing

There will be two written tests.  They will be administered on the last class day of each
week.  Test items are taken only from the readings assigned by your Instructor.

The test should take no more than 120 minutes.  All test questions were developed to
verify the learning acquired from the course learning objectives which appear on the first
page of each chapter in the Desk Reference.
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USING THE EXERCISE BOOK IN CLASS

The practical exercises in this course are intended to provide experience in the types of
actions the student will encounter during the acquisition of Federal Information
Processing resources.  Instead of "stand alone", unrelated exercises, each practical
exercise is part of a larger "Macro" exercise, and related to the practical exercises that
precede or follow that exercise.  A decision reached in one exercise can affect the
decision that should be made in following exercises.  Therefore, deleting several
exercises can have the effect of disrupting the flow and performance of the macro
exercise.

It is important to provide the optimum amount of practice in solving the practical exercise
requirements.  This requires that the instructor avoid too much lecture and allow time for
students to work in groups to discuss and solve the requirements and to present solutions.
In order to facilitate group cooperation on the practical exercises, the instructor should
encourage the students to form small teams of several students each, with their desks
arranged to facilitate small face-to-face working teams.

As each group presents the solution to a practical exercise, the students should focus on
those aspects of FIP resource acquisition that vary or differ from other acquisitions.  If
there is not enough time to fully cover a practical exercise in class, the students should
still be encouraged to read that exercise independently.

The large number of documents and actions in a FIP acquisition can be confusing.  It is
easy for the student to forget at which point in the life cycle process a certain action or
document becomes important.  Therefore, in order to provide the overall framework and
remind the student where he/she is in the overall process, it is useful for the instructor to
frequently remind the class where in the life cycle process a particular event or document
occurs.

Most of the lessons in this course concern actions and events that occur in the Planning
and Acquisition Phases of the Acquisition Life Cycle.  The lessons and desk reference
chapters are covered in the sequence in which they generally occur in an acquisition.
However, several chapters concern preliminary information, such as ethics, which the
student should know before initiating any acquisition action.

USING THE DESK REFERENCE AT YOUR JOB SITE

The Desk Reference was developed to be used at your job site as well as in the classroom.
Its step by step approach, FAR, FIRMR and DFARS references, structured writing, and
index are all designed for the easy and quick retrieval of information about the
contracting process.  Each Desk Reference is “dated” by indicating which FAC of the
FAR system it is current through.  This lets you know exactly how up to date it is.  You
may contact the FAI for updates or annotate your own copy as FAR policy changes.
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COMMENTS

The book has not yet been written that does not contain some typos, incorrect citations,
missing information, or technical inaccuracies.  If this book is helpful to you, and you
would like to help make it better, please send any corrections you recommend to the
Federal Acquisition Institute (FAI) in care of GSA-VF, 18th and F Sts., NW,
Washington, DC, 20405.

ABOUT THE FAI

As directed by the Office of Federal Procurement Policy Act, as amended, the Federal
Acquisition Institute (FAI) has been working for more than a decade to (1) foster
Government-wide career management programs for a professional procurement work
force; and (2) promote and coordinate Government-wide research and studies to improve
the procurement process and the laws, policies, methods, regulations, procedures, and
forms relating to procurement by the executive agencies.

For example, the FAI over the years has:

• Published annual demographic reports on the Federal acquisition workforce,
showing trends in qualifications, turnover, and hiring.

• Developed and published guidance for the consideration of Federal Procurement
Executives in establishing the procurement career management programs required
by the Office of Federal Procurement Policy Act, as amended.

• Assisted colleges and universities in establishing courses and programs in
acquisition disciplines, published directories of such academic courses and
programs, and reviewed the equivalency of those courses and programs in meeting
Federal training requirements.

• Supported the Office of Personnel Management (OPM) in developing standards and
examinations for acquisition positions.

• Assisted Federal managers and supervisors in identifying and recruiting highly
qualified candidates for acquisition fields (e.g., by publishing recruiting brochures,
preparing other recruitment materials, coordinating recruitment at selected colleges).

• Developed a Contract Specialist Workbook, as a desk reference for performing 78
core Contract Management duties.

• Developed instructional materials (including this and other Desk References,
instructor guides, and test/banks) for Contract Management courses.

• Assisted agencies in establishing competency-based training, education, and
certification programs.

• Developed and field tested a staffing standards model for contracting activities.
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ABOUT THE ARMY LOGISTICS  MANAGMENT COLLEGE

This book was written in cooperation with the Army Logistics Management College
(ALMC).  Therefore, you will find references to FAR, FIRMR, and DFARS.

The Army Logistics Management College, ALMC, was established in 1954 with a single
mission to conduct a 12-week Army Supply Management Course.  Today it is a multi-
discipline institution that graduates over 55,000 students annually.

The college is a leader in education and training technologies for acquisition, logistics,
and related managerial and analytical subjects with the goal of consistently meeting the
training and education needs of the entire defense establishment at the basic intermediate,
and senior levels of the work force.

ALMC is the largest school in the Defense Acquisition University consortium and a
member of the DoD Environmental Training School System.  The Defense Logistics
Studies Information Exchange, the official DoD repository for logistics studies, models,
and related documentation, is also operated by ALMC.

ALMC's vision: The defense leader in education, dedicated to increasing the readiness of
the force through competence, commitment, curriculum, and change.
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ABOUT THE GSA INTERAGENCY TRAINING CENTER

The U.S. General Services Administration (GSA) was founded to serve other Federal
agencies, State and local governments, and the public.  An important part of this service
is helping governmental groups to fulfill their missions.  The GSA Interagency Training
Center supports other agencies’ missions by providing quality training to their
employees.  For Federal acquisition specialists, the Interagency Training Center provides
courses in the knowledge, skills, and abilities necessary to perform their duties.

To find the GSA Interagency Training Center courses most useful to your mission,
consult The GSA Interagency Catalog and Schedule, which is published annually.  For
copies, contact the GSA Interagency Training Center by phone or letter at:

GSA Interagency Training Center
P.O. Box 15608
Arlington VA 22215-0608
FTS 703 557-0986
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CHAPTER 1

STATUTES THAT APPLY TO THE ACQUISITION
OF FIP RESOURCES

Chapter Vignette

Mark had more than five years of experience in acquisition.
This included numerous small purchases under $25,000
and some “best value” acquisitions.  The largest acquisition
he had ever worked on was for more than $400,000.  He
had also attended training at the Federal Acquisition
Institute and at the Army Logistics Management College.
In all, he felt reasonably confident that he could handle
most acquisition actions. However, his confidence was a
bit shaken when he learned from Marcia that he would be
involved in the large scale acquisition of a new class of
computers for the Government, at an expected value of
more than a half billion dollars.  He had never acquired
FIP resources before.  He was soon to learn that the
acquisition of computers and other federal information
processing resources can be quite different from other
acquisitions in a number of ways.

“Before you get into the technical and cost details,” Marcia
said, “you had better read up on the statutes that apply to
FIP resources acquisitions.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Determine provisions of statutes that uniquely apply to
(or have unusual impact on) the acquisition of FIP
resources.

Individual:

1.1 Explain how the FIP acquisition process is
affected by statutes, regulations, and policies.

1.2 Distinguish how FIP acquisitions differ from
other types of federal acquisitions.

1.3 Explain the impact of key statutes on the
acquisition of FIP resources.
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Chapter Overview

This chapter presents an overview of statutes (laws) that apply to the
acquisition of Federal Information Processing (FIP) resources.  You will
see that acquisition of FIP resources resembles procurement of other
commodities in some ways, but there are some major differences.

FIP resources are broadly defined as any equipment or interconnected
system or subsystem used to acquire, store, manipulate, transmit, or receive
data or information electronically.  This includes all hardware, software and
related services or supplies.   The definition of federal information
processing (FIP) resources includes the following five categories:

1. FIP equipment

2. FIP software

3. FIP services (processing and telecommunications-related services)

4. FIP support services (includes FIP maintenance)

5. FIP related supplies

These categories of FIP resources—which we will be studying in Chapters
6 and 15—are defined in the FIRMR.  For now, its important for you to
understand that:

• The term “FIP resources” is very broad and includes many types of
computer and telecommunications-related equipment, systems, and
services

• The definitions of “automatic data processing equipment” and “FIP
resources” have changed over time with changes in law, regulation,
and case history

• All resources determined to be “FIP resources” are governed by
special laws, policies, regulations, and procedures discussed in this
course.

After you complete this chapter, you will be able to identify the major
statutes for an acquisition of FIP resources.

(continued on next page)

Scope
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Chapter Overview

In order to thoroughly understand the principles and procedures described
in this chapter, you should refer to the following:

FIRMR 201-4.001 FAR 6.3
201.20.103-6 24.104
201-20.102 52.224-1 & 2
201-39.201
201-39.1001
201-39.5205-5 DFARS 239.001-70

This chapter includes a discussion of the major statutes which uniquely
apply to, or have impact on, the acquisition of FIP resources.  These
statutes are also the key references that you must understand in order to
meet the objectives in this chapter.

The major topics in this chapter are:

References

Topics Covered in
this Chapter

SECTION TITLE PAGE

1.1 How the Federal Information Processing Resources
Acquisition Process Is Affected by Statutes,
Regulations and Policies

1-5

1.2 How FIP Acquisitions Differ from Other Types of
Federal Acquisitions

1-7

1.3 Impact of Key Statutes on Acquisition of FIP
Resources

1-9
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1.1  How the Federal Information Processing Resources Acquisition
Process is Affected by Statutes, Regulations and Policies

Acquisition of FIP resources takes place within a framework of statutes,
policies and regulations.  Laws are the most important part of the
framework, establishing the basis for policies, regulations, and even
contracting procedures.

For example, laws determine:

• Who has authority to acquire FIP resources

• How agencies are organized to acquire and manage resources

• How FIP resources will be procured in terms of competition

• To whom vendors can complain if they feel they have been treated
unfairly

Many state and local governments and other countries’ governments pattern
their acquisition of FIP resources after the guidelines established by the
U.S. Government.  So you can see that the federal policies and practices
have an enormous impact on information systems acquisitions worldwide.

Our FIP acquisition process is a rational and orderly system based on
several key statutes.  These statutes are important, because they are the legal
basis for the acquisition of FIP resources.  These laws are implemented by
various Government agencies with regulations and policies built on the law.

Understanding the framework for acquisition begins with understanding
laws.  This chapter explains various key statutes.  Later chapters will
explain various supporting regulations and policies designed to carry out the
intent of these laws.

(Topic continued on next page)

Background
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1.1  How the Federal Information Processing Resources Acquisition
Process is Affected by Statutes, Regulations and Policies

Federal statutes are the ultimate basis for the policies, regulations, standards
and procedures in the Government.

AGENCY PROCEDURES

AGENCY REGULATIONS

FEDERAL STANDARDS

FEDERAL REGULATIONS

GOVERNMENT-WIDE POLICIES

STATUTES 

Background
(continued)
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1 .2 How FIP Acquisitions Differ From Other Types of Federal
Acquisitions

You will see that acquisition of FIP resources is similar in many ways to the
acquisition of other commodities.  For example, the Government attempts to
ensure full and open competition, and to obtain the maximum number of
offers.

Whether you acquire pencils and paper or computers, you will be guided by
the provisions of the Federal Acquisition Regulation (FAR).  The general
procedures you will follow for conducting and documenting the acquisition,
such as source selection and use of the Uniform Contract Format (UCF),
are similar to those you would use for any other acquisition.

There are also significant differences between acquiring pencils and paper or
computers.  For example, Congress authorized GSA to oversee acquisition
of FIP resources and to establish a special regulation, called the Federal
Information Resources Management Regulation—or “FIRMR.”  So while
the FAR applies to FIP resources generally, the FIRMR applies specifically
and takes precedence over the FAR.

This means that the rules of the FIRMR provide more detail about FIP
acquisition.  And if there is a conflict between the FIRMR and the FAR, the
FIRMR will require its use over the FAR.  When that happens, you will
follow the rules of the FIRMR, not the FAR.

There are other differences which are based in law, including:

• Centralized Government-wide authority vested in GSA for
acquisition of FIP resources

• GSA’s implementation of that authority through delegations of
procurement authority (DPA)

• A body of circulars, bulletins, and regulations, such as the FIRMR
and OMB Circulars, issued by authorized agencies to implement
statutes and govern FIP resource acquisition

(Topic continued on next page)

Similarities

Differences

 FIRMR
 201-39.102



Statutes that Apply to the Acquisition of FIP Resources

1–8 Acquisition of FIP Resources

1 .2 How FIP Acquisitions Differ From Other Types of Federal
Acquisitions (continued)

• Establishment of mandatory and optional federal standards for FIP
resources to ensure that FIP resources can work together

• Establishment of a special protest forum in GSA called the General
Services Board of Contract Appeals (GSBCA)

• Centralized authority in senior management officials in agencies—
called Designated Senior Officials (DSOs)—to oversee FIP
resources and information activities

By passing laws, Congress has affected how agencies are organized to
acquire FIP resources and the rules that are used.

Differences
(continued)
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1.3  Impact of Key Statutes on Acquisition of FIP Resources

This section discusses important statutes which uniquely apply to, or have
an unusual impact on, the acquisition of FIP resources.

You should read through each of the following summaries so that you know
how these laws affect FIP resources acquisition.

For convenience, the following table summarizes statutes which affect FIP
resources acquisitions, in chronological order.  The text following the table
explains each of these statutes in greater detail.

KEY STATUTES
AFFECTING FIP RESOURCES ACQUISITION

                                                                                                                      

Statute: Year:

The Most Significant Statutes:

• Federal Property and Administrative Services Act  1949
• Brooks Act  1965
• Privacy Act  1974
• Paperwork Reduction Act  1980
• 1982 DoD Authorizations Act (Warner Amendment)  1982
• Competition in Contracting Act  1984
• Small Business and Federal Procurement

  Competition Enhancement Act  1984
• Paperwork Reduction Reauthorization Act  1986
• Office of Federal Procurement Policy Act (1974)  1988 (amend.)

  Other Significant Statutes

• Crimes and Criminal Procedures Act  1948
• Copyright Act  1980
• Defense Acquisition Improvement Act   1986
• Computer Security Act  1987

(continued on next page)

Introduction
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1.3  Impact of Key Statutes on Acquisition of FIP Resources (continued)

The first statute you must understand is the Federal Property and
Administrative Services Act of 1949.

This Act created GSA:
to provide for the Government an economic and efficient system
for...the procurement and supply of personal property and nonpersonal
services, including related functions such as contracting...

Originally, this statute was intended to apply to the acquisition of most
supplies and services by civilian (non defense) agencies, and NOT
specifically to the acquisition of FIP resources.  However, many of the
early FIP resource acquisitions were made under the provisions of this Act.

When applied to the acquisition of FIP resources, this statute and
implementing guidance were very restrictive and made it rather difficult to
acquire FIP resources.  Usually, FIP resources procured (such as ENIAC,
the first electronic computer) were very specialized, large, expensive and
developed to Government-approved specifications.  This had the effect of
severely limiting competition.

By the early sixties, Government studies indicated that special statutes might
be needed to govern the acquisition and use of FIP resources.  This soon
led to the passage of key statutes, such as the Brooks Act of 1965.

The Brooks Act of 1965 (Pub. L. 89-306) governs the acquisition and use
of information technology in the federal government.  This act, named after
its sponsor, Congressman Jack Brooks of Texas, was passed largely
because Congress had become concerned that agencies’ computer
acquisition practices had resulted in the dominance of a single vendor in the
federal government’s computer inventory.  By now more manufacturers of
computers existed.  Congress believed that dominance:

• Was caused by noncompetitive practices

• Was permitted by a lack of oversight over computer procurements

• Resulted in the expenditure of more money than required to meet
agencies’ needs

Therefore, the Brooks Act amended the Federal Property and Administrative
Services Act to centralize computer acquisition authority and establish
oversight responsibility in particular agencies, especially the General
Services Administration (GSA).  The Act provides that:

The Administrator [of GSA] is authorized and directed to coordinate and
provide for the economic and efficient purchase, lease, and maintenance
of automatic data processing equipment by federal agencies.

(Topic continued on next page)

Federal Property
and Administrative
Services Act of
1949

Brooks Act
(1965)
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1.3  Impact of Key Statutes on Acquisition of FIP Resources (continued)

In this act, the term “automatic data processing equipment” (ADPE) was
used instead of “FIP resources.”  Also note two other points:

1. GSA had exclusive acquisition authority over all agencies

2. The term “automatic data processing equipment” was not defined in
law, but in regulations based on the legislative history of the Brooks
Act

The key features of the Brooks Act are:

• It delegated to GSA exclusive authority for providing ADPE
(including maintenance and repair) to federal agencies.  This means
only GSA could acquire ADPE.

• It authorized GSA to implement this authority by delegating
procurement authority back to the agencies.  This means agencies
could acquire ADPE if GSA delegated authority.

• It provided for sharing, selling and exchange of ADPE within the
federal government.

• It provided for an ADP “revolving fund” managed by GSA, which
made funds for ADPE available without fiscal year limitation (multi-
year finding).

• It authorized the Department of Commerce to provide the GSA and
federal agencies with scientific and technological support and to
recommend uniform ADP standards.  Commerce’s National Institute
of Standards and Technology (NIST) issues Federal Information
Processing Standards (FIPS), sometimes called FIPS PUBS.

• It charged the Office of Management and Budget (OMB) with the
responsibility for fiscal control and development of administrative
and management policy.  OMB does this through circulars, such as
OMB Circular A-130, Management of Federal Information
Resources.

• It also gave OMB the authority to decide disputes between GSA and
other federal agencies.

• It emphasizes that agencies have the right to determine their ADP
requirements and stipulates that GSA shall not “impair or interfere
with the determination by agencies of their individual automatic data
processing equipment requirements, including the development of
specifications for and the selection of the types and configurations
of equipment needed.” [Emphasis added.]

(continued on next page)

Brooks Act
(1965)
(continued)

 OMB Circ. A-130
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1.3  Impact of Key Statutes on Acquisition of FIP Resources (continued)

The Privacy Act of 1974 (Pub. L. 93-579) is also of great concern to FIP
resources acquisition.  By 1974, Congress was concerned that modern
computer systems in the federal government could store huge amounts of
personal data on private individuals, and that this information might be
abused.  Congress found that:

...the increasing use of computers and sophisticated information
technology, while essential to the efficient operations of the
Government, has greatly magnified the harm to individual privacy that
can occur from any collection, maintenance, use, or dissemination of
personal information...

This law established some specific guidelines for the types of information
that Government agencies are allowed to obtain and maintain in computer
files.  It also established criteria to follow regarding release of information
in order to ensure confidentiality of information concerning private citizens.

The Privacy Act requires that federal agencies and employees:

• Take necessary action to reasonably ensure the data is accurate

• Maintain the confidentiality of data covered by the Act

Civil and Criminal Penalties.  The Act also established criminal and
civil penalties for failure to comply.  This law also applies to a contractor
doing work for the Government, if he or she has access to data covered by
the Act.

Further guidelines on privacy requirements are in OMB Circular A-130, the
FAR, and the FIRMR.  The FIRMR requires that privacy needs be
identified during requirements analysis.  Both the FAR and FIRMR provide
guidance and standard clauses for inclusion in solicitations.

Privacy Act
(1974)

 OMB Circ. A-130
 FAR 24.104,
 52.224-1 & -2
 FIRMR
 201-20.103-6
 201-39.1001
 201-39.5205-5



Statutes that Apply to the Acquisition of FIP Resources

Acquisition of FIP Resources 1–13

1.3  Impact of Key Statutes on Acquisition of FIP Resources (continued)

The Paperwork Reduction Act of 1980 (Pub. L. 96-511) was enacted by
Congress to reduce the federal government’s paperwork burden on the
public.  The Act seeks to:

• Minimize the paperwork burden on individuals, small businesses,
and state and local governments

• Minimize the cost to the Government of collecting, using and
disseminating information

• Maximize the usefulness of the information collected by the
Government

But this Act is about more than paperwork reduction.  It also introduced the
concept of “information management” into law.  And, it addresses ADP and
telecommunications acquisition and management by establishing its goal to:

ensure that automatic data processing and telecommunications technologies
are acquired and used by the Federal Government in a manner which
improves service delivery and program management, increases productivity,
reduces waste and fraud, and, wherever practicable and appropriate, reduces
the information processing burden for the Federal Government and for
persons who provide information to the Federal Government.

There are several key features of the Paperwork Reduction Act of 1980.
For example, it requires agencies to designate a senior official “or, in the
case of military departments, and the Office of the Secretary of Defense,
officials” who report to the agency head and are responsible and accountable
for Brooks Act acquisitions.  These officials are often referred to as
“Designated Senior Officials”—or DSOs.

You may observe that the establishment of DSOs continues the concept of
centralization of authority which began with the Brooks Act.

The Act also required the Office of Management and Budget (OMB) to:
• Provide advice on and develop and implement policies and

guidelines for ADP, telecommunications, and information
management functions and activities

• Promote the use of ADP and telecommunications equipment to
improve the effective use and dissemination of federal information

• Consolidate the agencies’ information technology plans after
consultation with GSA, if necessary, into a five-year plan to meet
the ADP and telecommunications needs of the federal government

• Submit the plan to Congress (except for DoD)

(continued on next page)

Paperwork
Reduction Act
(1980)
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1.3  Impact of Key Statutes on Acquisition of FIP Resources (continued)

Public Law 97-86, DoD Authorization Act (1982), commonly called the
Warner Amendment, made the Brooks Act NOT applicable to certain DoD
procurements of ADPE systems, components, and service.

Along with the Brooks Act, the Warner Amendment is the most important
legislation you must learn and understand for acquiring ADPE or services,
if you are in the Department of Defense.

By authority of the Warner Amendment, the Brooks Act does NOT apply
when you are acquiring ADPE or services for:

• intelligence activities

• cryptological activities related to national security

• the command and control of military forces

• equipment that is an integral part of a weapon or weapon system

• an item critical to the direct fulfillment of military or intelligence
missions, excluding routine administrative and business applications
such as payroll, finance, logistics, and personnel management
applications.

Neither GSA nor the GSBCA has jurisdiction over Warner Amendment
procurements.  However, Warner Amendment determinations have been
protested and are subject to jurisdictional decisions by the GSBCA.

This means that if you decide that your procurement is exempt under the
Warner Amendment, you do NOT have to get a delegation of procurement
authority form GSA.  (Most agencies have procedures for approval of
Warner Amendment determinations.)  But contractors can protest your
decision and the GSBCA will decide if they agree with your Warner
Amendment determination.  If they disagree, they will hear the protest and
you may have to get a DPA.  Therefore, you must be careful with the
determination and be sure to document it.

Note that the procurement of a DoD system, equipment, or
service which is used for the processing of routine
administrative and business applications still requires all
necessary approvals subject to the Brooks Act.

For example, If you were to determine whether a missile is subject to the
Brooks Act, your first reaction might be “of course not.”  However,
consider that missiles are targeted and flown by computers and defense
personnel are trained in missile operation and maintenance by computer-
based training.  Computers are subject to the Brooks Act.  Yet, under the

(Topic continued on next page)

Warner
Amendment
(1982)

 DFAR
 239.001-70

Example—
Warner
Amendment
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1.3  Impact of Key Statutes on Acquisition of FIP Resources (continued)

Warner Amendment,  computers which are an integral part of a weapon or
weapon system are exempt from the Brooks Act.  In this case, the missiles
would fall under the Warner Amendment exemption yet, computer based
training would come under the requirements of the Brooks Act.

The Competition in Contracting Act (CICA) (Pub. L. 98-369) requires
agencies to “obtain full and open competition through the use of competitive
procedures” or combination of competitive procedures that is best suited
under the circumstances of the procurement.

Understand that by law:
...the term ‘full and open competition,’ when used with respect to a
procurement, means that all responsible sources are permitted to submit
sealed bids or competitive proposals on the procurement.

This statute modified the Federal Property and Administrative Services Act
of 1949, the Armed Services Procurement Act of 1947, and the Office of
Federal Procurement Policy Act.

One of CICA’s primary changes is the establishment of seven exceptions to
the use of full and open competition in acquisitions.  These seven
exceptions are included in FAR 6.3:

1. Only one responsible source and no other supplies or services will
satisfy agency requirements

2. Unusual and compelling urgency

3. Industrial mobilization; or engineering, developmental or research
capability

4. International agreement

5. Authorized or required by statute

6. National security

7. Public interest, as determined by the head of the agency

Other key features of CICA follow:

• It establishes when sealed bidding procedures are used in lieu of
negotiated procurement procedures.

• It establishes three types of competition:
– full and open competition
– full and open competition after exclusion of sources
– other than full and open competition.

(Other Key Features continued on next page)

Example—
Warner
Amendment

Competition in
Contracting Act
(1984)

 FAR 6.3
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1.3  Impact of Key Statutes on Acquisition of FIP Resources (continued)

• It limits the circumstances under which other than full and open
competition can be used and sets specific justification requirements
based on the seven exceptions to full and open competition.

• It prohibits the use of other than competitive procedures due to lack
of advance planning or loss of fiscal year funds.

• It codifies requirements relating to planning and market research,
publicizing procurements, solicitation, evaluation, cost and pricing
data, and award.  This means that requirements which used to be
only in the regulations, are now also written in the law (codified).

• It affects FIP resources acquisition directly by establishing on a trial
basis a new protest forum—the GSBCA—solely for use in
protesting Brooks Act procurements.

• It codified requirements for an existing protest forum, the General
Accounting Office (GAO).

• It requires that each agency designate a competition advocate.

The Small Business and Federal Procurement Competition Enhancement
Act (Pub. L. 98-577) amended the Small Business Act, the Federal
Property and Administrative Services Act, and the Office of Federal
Procurement Policy Act.

While preparing the proposed law, the Senate Small Business Committee
expressed concern that federal contracting laws, regulations, and practices
“make it difficult, if not impossible for many small businesses to fairly and
fully compete for Government contracts.”

Congress enacted this law to increase opportunities for competitive awards
by requiring agencies to plan for future competition and by “eliminating
major obstacles to competition faced by small businesses wishing to furnish
the Government components [including spare parts, support equipment, and
services] needed to maintain major systems.”  You will note that Congress
was concerned that after a major system was awarded, all future business
went noncompetitively to the awardee.

(Topic continued on next page)
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1.3  Impact of Key Statutes on Acquisition of FIP Resources (continued)

At about the time this law was passed, smaller computers (such as desk top
microcomputers) began to improve rapidly in capability, especially for such
common tasks as word processing, graphics, data bases and spreadsheets.
Many ADP tasks that had previously been done on “dumb” terminals linked
to an expensive mainframe could now be done on a small “smart” micro-
computer at a far lower cost.  A number of smaller manufacturers began to
assemble microcomputers from components manufactured by others and
sell them at a lower price.

The impact of this act was to promote competition, allowing even small
assemblers and suppliers of FIP resources to pursue large computer
acquisitions by the federal government.

The Paperwork Reduction Reauthorization Act of 1986  (Pub. L. 99-500)
defined ADPE in the law, ending disputes that had persisted since passage
of the Brooks Act.

This act (implemented by FIRMR 201.4001, 201-39.201, and Bulletin A-1)
made the following important changes to the Federal Property and
Administrative Services Act:

1. Automatic data processing equipment (ADPE) was defined to encompass all
ADP resources and most telecommunications resources.  This change was
made in recognition of the merging of telecommunications and ADP
technologies.  Only radar, sonar, radio, and television equipment were
excluded from the definition of ADPE.  To minimize confusion between the
statutory definition of ADPE and the popular meaning of that term, GSA
established the term “Federal information processing (FIP) resources” to
replace the ADPE, as defined in Pub. L. 99-500.

2. GSA’s exclusive procurement and management authorities were expanded to
federal contracts “making significant use” of ADPE.

3. ADPE acquired and used by a contractor that are “incidental to the
performance” of Federal contracts were excluded from GSA’s authorities.

(Topic continued on next page)
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1.3  Impact of Key Statutes on Acquisition of FIP Resources (continued)

Under this Act, ADPE includes:
• Computers
• Ancillary equipment
• Software, firmware, and similar products
• Services, including support services, and

• Related resources as defined by regulations issued by the
Administrator of General Services [GSA calls these resources FIP
resources

Excepted from the definition of ADPE are:

• ADPE acquired by a federal contractor which is incidental to the
performance of a federal contract

• Radar, sonar, radio or television equipment  [NOTE:  Check
GSBCA decisions in this area.]

• ADPE or services procured by DoD, IF the function, operation, or
use involves:

- intelligence activities

- cryptological activities related to national security

- the command and control of military forces

- equipment which is an integral part of a weapon or weapons
system, or

- equipment which is critical to the direct fulfillment of military or
intelligence missions, provided that this exclusion shall not
include automatic data processing equipment used for routine
administrative and business applications such as payroll,
finance, logistics, and personnel management

- ADPE or services procured by the Central Intelligence Agency
(CIA)

You will note that the statutory definition of ADPE includes the Warner
Amendment exemptions.  However, at this time Congress also confirmed
GSA’s authority over telecommunication, support services, and certain
contractor acquisitions of ADPE.

(Topic continued on next page)
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1.3  Impact of Key Statutes on Acquisition of FIP Resources (continued)

This Act also:

• Requires annual issuance of five-year management plans to meet the
information technology needs of each agency and the federal
government

• Combined the old ADP and telecommunications revolving funds
into the multi-year Information Technology Fund (ITF).

• Defines “information resources management”

• Specifically authorizes OMB to consider an agency appeal when
GSA has denied a request for a delegation of procurement authority

• Expanded the GSBCA role allowing it to determine what is ADPE
(within the statutory definition) and gave GSBCA permanent
jurisdiction over ADP protest resolution

Regarding this last point, since the GSBCA can interpret what is ADPE
under the statute, you will understand fully the definition of ADPE only by
researching the:

• Statutory definition

• FIRMR definition

• Explanation in FIRMR Bulletin A-1

• Jurisdictional decisions of the GSBCA which interpret these
definitions

(continued on next page)
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1.3 Impact of Key Statutes on Acquisition of FIP Resources (continued)

The Office of Federal Procurement Policy Act (Pub. L. 93-400) established
the Office of Federal Procurement Policy (OFPP) in OMB as the central
executive branch organization for “overall direction of procurement policies,
regulations, procedures, and forms.”  The law applies broadly to
procurement, including procurement notices in the Commerce Business
Daily, consultant conflicts of interest, procurement regulation procedures,
and procurement data reporting.

Of special interest to acquisition staff are provisions in section 423,
Procurement Integrity, of the OFPP Act, amended in 1988, that establish
rules against certain prohibited activities by contractors and Government
employees during contracting.

For example, this Act prohibits a federal employee from soliciting or
discussing employment with a contractor during procurement process.  It
also bars the contractor from offering employment.  Other prohibited actions
include offering or accepting a gratuity (thing of value), or asking for, or
passing on information which is proprietary or related to a source selection.
It bars Government employees from engaging in any action during a
procurement process which would affect his or her negotiations for future
employment.

The Act also places certain restrictions on a former Government employee
when representing a contractor before the Government on any contract
action on which he or she worked while a member of the Government.

The Act requires that persons in the procurement process avoid any
appearance of:

• Using public office for private gain

• Giving preferential treatment

• Impeding Government efficiency or economy

• Losing independence or impartiality

• Making Government decisions outside official channels

• Adversely affecting the confidence of the public in the
Government’s integrity

Office of Federal
Procurement
Policy Act

(1974, amended
1988)
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1.3  Impact of Key Statutes on Acquisition of FIP Resources (continued)

The key statutes that were previously discussed in this chapter are the most
significant to FIP resources acquisitions.  However, there are several other
statutes which apply to FIP resources acquisitions, and you need be aware
of these also:

• Crimes and Criminal Procedure Act (1948)

• Copyright Act  (1980)

• Defense Acquisition Improvement Act  (1986)

• Computer Security Act  (1987)

The Crimes and Criminal Procedures Act (Crimes and Criminal Procedure
Act, June 5, 1948, Chp 645, 62, stat. 791, section 1905) affects FIP
resources acquisitions because it establishes specific penalties for the
improper disclosure of trade secrets entrusted to Government agencies.  It
still applies to all proprietary information from FIP resources vendors.

This is especially important today, because computer technology advances
very rapidly.  In the field of FIP resources acquisitions, an offeror will
often base a technical approach on new, proprietary technology.  Offerors
must be reassured that their proprietary information will not be “leaked” or
released to competitors, causing them to lose their technological advantage.

The Copyright Act of 1980  amended the copyright laws to recognize the
realities of modern data processing practices.  Prior to computers, copyright
laws were written largely to protect authors from others using their writing
for profit.

Most computer software is copyrighted.  In those cases where an
application contains or uses copyrighted software, users are responsible for
protecting the rights of the copyright holder.  This means that the user must
ensure that copyrighted software is not improperly disclosed, used or
copied without a licensing agreement.  Section 117 of the Copyright Act
(amended 1987) was added to permit copying of copyrighted software for
backup or archival purposes if a copy is required to install the software on a
computer.

(continued on next page)
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1.3  Impact of Key Statutes on Acquisition of FIP Resources (continued)

The Defense Acquisition Improvement Act of 1986 (Pub. L. 99-591),
established the position of Under Secretary of Defense for Acquisition and
clarifies the functions of other civilian acquisition professionals in DoD.
The Act is intended to improve the procurement of supplies and services in
the Department of Defense.  It also established a preference, wherever
possible, for “nondevelopmental” items, including computers, rather than a
build-to-specifications approach.

The Computer Security Act of 1987 (Pub. L. 100-235) amends the Brooks
Act and the Federal Property and Administrative Services Act of 1949 to
safeguard security and privacy. This law focuses responsibility for
improving security and privacy of sensitive information in federal computer
systems at the National Institute of Standards and Technology (NIST) .
The Act:

• Makes NIST responsible for developing computer security
guidelines and standards, with technical advice and assistance, as
appropriate, from the National Security Agency

• Requires federal agencies to identify existing systems and systems
under development which contain sensitive information

• Requires the development of security plans for sensitive systems,
and the inclusion of a summary of the plan in the agency’s five-year
information technology plan

• Requires mandatory periodic training requirements for all persons
involved in the management, use, or operation of sensitive systems

Further guidelines on security requirements are in OMB Circular A-130, the
FAR, and the FIRMR.  The FIRMR requires that security needs be
identified during requirements analysis.  Both the FAR and FIRMR provide
guidance and standard clauses for inclusion in solicitations.

Defense
Acquisition
Improvement Act
(1986)

Computer Security
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SUMMARY

In this first chapter you learned about the
statutes that uniquely apply to, or have an
unusual impact on, the acquisition of FIP
resources.  The next chapter discusses the
OMB Circulars which implement these
statutes.
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CHAPTER 2

OMB CIRCULARS THAT APPLY
TO THE ACQUISITION OF FIP RESOURCES

Chapter Vignette

Mark had finished reviewing the many statutes that apply
to the acquisition of FIP resources.

 “That wasn’t too bad,” he said.  “I can understand why
these laws are important, but they sure don’t seem very
specific to this procurement.  Now I’ll just check the FAR
and that should do it.”

“Not so fast,” Marcia told him. “Unless you also
research the Office of Management and Budget Circulars,
you will have an incomplete and misleading grasp of the
references you will need.  These OMB Circulars provide
more guidance and place certain specific responsibilities
on Government agencies.”

She placed a folder of OMB circulars on his desk.
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Identify and explain the impact of OMB Circulars that
uniquely apply to, or have unusual impact on, the
acquisition of FIP resources.

Individual:

2.1 Identify OMB Circulars that uniquely apply to, or
have unusual impact on, the acquisition of FIP
resources: A-130

A-94
A-109
A-76
A-127
A-11

2.2 Explain the impact of the following OMB
Circulars on the acquisition of FIP resources:

A-130
A-94
A-109
A-76
A-127
A-11
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Chapter Overview

OMB Circulars implement the intent of the statutes discussed in Chapter 1
and establish executive branch policies on behalf of the President.  These
circulars are part of the second tier of guidelines affecting FIP resources
acquisition.  (See illustration on page 1–6.)  These circulars and the date of
the latest version are listed in the table below.

KEY OMB CIRCULARS AFFECTING FIP RESOURCES ACQUISITION

OMB Circular A-130, Revised,
Transmittal Memorandum No. 1

June 25, 1993

OMB Circular A-94, Revised,
Transmittal Memorandum No. 64

February, 1993

OMB Circular A-109 April 5, 1976

OMB Circular A-127, Revised,
Transmittal Memorandum No. 1

July 23, 1993

OMB Circular A-76, Revised August 4, 1983

OMB Circular A-11, Revised,
Transmittal Memorandum No. 64

August 4, 1993

This chapter discusses these Circulars and several related documents
published by the Office of Management and Budget (OMB) which have a
major impact on the acquisition of FIP resources.

If you acquire FIP resources, you should have current copies of these
OMB Circulars on-hand and be familiar with them.  Copies are available
from OMB:  call (202) 395-7332 and ask for the publications office.

After you complete this chapter, you will be able to identify and locate in
the text the OMB circulars that affect the FIP resources acquisition
process.

(continued on next page)

Scope
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Chapter Overview  (continued)

In order to thoroughly understand this discussion about OMB Circulars,
you should study the key references addressed by this chapter:

OMB Circular A-130, Management of Federal Information Resources

OMB Circular A-94, Guidelines and Discount Rates for Benefit-Cost
Analysis of Federal Programs

OMB Circular A-109, Major System Acquisitions

OMB Circular A-127, Financial Management Systems

OMB Circular A-76, Performance of Commercial Activities

OMB Circular A-11, Preparation and Submission of Budget Estimates

NOTE that some of these OMB Circulars were not written specifically to
govern FIP resources, but they all have a major impact on FIP resources
acquisitions.

This chapter addresses OMB Circulars which directly affect the FIP
resources acquisition process.  The major topics are:

References

Topics Covered in
this Chapter

SECTION TITLE PAGE

2.1 OMB Circular A-130, Management of Federal
Information Resources

2-5

2.2 OMB Circular A-94, Guidelines and Discount
Rates for Benefit-Cost Analysis of Federal
Programs

2-8

2.3 OMB Circular A-109, Major System Acquisitions 2-13

2.4 OMB Circular A-127, Financial Management
Systems

2-18

2.5 OMB Circular A-76, Performance of Commercial
Activities

2-19

2.6 OMB Circular A-11, Preparation and Submission
of Budget Estimates

2-24
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2.1  OMB Circular A-130, Management of Federal Information Resources

OMB Circular A-130, Management of Federal Information Resources, is
the Office of Management and Budget’s primary policy on information
resources acquisition and management.

This circular implements the provisions of several statutes you studied in
Chapter 1—namely, the Federal Property and Administrative Services Act
of 1949, the Privacy Act of 1974, the Paperwork Reduction Act of 1980,
and the Paperwork Reduction Reauthorization Act.  For example, OMB
Circular A-130 requires agencies to designate senior officials,
implementing the provisions of the Paperwork Reduction Act.  (See
Chapter 1 if you need to review these laws.)

OMB Circular A-130 establishes policy for the management of Federal
information processing resources in two broad areas:

1. information management

2 information systems and information technology management.

Information management policies recognize information as a valuable
resource requiring effective agency management.  These policies address:

• Information management planning

• Information collection and dissemination (manual and electronic)

• Records management

• Agency information dissemination management systems

• Privacy and security safeguards

In addition, “improperly restrictive practices” are discouraged. These
require that agencies avoid establishing:

• Exclusive or restricted distribution arrangements that interfere with
the availability of information to the public on a timely and
equitable basis, or

• Restrictions, fees, or royalties on the reuse, resale, or
redissemination of federal information products by the public

You will note that these restrictions could affect acquisitions you might
conduct for FIP systems—particularly if you were to buy contractor-
provided information services!

OMB Circular
A-130

Summary of
Contents

Information
Management
Policies
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2.1  OMB Circular A-130, Management of Federal Information Resources
(continued)

Information systems and information technology management policies
also affect FIP resources acquisition.  Among these eighteen policies are
requirements that agencies:

• Establish multiyear strategic planning processes

• Meet information processing needs through interagency sharing or
commercial sources

• Acquire information technology competitively to minimize total
life cycle costs

• Acquire off-the-shelf software, unless custom software
development has been documented as more cost effective

• Assure continuity of support should normal operations be disrupted
by an emergency

• Use Federal standards

• Apply up-to-date technology to improve operations, reduce costs,
and deliver services to the public

Four major appendices to A-130 provide procedures for implementing
various policies set forth in the circular.

Appendix I, Federal Agency Responsibilities for Maintaining Records
About Individuals, addresses agency responsibilities for implementing
provisions of the Privacy Act—especially precautions the Government and
contractors must take when maintaining records about individuals.  FAR
52.224-1 and -2 and FIRMR 201-39.5205-5 provide solicitation provisions
for use when contracting for services that include maintenance of a system
of records on behalf of the Government.  Such contracts are subject to
audit to “ensure that the wording of each contract makes the provisions of
the Act binding on the contractor and his or her employees.”

Appendix II addresses Cost Accounting, Cost Recovery, and Interagency
Sharing of Information Technology Facilities.  If you solicit for the
operation of information technology facilities on behalf of the
Government, you must comply with policies established in this Appendix.

(Topic continued on next page)
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2.1  OMB Circular A-130, Management of Federal Information Resources
(continued)

Appendix III, Security of Federal Automated Information Systems,
provides policies, procedures, and responsibilities related to information
systems security.  Among other requirements, agencies must define and
approve security requirements and specifications before acquiring or
developing applications.  These policies apply, for example, when you
contract for systems development or for contractor-operated facilities.  The
policies are implemented in FIRMR 201-21.3, Security and Privacy, and
FIRMR Bulletin C-22, Security and Privacy Protection  of Federal
Information Processing (FIP) Resources.

Appendix IV, Analysis of Key Sections, provides a general context and
explanation for the contents of the key sections of OMB Circular A-130.

[This circular rescinded OMB Circulars A-3, A-71, A-90, A-108, A-114
and A-121.]

Major Appendices
(continued)
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2.2  OMB Circular A-94, Guidelines and Discount Rates for Benefit-Cost
Analysis of Federal Programs

OMB Circular A-94, Guidelines and Discount Rates for Benefit-Cost
Analysis of Federal Programs, is also important because it establishes
discount rates to be used when conducting several types of economic
analyses required during an acquisition, namely:

• Benefit-cost analysis,

• Cost effectiveness analysis, and

• Lease-purchase analysis.

Discount rates are factors used to convert future dollars to the value of
today’s dollars—the present value.  Present value discounting is based on
the concept that money is worth more (in buying power) today than it will
be next year.  Discounting, therefore, reduces future dollars to their value
today.  For example, at a 7% discount rate, $107 in next year’s dollars is
worth $100 today.  Present value discounting is the opposite of
compounding interest.

Present value discounting is used so that two alternatives with different
streams of costs can be reasonably and equitably compared.

OMB publishes the latest discount rates annually in Appendix C of this
circular.  Rates are updated with the President’s budget and are effective
through February each year.  [Remember, you can call the OMB
publications office on 202-395-7332.]

Net Present Value equals the total projected benefits discounted to present
value MINUS the total projected costs discounted to present value.  When
benefits exceed costs, net present value (or NPV) is a positive number.  A
net benefit is expected.  When costs exceed benefits, NPV is a negative
number.  A net cost is expected.

OMB Circular A-94 specifies that the standard criterion for deciding
whether a Government program or acquisition can be justified on
economic principles is net present value.  In other words, will benefits
exceed costs?

(You will learn more about present value analysis in Chapter 28, including
step-by-step procedures for calculating present value.)

OMB Circular
A-94

What are Discount
Rates?

What is Net
Present Value ?
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2.2  OMB Circular A-94, Guidelines and Discount Rates for Benefit-Cost
Analysis of Federal Programs  (continued)

OMB requires that a benefit-cost analysis be conducted for every FIP
resources acquisition, commensurate with its size and scope.  This means
that the more complex and expensive acquisitions require detailed benefit-
cost analysis.

The benefit-cost analysis is conducted during the planning phase of an
acquisition to choose the most cost-beneficial alternative.  What your
acquisition will buy is decided in part by the benefit-cost analysis.

OMB Circular A-94 specifies that benefit-cost analysis is the preferred
technique for calculating costs and benefits and selecting an alternative
whenever you are considering an acquisition.  It provides guidance on:

• Stating the rationale for the acquisition;

• Stating the explicit assumptions used to arrive at benefits and
costs;

• Evaluating alternatives; and

• Verifying that actual costs and benefits are achieved as projected
during the benefit-cost analysis (verification).

Circular A-94 also establishes that under certain circumstances, agencies
may conduct a cost effectiveness analysis instead of a benefit-cost
analysis.  A cost effectiveness analysis is essentially a one-sided benefit-
cost analysis: only costs are evaluated, not benefits.

This type of analysis is used:

• Whenever costs will differ but benefits will be equal

• When benefits are difficult or impossible to measure

The latter exception is used by DoD when evaluating alternative weapons
systems.  Cost effectiveness analysis is not often used in FIP resources
acquisitions.

(continued on next page)
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2.2  OMB Circular A-94, Guidelines and Discount Rates for Benefit-Cost
Analysis of Federal Programs  (continued)

OMB Circular A-94 established new policies for lease-purchase analysis
in place of the rescinded Circular A-104, Evaluating Leases of Capital
Assets.  Lease-purchase analysis is used when you are considering whether
to lease a FIP resource instead of direct Government purchase and
ownership.

Lease-purchase analysis does not apply to the decision to acquire a FIP
resource.  [You learned that benefit-cost analysis is used for that purpose.]
Lease-purchase analysis is used only after you’ve decided to acquire a
resource and you need to decide whether to lease or purchase that
resource.

Lease-Purchase Analysis is Required When:

Both These Conditions are Met:

• You are buying a capital asset

• With a fair market value exceeding $1 million for the procurement

And One (or More) of These Conditions about the Resource Applies:

• Would be leased for 3 or more years

• Is new, with an economic life of less than 3 years, and would be leased
for a term of 75% or more of its economic life

• Is built expressly for lease to the federal government

• Is leased to the federal government and clearly has no alternative
commercial use

OMB Circular A-104 defines a capital asset as any tangible property,
including durable goods, equipment, buildings, facilities, installations, or
land.  Capital assets would include FIP equipment and systems.

If lease prices are bid or available as a pricing option from vendors, you
will note that lease-purchase analysis will frequently be required.  After
all, most FIP resources are used for three years or more and procurements
regularly exceed $1 million.  Therefore, if you are determining whether to
buy or lease a FIP resource, you should consult OMB Circular A-94
before you begin your economic “buy or lease” analysis.

Since A-94’s lease-purchase requirement applies only to capital assets,
procurement for services are excluded.

(continued on next page)
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2.2  OMB Circular A-94, Guidelines and Discount Rates for Benefit-Cost
Analysis of Federal Programs  (continued)

OMB Circular A-94 requires that your agency acquire a capital asset “in
the way that is least expensive for the government as a whole.”  In fact,
the policies establish a preference for ownership, since the decision to
lease must be justified.

OMB Circular A-94 describes three ways of justifying a lease.  See the
table below.

If: Then:
• The acquisition is a separate line-item in

the agency’s budget, OR
• The agency or OMB determines the

acquisition is “major,” OR
This is a major acquisition.  Conduct a
separate lease-purchase analysis

• The total purchase price of the asset(s) to
be leased would exceed $500 million

The acquisition is not “major” and the class
of assets is frequently leased

Conduct a generic analysis for the class
of assets (with OMB’s approval)

The acquisition is for small, short-term
leases that generally save money

Establish a formal policy to lease (with
OMB’s approval)

Remember, lease-or-buy analysis is intended to help you determine
whether to lease or buy a given FIP resource.

Do NOT use a lease-purchase analysis to determine what kind of FIP asset
should be acquired.  For these types of analyses, you should use a cost-
benefit analysis.

You should INCLUDE in a lease-purchase analysis:

• The discounted cost of leasing, including cost of lease payments by
your agency for all renewal options;

• The discounted cost to the Treasury of any special tax benefits
associated with the lease, such as investment tax credits, or tax
deferral from accelerated depreciation allowances; and

• The discounted, full costs of buying plus relevant ancillary services
connected with procurement.

You DO NOT INCLUDE the normal payment of taxes on income and
profits by the lessor in the lease-purchase analysis.

(continued on next page)
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2.2  OMB Circular A-94, Guidelines and Discount Rates for Benefit-Cost
Analysis of Federal Programs  (continued)

Lease-purchase analysis may be conducted during procurement evaluation
if you have solicited both lease and buy proposals.

OMB Circular A-94 does not specifically apply to procurement cost
evaluation.  However, the FIRMR requires in general that when the timing
of payments is expected to vary among proposals, all prices and costs
should be adjusted to present value.  [The FIRMR references the rescinded
Circular A-104 for present value discounting—an incorrect reference even
if the circular were still in force.]

Remember, you will learn more about present value discounting in
Chapter 28.

Effect of A-94 on
Procurement
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2.3  OMB Circular A-109, Major System Acquisitions

OMB Circular A-109, Major System Acquisitions, governs the acquisition
by executive branch agencies of major systems, including major FIP
systems.

OMB Circular A-109 defines a major system as “that combination of
elements that will function together to produce the capabilities required to
fill a mission need.”  The elements may include hardware, equipment,
software, construction, or real property.

Major system acquisition programs are those that:

• Are directed at and critical to fulfilling an agency mission;

• Entail the allocation of relatively large resources; and

• Warrant special management attention.

Note that although this definition specifies hardware and software, major
systems may include more than FIP resources only.

To supplement this definition, OMB permits agencies to establish
additional parameters for describing major systems, including establishing
dollar thresholds, and to publish implementing procedures.  DoD Directive
5000.1 and .2 provide specific advice for DoD acquisition personnel.

There are a number of features that “characterize” an A-109 acquisition.
For example:

• Major systems requirements are based on mission needs

• A management structure is developed to support the procurement

• The acquisition is managed throughout its life cycle

• Key decision points are planned and scheduled

• Specifications are performance- or functionally-based

• Competitors are encouraged to bid innovative alternative solutions

• Competing alternative solutions are funded by the Government for
demonstration before the final selection is made

It is this last characteristic—funding demonstrations for competitive
evaluation and selection—that became the hallmark of an A-109
procurement.

(continued on next page)
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2.3  OMB Circular A-109, Major System Acquisitions (continued)

Remember that A-109 places an emphasis on demonstration by
competitors.  This has been called “try before you buy,” and mandates that
you require offerors to demonstrate their hardware, software or other FIP
supplies or services, before you make a final source selection.

OMB Circular A-109 has been called a document “that could become the
most important acquisition policy document ever published by any branch
of the United States Government.”  The reason for this statement is that A-
109 mandated the use of important management principles to make the
procurement of major systems more effective.

These management principles have had a significant impact on the
acquisition of major systems, especially in the Department of Defense.
The circular establishes that the acquisition of a major system is a process
to be managed.  That process includes:

• Analysis of the agency’s mission
• Determination of mission needs and program objectives
• System requirements and program planning
• System acquisition planning
• Budgeting
• Funding
• Research
• Engineering
• Development
• Testing and Evaluation
• Contracting
• Production
• Program and management control

Today, we talk in terms of mission, objectives, and life cycle
management—even if we rarely, if ever, fund demonstration phases for
FIP systems.  So in a way, the prophesy has been accurate.  OMB Circular
A-109 has proven extremely important for its effect on the fundamentals
of contracting.

(continued on next page)

Emphasis on
Demonstration

The A-109
Process
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2.3  OMB Circular A-109, Major System Acquisitions (continued)

We take these management principles for granted today, but A-109 caused
a fundamental change when it mandated the use of these principles in a
standard, systematic manner in all agencies.  The application of these
principles resulted in the development of acquisition strategies for
procurement of all major systems, including FIP systems.

You will be concerned in any acquisition including for FIP resources with
the need to develop tailored, well-planned acquisition strategies.

Examples of the elements in acquisition strategies that you may use in a
major FIP system acquisition include:

• Use of contracting as a tool in the acquisition process

• Scheduling of essential elements and milestones

• Demonstration, test and evaluation criteria

• Decisions on potential offerors to solicit

• Contents of solicitations

• Ways to promote, obtain, and sustain competition

• Proposal evaluation, acceptance, and rejection guidelines

• Goals for Design-to-Cost (DTC)

• Methods for projecting and managing Life-Cycle Costs (LCC)

• Use of data rights and warranties

• Ways to evaluate risks

• Need for contractor incentives

• Selection of types of contracts and plans for contract
administration

Acquisition
Strategies

Examples of
Acquisition
Strategies
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2.3  OMB Circular A-109, Major System Acquisitions (continued)

OMB Circular A-109 provides that four key decision points during major
system acquisitions should be the responsibility of the agency head.  The
key decision points are:

• Establishment of mission need, system priority, and magnitude of
supporting resources

• Selection of competitive system design concepts for funding
during the demonstration phase

• Commitment to a system design for full-scale development

• Commitment of a system to full production (acceptance)

The following flowchart depicts the A-109 systems life.  Key decision
points are represented by shaded diamonds.

Key Decision
Points

Mission Analysis

Functional & Performance
Needs Analysis

Exploration of  
Alternative Systems

Approved?No

Yes

Competitive 
Demonstration

Approved?No

Yes

Development Test
& Evaluation

Acceptance?

Production/
Implementation

Deployment &
Operations

Further Analysis?
No

Yes

Acceptance?No

Yes

Approved?No

Yes

Approved?No

Yes

Mission Analysis

Represents key decisions 
between phases in acquisition 
life cycle

Represents phases in 
acquisition life cycle

No

Yes

AAAA
AAAA
AAAARepresents other decision 

points

(Topic continued on next page)
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2.3  OMB Circular A-109, Major System Acquisitions (continued)

Whether or not your procurement is officially designated an A-109
procurement, you should apply some of the circular’s elements.  For
example, if you are to procure a complex, new system with computers and
printers (hardware), new software, and telecommunications , you want to
ensure that each subsystem (such as a software application) actually works
separately with the computers, before full scale acquisition, integration,
and installation in the total system.

You might, for example, require a software demonstration, to be evaluated
by Government, using Government evaluation factors, prior to going
forward with the acquisition.  These evaluation factors must be included in
the solicitation

A-109 mandates that the final system selection for major systems
acquisition be based on the following factors:

• Performance against mission needs,

• Evaluation of costs, and

• Contractor’s proven management, financial, and technical
capabilities related to contract requirements.

This means that when you are developing the evaluation factors for source
selection, you must include the final system selection factors in the
evaluation process.  You should arrange to have highly qualified technical
experts observe and evaluate the demonstrations.  Normally, these will be
persons who are members of the technical evaluation team(s) on the
Source Selection Board (SSB).

(You will study the evaluation process further in Chapter 38, “Source
Selection of FIP Resources,” and Chapter 41, “Technical Evaluation for
FIP Resources.”)

The Office of Federal Procurement Policy (OFPP) published a pamphlet
which details the requirements of A-109.  In addition, the pamphlet
describes the stages of an A-109 procurement for ADP systems
specifically.  You should obtain a copy of this pamphlet if you regularly
acquire FIP resources.

Key Decision
Points
(continued)

A-109 Factors for
Final System
Selection

OFPP Pamphlet
No. 1
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2.4  OMB Circular A-127, Financial Management Systems

OMB Circular A-127, Financial Management Systems, prescribes policies
and standards for executive agencies to follow when developing,
operating, evaluating, and reporting on financial management systems.

A financial management system is one type of information system that you
might procure some day. If so, you should be aware that this circular sets
forth specific responsibilities and sources of supply.

Financial management systems are the financial systems and the financial
parts of other information systems.

Financial systems are information systems with one or more applications
that:

• Collect, process, maintain, transmit, and report data about financial
events;

• Support financial planning or budgeting activities;

• Accumulate and report cost information; and

• Support the preparation of financial statements.

OMB Circular A-127 prohibits the development of custom software unless
other options, such as modifying existing systems or acquiring off-the-
shelf software, have been considered and eliminated.

You should also be aware that GSA maintains Financial Management
System Software (FMSS) Multiple Award Schedule (MAS) contracts from
which software which meets the government’s core financial system
requirements can be ordered.

OMB Circular
A-127

Definitions

Preferences and
Sources of Supply
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2.5  OMB Circular A-76, Performance of Commercial Activities

OMB Circular A-76, Performance of Commercial Activities, provides
guidance on the government’s performance of commercial activities.  It is
intended to prevent the government from competing with its own citizens.

Briefly, OMB Circular A-76 establishes three overall policies:

1. Achieve Economy and Enhance Productivity.  Competition
enhances quality, economy, and productivity.  Whenever
commercial sector performance of a Government operated
commercial activity is permissible, this Circular and its
Supplement require comparison of the cost of contracting and the
cost of in-house performance to determine who will do the work.

2. Retain Governmental Functions In-house.  Certain functions are
inherently Governmental in nature, being so intimately related to
the public interest as to mandate performance only by federal
employees.  These functions are NOT in competition with the
commercial sector and must be performed by Government
employees.

3. Rely on the Commercial Sector.  The federal government shall rely
on commercially available sources to provide commercial products
and services.  In accordance with the provisions of this Circular,
the Government shall NOT start or carry on any activity to provide
a commercial product or service if the product or service can be
procured more economically from a commercial source.

A commercial activity is one operated by an executive agency which
provides a product or service that could be obtained from a commercial
source and is separable from other activities.  Of course, if the commercial
activity can NOT be separated from other activities, in-house or
contractually, then that activity may NOT really be a candidate for a study.
This is an important distinction.

For example, some record-keeping activities, such as tax information, are
very sensitive and CANNOT be separated from other agency activities;
even if a private company could keep the tax records more cheaply, there
would be no point in conducting an A-76 study to transfer this work to a
commercial source.

(Topic continued on next page)

OMB Circular
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2.5  OMB Circular A-76, Performance of Commercial Activities  (continued)

Examples of activities that might be obtained from a commercial source
include:

• Automatic data processing services,

• Programming and system analysis, design, development, and
simulation,

• Data entry services,

• Systems engineering and installation, and

• Equipment installation, operation and maintenance.

This means that if the Government has a requirement for software, the
Government must consider commercial sources rather than automatically
developing the software in-house.

OMB Circular A-76 does not apply to governmental functions which are
functions so intimately related to the public interest as to mandate
performance by government employees.  These functions normally require
either the exercise of discretion in applying government authority or the
use of value judgments in making decisions for the government.
Examples include:

• Direction and management of the Armed Services or intelligence
activities

• Direction of federal employees

• Regulation of natural resources

• Regulation of industry and commerce

• Direction of monetary transactions and entitlements

These functions are sometimes referred to as inherently governmental and
may not be contracted out.

(continued on next page)
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2.5  OMB Circular A-76, Performance of Commercial Activities  (continued)

There are four conditions under which Government performance of a
commercial activity is authorized.  These conditions are shown in the
following table:

Exceptions:
Government
Performance of
Commercial
Activity Allowed

Government Performance of a Commercial Activity

If... Then... Otherwise...

1. No satisfactory commercial
source is available...

or
2. There are national defense

concerns (determined by the
Secretary of Defense)...

or
3. The commercial activity

involves patient care at
hospitals operated by the
Government if in the best
interest of patient care...

or
4. The Government can perform

the commercial activity at
lower cost...

Government performance of a
commercial activity is authorized

Government performance of a
commercial activity is NOT
authorized and an A-76 study should
be done

If the conditions in the table above do NOT apply, then an agency may
proceed with the A-76 inventory and review process.  The A-76 process
has two major phases: inventory and review.  Agencies must first identify
commercial activities now being performed in-house (inventory phase)
and then evaluate those activities (review phase) to make sure that in-
house performance is more cost-effective than commercial performance.

The review procedure considers four conditions:

1. Existing in-house

2. Expansions

3. Existing contracts

4. New requirements

(continued on next page)
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2.5  OMB Circular A-76, Performance of Commercial Activities  (continued)

The review procedure consists of three tasks.  Each task results in a
separate document.

1. Prepare a management study, to outline the most efficient, effective
and economic organization

2. Complete a Performance Work Statement (PWS) that serves as a
work statement / scope of services on which the Government and
the prospective bidders base their estimates of performance

3. Complete a cost comparison and make a decision to either perform
the work in-house or through a contract

This circular requires contracting officers to:

• Give appropriate consideration to relative cost when deciding
between Government performance and performance under
contract, and

• Require contractors to offer firm prices.

Cost is often the major factor you must consider in deciding whether to
perform a function in-house or contract out.  OMB Circular A-76
Supplement 1 (Part 1, Chapter 2, Section G) states that:

An existing in-house activity shall NOT be converted to contract

performance on the basis of economy unless the projected cost advantage to

the Government is at least 10 percent of the in-house personnel-related cost

for the performance period.

So, for example, if a study showed that a commercial source could save 8
to 9 percent of labor and related personnel costs, you would still NOT
recommend contracting out of the commercial activity to a commercial
source.

(continued on next page)
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2.5  OMB Circular A-76, Performance of Commercial Activities  (continued)

Supplement No. 1 to OMB Circular A-76 explains in detail the procedures
for determining if a function should be performed in-house or by contract.
Sections include:

• Policy Implementation,

• Management Study Guide, and

• The Cost Comparison Handbook.

Supplement No. 2 to OMB Circular A-76 is A Guide for Writing and
Administering Performance Statements of Work for Service Contracts.

You should obtain a copy of this document.  It provides guidance on the
development of statements of work in general, not just those prepared
under A-76 procedures.

Supplement 1 to
A-76

Supplement 2 to
A-76
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2.6  OMB Circular A-11, Preparation and Submission of Budget Estimates

OMB Circular A-11, Preparation and Submission of Budget Estimates,
provides instructions and guidance on the preparation and submission of
budget documents.

Section 43 of the circular applies specifically to information technology
systems, specifying documents required to support requests for funding.
These requirements include:

• A listing of major information system initiatives and all financial
management systems regardless of cost—referred to as exhibit
43A

• An agency acquisition plan, where the cumulative obligations for
acquisition exceed $5 million over the budget term—referred to as
exhibit 43B

• A benefit-cost analysis for major information systems initiatives

In addition, OMB establishes in section 43.7 that agencies prepare benefit-
cost analyses for ALL proposed investments in information systems.

For the purposes of A-11, a major information system initiative requires
expenditures exceeding $25 million over the information systems life
cycle or $10 million in any one fiscal year.

You may find this information useful if you:

• Need information about funds available for the acquisition

• Want to know what potential contractors may have learned about
funding levels for the acquisition

• Are planning to meet the future workload requirements in your
procurement organization

• Need support in requiring that a benefit-cost analysis be prepared
for the acquisition

OMB Circular
A-11

Major Information
System Initiatives

Effect
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SUMMARY

In this chapter, you learned about the OMB Circulars
that uniquely affect, or have an unusual impact on,
the acquisition of FIP resources.  You learned that,
together with the laws, these OMB Circulars provide
a policy foundation for the development of regula-
tions and must be considered in your acquisition
planning.  The next chapter discusses other policies
that apply to the acquisition of FIP resources.
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CHAPTER 4

 ETHICS ISSUES CONCERNING FIP RESOURCES

Chapter Vignette

Over the five years that he has worked for the
Government, Mark has heard many people com-
menting about ethics in Government.  He has heard
politicians running for election promise to clean up
the fraud, waste, and abuses that are rampant in
Government.  He has talked to his co-workers and
he knows that all are honest and hard-working.  It
really seems that a few "bad apples" are getting all
the press while millions of others do a fantastic job
each day.

At the same time, he has heard his co-workers
complain about all the ethics guidance that they
receive.  Mark believes that ethical behavior is the
key to doing his job properly, and he never under-
stood all the complaints of his co-workers.

He has decided to collect as much information as
possible about Government ethics.
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Determine ethics issues concerning FIP resources
(DoD requirement)

Individual:

4.1 Determine ethics issues concerning FIP resources
(DoD requirement).



Ethics Issues Concerning FIP Resources

Acquisition of FIP Resources 4–3

Chapter Overview

Guidance on ethics for Government personnel comes from a number of
sources, including the President, Congress, Judiciary, Office of
Government Ethics, and individual agencies.  This Chapter will examine
some of the key principles, statutes, and regulations that define ethical
requirements for Government service.  Special emphasis will be placed on
an examination of procurement integrity requirements.

In order to understand the topics in this chapter, you may require access to
the following references:

• Executive Orders 12674 and 12731

• 5 U.S.C

• 18 U.S.C

• 41 U.S.C

• Office of Federal Procurement Policy Act

• Freedom of Information Act

• Privacy Act

• DoD Joint Ethics Regulation

• Standards of Ethical Conduct for Employees of the Executive
Branch

• FAR 3.104

• Agency-specific directives concerning ethics

(continued on next page)
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Chapter Overview (continued)

This chapter includes the following topics:Topics Covered in
this Chapter

SECTION TITLE PAGE

4.1 Principles of Ethical Conduct 4-5

4.2 Laws and Regulations on Standards of Conduct 4-7

4.3 Procurement Integrity

4.3.1  Key Definitions

4.3.2  Restrictions and Prohibited Conduct

4-14

4-15

4-21
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4.1  Principles of Ethical Conduct

President George Bush issued Executive Orders 12674 and 12731,
Principles of Ethical Conduct for Government Officers and Employees, "to
establish fair and exacting standards of ethical conduct for all executive
branch employees."  These orders delineate 14 Principles of Ethical
Conduct,  to "ensure that every citizen can have complete confidence in the
integrity of the Federal Government."

1. Public service is a public trust, requiring employees to place loyalty to
the Constitution, the laws, and ethical principles above private gain.

2. Employees shall not hold financial interests that conflict with the
conscientious performance of duty.

3. Employees shall not engage in financial transactions using nonpublic
Government information or allow the improper use of such
information to further any private interest.

4. An employee shall not, except pursuant to such reasonable exceptions
as are provided by regulation, solicit or accept any gift or other item of
monetary value from any person seeking official action from doing
business with, or conducting activities regulated by the employee's
agency, or whose interests may be substantially affected by the
performance or nonperformance of the employee's duties.

5. Employees shall put forth honest effort in the performance of their
duties.

6. Employees shall make no unauthorized commitments or promises of
any kind purporting to bind the Government.

7. Employees shall not use public office for private gain.

(Topic continued on next page)

Executive Orders
12674 and 12731
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 4.1  Principles of Ethical Conduct (continued)

8. Employees shall act impartially and not give preferential treatment to
any private organization or individual.

9. Employees shall protect and conserve Federal property and shall not
use it for other than authorized activities.

10. Employees shall not engage in outside employment or activities,
including seeking or negotiating for employment, that conflict with
official Government duties and responsibilities.

11. Employees shall disclose waste, fraud, abuse, and corruption to
appropriate authorities.

12. Employees shall satisfy in good faith their obligations as citizens,
including all just financial obligations, especially those—such as
Federal, State, or local taxes—that are imposed by law.

13. Employees shall adhere to all laws and regulations that provide equal
opportunity for all Americans regardless of race, color, religion, sex,
national origin, age, or handicap.

14. Employees shall endeavor to avoid any actions creating the appearance
that they are violating the law or the ethical standards promulgated
pursuant to this order.

Executive Orders
12674 and 12731
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4.2  Laws and Regulations on Standards of Conduct

The Principles of Ethical Conduct are further defined in numerous laws and
regulations.  Some of these laws and regulations pertain to all Government
personnel, others apply only to certain groups (e.g., Department of Defense
personnel).

Three of the primary sources of statutory ethics guidance are 5 U.S.C., 18
U.S.C., and 41 U.S.C.  Some of the most significant statutes that apply to
personnel in all Government agencies are identified below.  The list is meant
to identify key statutes, not be a comprehensive list of all ethics statutes.
Consult your agency ethics guidance or ethics official for details.

5 U.S.C.

• Restrictions on disclosure of certain sensitive Government information
under the Freedom of Information Act (FOIA) and the Privacy Act
(§552 and 552a).

• Prohibition against certain personnel practices (§2302)

• Limitations on outside employment and prohibition of honoraria,
confidential reporting of payments to charities in lieu of honoraria
(§2636).

• Prohibition against participation in the employment or promotion of
relatives (§3110)

• Prohibition against employment of a person convicted of participating in
or promoting a riot or disorder (§7313).

• Provisions governing the receipt and disposition of foreign gifts and
decorations (§7342)

• Prohibition against gifts to superiors (§7351)

• Prohibition against employment of an individual who habitually uses
intoxicating beverages to excess (§7352).

• Prohibition against solicitation and receipt of gifts from prohibited
sources (§7353)

(Topic continued on next page)

Introduction

Statutes Applicable
to All Personnel
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4.2  Laws and Regulations on Standards of Conduct (continued)

18 U.S.C.

• Prohibition against solicitation or receipt of bribes (§201(b)).

• Prohibition against solicitation or receipt of illegal gratuities (§201(c)).

• Prohibition against seeking or receiving compensation for certain
representational services before the Government (§203).

• Prohibition against assisting in the prosecution of claims against the
Government or acting as an agent or attorney before the Government
(§205).

• Post-employment restrictions applicable to former Government
employees (§207).

• Prohibition against participating in matters affecting an employee's own
financial interests or the financial interests of other specified persons or
organizations (§208).

• Prohibition against receiving salary or any contribution to or
supplementation of salary as compensation for Government service
from a source other than the United States (§209).

• Prohibitions against solicitation or acceptance of anything of value to
obtain public office for another (§211).

• General prohibition against acting as an agent of a foreign principle
required to register under the Foreign Agents Registration Act (§219)

• Prohibition against unauthorized use of documents relating to claims
from or by the Government (§285).

• Prohibition against conspiracy to commit an offense against or to
defraud the United States (§371)

• Prohibition against counterfeiting or forging transportation requests
(§508).

• Prohibition against certain political activities (§602, 603, 606, and 607)

• Prohibition against embezzlement or conversion of Government money
or property (§641).

Statutes Applicable
to All Personnel
(continued)



Ethics Issues Concerning FIP Resources

Acquisition of FIP Resources 4–9

4.2  Laws and Regulations on Standards of Conduct (continued)

18 U.S.C. (continued)

• Prohibition against failing to account for public money (§643).

• Prohibition against embezzlement of the money or property of another
person that is in the possession of an employee by reason of his
employment (§654)

• Prohibition against disclosure of classified information (§798 and 50
U.S.C. §783(b))

• Prohibition against fraud or false statements in Government matters
(§1001).

• Prohibition against the use of the franking privilege (§1719).

• Prohibition against the disclosure of proprietary information and certain
other information of a confidential nature (§1905).

• Restrictions on the use of public funds for lobbying (§1913)

• Prohibition against interference with civil service examinations (§1917)

• Prohibition against disloyalty and striking (§1918)

• Prohibition against concealing, mutilating, or destroying a public record
(§2071).

31 U.S.C.

• Prohibition against misuse of a Government vehicle (§1344)

41 U.S.C.

• Restrictions on procurement officials negotiating for employment with
competing contractors (§423(b)(1).

• Prohibition against solicitation or receipt of gifts from competing
contractors (§423(b)(2)).

• Prohibition against unauthorized disclosure of certain procurement
sensitive information, including proprietary or source selection
information (§423(b)(3) and 423(d)).

• Post-employment restrictions applicable to former procurement officials
(§423(f)).

(continued on next page)
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4.2  Laws and Regulations on Standards of Conduct (continued)

In addition to the statutes that apply to all personnel, there are statutes that
only apply to specific groups such as DoD personnel and former DoD
personnel.  As with the general list above, this list is meant to identify key
statutes, not a comprehensive list of all ethics statutes.  Consult your agency
ethics guidance (e.g., DoD Joint Ethics Regulation) for details.

10 U.S.C.

• Requirements relating to private employment contacts between defense
contractors and civilian DoD employees at pay rates of GS/GM 11 or
above, or military officers in grades 0-4 or above (§2397a).

• Requirements for reports from former civilian DoD employees GS/GM
13 or above, and military officers 0-4 or above, for a period of two
years after leaving Federal Government service, if (1) they are employed
with a defense contractor awarded $10 million in defense contracts
during the year preceding their employment, and (2) they receive at least
$25,000 a year ($12 per hour) from the defense contractor (§2397).

• Two-year prohibition on former civilian DoD employees GS/GM 13 or
above, or a military officer 0-4 or above, accepting more than $250 in
payment, gift, benefit, reward, favor, or gratuity (i.e., compensation)
from defense contractors who had defense contracts in a total amount
greater than $10 million during the fiscal year preceding the fiscal year
that such compensation was accepted, if the individual:

– Spent the majority of his/her working days during the two-year
period prior to leaving Federal Government service performing a
procurement function at a site or plant owned or operated by the
defense contractor; or

– Performed procurement functions relating to a major system, on a
majority of his/her working days during the two year period prior to
leaving Federal Government service, and in the performance of
those functions participated personally and substantially in a manner
involving decision making responsibilities, through contact with the
defense contractor; or

– Was a member of the Senior Executive Service  or above, a former
military officer 0-7 or above, acted as a primary representative of the
United States during the two-year period prior to leaving Federal
Government service, in the negotiation of a defense contract in an
amount in excess of $10 million with the defense contractor, or in
the negotiation of an unresolved claim in excess of $10 million.
(§2397b)

(Topic continued on nest page)

Statutes Applicable
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4.2  Laws and Regulations on Standards of Conduct (continued)

18 U.S.C.

• Prohibits retired military officers, for a period of two years after release
from active duty,  from:

– Accepting any compensation for the representation of any individual
in the sale of anything to the United States through the Military
Department from which he/she retired.

– Prosecuting or assisting in the prosecution of any claim against the
United States involving the Military Department from which he/she
retired, or involving any subject matter with which he/she was
directly connected while in an active duty.  (§281)

37 U.S.C.

• Prohibits the Federal Government from paying any retired officer, for a
period of three years after his/her name is placed on a retired list of the
Regular Army, Navy, Air Force or Marine Corps, if the retired officer is
engaged (for himself/herself or others) in selling, contracting, or
negotiating to sell, supplies or war material to an agency of DoD, the
Coast Guard, the Public Health Service, or the National Oceanic and
Atmospheric Administration.  (§801)

The Office of Government Ethics has published Standards of Ethical
Conduct for Employees of the Executive Branch.  This publication
addresses many of the key issues addressed in the Presidential Principles of
Ethical Conduct and the statutes identified above.  Key elements include:

• General provisions.
– Applicability
– Supplementary agency regulations
– Disciplinary and corrective action
– Ethics advice

• Gifts from outside sources.
– Applicability
– Supplementary agency regulations
– Disciplinary and corrective action
– Ethics advice

(Topic continued on next page)
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4.2  Laws and Regulations on Standards of Conduct (continued)

• Gifts between employees.
– General standards
– Exceptions
– Proper disposition of prohibited gifts

• Conflicting financial interests.
– Disqualifying financial interests
– Prohibited financial interests

• Impartiality in performing official duties
– Personal and business relationships
– Extraordinary payments from former employers

• Seeking other employment
– Disqualification while seeking employment
– Waiver or authorization permitting participation while seeking

employment
– Disqualification based on an arrangement concerning prospective

employment or otherwise after negotiations.

• Misuse of position
– Use of public office for private gain
– Use of nonpublic information
– Use of Government property
– Use of official time

• Outside Activities
– Conflicting outside employment and activities
– Prior approval for outside employment and activities
– Outside earned income limitations applicable to certain Presidential

appointees and other noncareer employees
– Service as an expert witness
– Participation in professional associations
– Teaching, speaking, and writing
– Fundraising activities
– Just financial obligations

(continued on next page)
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4.2  Laws and Regulations on Standards of Conduct (continued)

Individual agencies can supplement the Standards of Ethical Conduct for
Employees of the Executive Branch.  The DoD, for example, has
established ethical standards (5 CFR 3601) related to the following subjects.

• Additional exceptions for gifts from outside sources.

• Additional limitations on gifts between DoD employees.

• Requirement for a written notice to accomplish disqualification from a
particular matter because of disqualifying financial interest, personal or
business relationships, or prospective employment.

• Prohibition against DoD employees knowingly soliciting or making a
solicited sale to DoD personnel of lower rank, grade, or position.

• Requirement for prior approval for outside employment and business
activities for all employees other than special Government employees,
who are required to file a financial disclosure report.

• Requirement for employees to make a disclaimer for speeches and
writings devoted to agency matters when the subject deals in significant
part with any ongoing or announced policy, program, or operation of
the DoD.

Supplementary
Standards of
Ethical Conduct
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4.3  Procurement Integrity

All Government officials require a knowledge of the ethics issues covered in
Sections 4.1 and 4.2.  However, as a procurement official in the acquisition
of FIP resources, it is particularly important that you have a working
understanding of the requirements of Section 27 of the Office of Federal
Procurement Policy Act (41 U.S.C. 423) as implemented in FAR 3.104.
This Section will examine key requirements of the Act.  However, if you
have specific questions, you should consult FAR 3.104 or contact your
Agency Ethics Official.

Introduction
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4.3.1  Key Definitions

You are a procurement official if you are a Government civilian or military
official or an employee who has participated personally and substantially in
any of the following activities for a particular procurement:

• Drafting a specification or a statement of work;

• Review and approval of a specification or statement of work;

•  Preparation or development of procurement or purchase requests;

• The preparation or issuance of a solicitation;

• Evaluation of bids or proposals;

• Selection of sources;

• Negotiations to establish the price or terms and conditions of the
contract or contract modification; or

• Review and approval of the award of the contract or contract
modification.

Employee.  The term "employee" includes contractors, subcontractors,
consultants, experts, or advisors (other than a competing contractor) acting
on behalf of, or providing advice to, the Government with respect to any
phase of the procurement concerned.

Personal and Substantial Participation.  To participate personally
and substantially in a particular procurement, you must have active and
significant involvement in activities directly related to the procurement.

 • To participate personally, you must participate directly.  This includes
the participation of a subordinate when actually directed by the
supervisor in the matter.

(Topic continued on next page)
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4.3.1  Key Definitions (continued)

• To participate substantially, your involvement must be significant to the
matter.  For example, the review of procurement documents solely to
determine compliance with applicable regulatory, administrative, or
budgetary requirements or procedures, does not constitute substantial
participation in a procurement.  To be substantial,  participation must be
more than official responsibility, knowledge, perfunctory involvement,
or involvement on an administrative or peripheral issue.  A finding of
substantiality should be based not only on the effort devoted to a matter,
but on the importance of the effort.  While a series of peripheral
involvements may be insubstantial, the single act of approving or
participating in a critical step may be substantial.

Other Involvement.  Generally, you will not become a procurement
official solely by participating in the following activities:

• Federal advisory committees that are established and function in
accordance with the Federal Advisory Committee Act, unless the
Federal advisory committee is established or used for the purpose of
performing one of the functions listed in this definition and the
individual member's participation in that function is personal and
substantial;

• Agency level boards, panels, or other advisory committees that review
program milestones or evaluate and make recommendations regarding
alternative technologies or approaches for satisfying broad agency level
missions or objectives;

• The performance of general, technical, engineering, or scientific effort
having broad application not directly associated with a particular
procurement, notwithstanding that such general, technical, engineering,
or scientific effort subsequently may be incorporated into a particular
procurement;

• Clerical functions supporting the conduct of a particular procurement;
and

•  For procurements conducted under the procedures of OMB Circular
A-76, participation in management studies, preparation of in-house cost
estimates, preparation of "most efficient organization" analyses, and
furnishing of data or technical support to be used by others in the
development of performance standards, statements of work, or
specifications.

(continued on next page)
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4.3.1  Key Definitions (continued)

A competing contractor with respect to any procurement is any entity (such
as an individual, partnership, corporation, educational institution, nonprofit
or not for profit organization, or business unit) legally capable of entering
into a contract or subcontract in its own name, or is reasonably likely to
become, a competitor for or recipient of a contract or subcontract under that
procurement.  This term includes any other person acting on behalf of such
an entity.  It also includes the incumbent contractor in the case of a contract
modification.

An entity shall not be considered a competing contractor whenever, by
action of the Government or the entity, it is clear that the entity will not, or
will no longer, participate in a particular procurement.

A representative, agent, or consultant of a competing contractor is any
entity, other than an officer or employee of a competing contractor, acting
on behalf of, or providing advice to, a competing contractor with regard to a
particular Government procurement.

Each contract award and each contract modification constitutes a separate
procurement action (i.e., a separate procurement period).

Most Procurements.  Except for broad agency announcements, small
business innovative research programs, and unsolicited proposals, the
procurement period begins on the earliest date upon which an identifiable,
specific action is taken for the particular procurement and concludes upon
the award or modification of a contract or the cancellation of the
procurement.  However, in no event shall the conduct of the procurement be
deemed to have begun prior to the decision by an authorized agency official
to satisfy a specific agency need or requirement by procurement.

Broad Agency Announcements and Small Business Innovative
Research Programs.  For broad agency announcements and small
business innovative research programs, each proposal received by an
agency shall constitute a separate procurement.  The conduct of each
procurement begins on the date a Commerce Business Daily announcement
is made regarding the availability of the broad agency announcement or the
date a solicitation was released for the small business innovative research
program.  The conduct of the procurement ends upon the award of a
contract or contract modification incident to each proposal or the written
rejection of each specific proposal.

(Topic continued on next page)
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4.3.1  Key Definitions (continued)

Unsolicited Proposal.  Each unsolicited proposal shall be considered a
separate procurement.  For unsolicited proposals, the conduct of the
procurement begins upon publication date of a general statement of agency
needs, or (if your agency does not publicize a general statement of needs)
upon the provision of advance guidance related to agency needs, or the
receipt of the unsolicited proposal, whichever is earlier.  The conduct of the
procurement shall end upon the award of a contract or contract modification
or the rejection of the proposal.

A "gratuity or other thing of value" is any gift, favor, entertainment, or
other item having monetary value.  The phrase includes services, conference
fees, vendor promotional training, transportation, lodging and meals, as
well as discounts not available to the general public, and loans extended by
anyone other than a bank or financial institution.

It does not include:

• Anything for which market value (e.g., retail cost, or in the case of
items such as tickets, face value) is paid by you, or on your behalf, by
someone other than a competing contractor, or a representative, agent,
or consultant of the competing contractor;

• Anything which is paid for by the Government, secured under
Government contract, or accepted by the Government under specific
statutory authority;

• Plaques or certificates having no intrinsic value; or

•  Any unsolicited item, other than money, having a market value of $10
or less per event or presentation.

• Training provided by a vendor when the vendor's products are
furnished under contract to the Government and the training is to
facilitate the use of those products.

(continued on next page)
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4.3.1  Key Definitions (continued)

Proprietary information is information contained in a bid or proposal or
otherwise submitted to the Government by a competing contractor in
response to the conduct of a particular procurement, or in an unsolicited
proposal, that has been marked by the competing contractor as proprietary
information in accordance with applicable law and regulation.

Information shall be considered proprietary information, when:

• An attached transmittal document, such as a cover page or the label of a
magnetic media storage container, is clearly marked with a restrictive
legend; and

• The specific portions of the information whose disclosure the competing
contractor desires to restrict are clearly and separately marked.

Proprietary information does not include information:

• That is otherwise available without restrictions to the Government, to
another competing contractor, or the public;

• Contained in bid documents following bid opening, unless the bid
includes descriptive literature and the bidder imposes a restriction that
prevents public disclosure; or

• That the contracting officer determines to release in accordance with
FAR 3.104-5(d).

Source selection information is information (including information stored in
electronic, magnetic, audio or video formats) which is prepared or
developed for use by the Government to conduct a particular procurement
and:

• The disclosure of which to a competing contractor would jeopardize the
integrity or successful completion of the procurement concerned; and

• Is required by statute, regulation, or order to be secured in a source
selection file or other facility to prevent disclosure.

(Topic continued on next page)
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4.3.1  Key Definitions (continued)

Source selection information includes, but is not limited to:

• Bid prices submitted in response to a Government solicitation for sealed
bids, or lists of those bid prices prior to public bid opening;

• Proposed costs or prices submitted in response to a Government
solicitation (for other than sealed bids), or lists of those proposed costs
or prices;

• Source selection plans;

• Technical evaluation plans;

• Technical evaluations of proposals;

• Cost or price evaluations of proposals;

• Competitive range determinations which identify proposals that have a
reasonable chance of being selected for award of a contract;

• Rankings of bids, proposals, or competitors;

• The reports and evaluations of source selection panels or boards or
advisory councils; or

• Information marked as “SOURCE SELECTION INFORMATION—
SEE FAR 3.104” based upon a case-by-case determination by the Head
of the Agency, his designee, or the contracting officer.

A possible violation is a specifically identified or documented circumstance
that provides a reasonable basis to believe that a violation of procurement
integrity requirements may have occurred.  Rumor and hearsay are not, by
themselves, a reasonable basis to conclude that a possible violation exists.

Source Selection
Information
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4.3.2  Restrictions and Prohibited Conduct

As a participant in the acquisition process, your ethics and integrity must be
above reproach.  To provide a guideline, the Act delineates restrictions and
prohibitions that must be adhered to by all participants.

Prohibited Conduct by Competing Contractors.  During the
conduct of any procurement, for which you are a procurement official,
competing contractors and officers, employees, representatives, agents, and
consultants of any competing contractor are prohibited from knowingly:

• Making, directly or indirectly, any offer or promise of future
employment or business opportunity to, or engaging, directly or
indirectly, in any discussion of future employment or business
opportunity with you, unless your recusal has been approved following
the procedures in FAR 3.104-6(b);

•  Offering, giving, or promising to offer or give to you, directly or
indirectly, any money, gratuity, or other thing of value; or

• Soliciting or obtaining, directly or indirectly, from you, prior to the
award of a contract any proprietary or source selection information
regarding such procurement.

Prohibited Conduct by Procurement Officials.  As a procurement
official for a particular procurement, you shall not knowingly:

•   Solicit or accept, directly or indirectly, any promise of future
employment or business opportunity from, or engage, directly or
indirectly, in any discussion of future employment or business
opportunity with, any officer, employee, representative, agent, or
consultant of a competing contractor, except as provided in 3.104-6(a);

• Ask for, demand, exact, solicit, seek, accept, receive, or agree to
receive, directly or indirectly, any money, gratuity, or other thing of
value from any officer, employee, representative, agent, or consultant of
any competing contractor for such procurement; or

• Disclose any proprietary or source selection information regarding such
procurement directly or indirectly to any person other than a person
authorized by the head of your agency or the contracting officer to
receive such information.

Introduction
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4.3.2  Restrictions and Prohibited Conduct (continued)

Prohibited Disclosure to Unauthorized Persons.  If you are given
access (authorized or unauthorized) to proprietary source selection
information during the conduct of any procurement of property or services
by your agency, you shall not knowingly disclose such information,
directly or indirectly, to any person other than a person authorized by the
head of your agency or the contracting officer to receive such information.

Post-Employment Restrictions.  If while serving as an officer or
employee of the Government or member of the Armed Forces, you were a
procurement official with respect to a particular procurement, you may not
knowingly:

• Participate in any manner, as an officer, employee, agent, or
representative of a competing contractor, in any negotiations leading to
the award, modification, or extension of a contract for such
procurement; or

• Participate personally and substantially on behalf of the competing
contractor in the performance of such contract.

These post-employment restrictions apply during the period ending 2 years
after the last date that you participated personally and substantially in the
conduct of such procurement or personally reviewed and approved the
award, modification, or extension of any contract for such procurement.

These post-employment restrictions do not apply to employment by a
competing subcontractor unless:

• The subcontractor is a first or second tier subcontractor and the
subcontract is for an amount that is in excess of $100,000; or

• The subcontractor significantly assisted the prime contractor with
respect to negotiation of the prime contract; or

• You personally directed or recommended the particular subcontractor to
the prime contractor as a source for the subcontract; or

• You personally reviewed and approved the award, modification, or
extension of the subcontract.

(continued on next page)
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4.3.2  Restrictions and Prohibited Conduct (continued)

Except as specifically provided below, you may not disclose proprietary or
source selection information to any person not authorized by the Agency
Head to receive such information.  If you do not know if information is
proprietary or source selection information, or you do not know if you may
disclose or receive such information, make the inquiries prescribed at FAR
3.104-8(d).

Proprietary Information.  Protect proprietary and source selection
information from unauthorized disclosure in accordance with FAR,
applicable law, and agency regulations.  Consider information contained in
a bid or proposal that bears a restrictive legend (indicating proprietary data)
to be proprietary information.  However, information contained in a bid or
proposal that does not bear that legend shall remain subject to the
restrictions on disclosure contained in FAR or as otherwise required
by law.

Source Selection Information.  In determining whether particular
information is source selection information, the originator shall assure that
the information meets the criteria in FAR 3.104-4(k)(1) and consult with
agency officials as appropriate.  If you are responsible for preparing
material that may include information designated as source selection
information, mark the cover page and each page that contains source
selection information with the legend “SOURCE SELECTION
INFORMATION—SEE FAR 3.104.”  Although the items identified above
in the definition of source selection information are considered to be source
selection information whether or not marked, make all reasonable efforts  to
mark such material with this legend.

Authorization to Receive Proprietary or Source Selection
Information.  The Agency Head (or designee) or the contracting officer,
has the authority, in accordance with applicable agency regulations or
procedures, to authorize persons, or classes of persons, to receive
proprietary or source selection information when necessary to conduct the
procurement.  For contracts and contract modifications in excess of
$100,000:

• The Agency Head (or designee), shall establish procedures to assure
that the names of all persons, identification of the classes of persons
and, to the maximum extent practicable, the names of all individuals
within a class of persons, authorized access to proprietary or source
selection information at the contracting activity are listed in the contract
file.

(Topic continued on next page)
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4.3.2  Restrictions and Prohibited Conduct (continued)

If proprietary or source selection information is authorized to be released
to Government activities outside the contracting activity responsible for
the conduct of the procurement, the head of the office receiving the
information, or his or her designee, shall maintain a list of persons, a
list of classes of persons and, to the maximum extent practicable, the
names of all individuals within classes of persons, who have been
authorized access to the proprietary or source selection information.
The list shall be forwarded to the contracting office responsible for the
conduct of the procurement to be included in the contract file.

• If proprietary or source selection material is released to other than
Government employees, the names of those individuals shall also be
listed in the contract file.

• The lists delineated above shall be forwarded to the contracting officer
for inclusion in the contract file within the time specified by the
contracting officer.

Questioning Proprietary Data.  Except as provided below, if the
contracting officer believes that information marked as proprietary is not
proprietary, the competing contractor that has affixed the marking shall be
notified in writing and given an opportunity to justify the proprietary
marking.  If the competing contractor agrees that the material is not
proprietary information, or does not respond within the time specified in the
notice, the contracting officer may remove the proprietary marking and the
information may be released.

After reviewing any justification submitted by the competing contractor, if
the contracting officer determines that the proprietary marking is not
justified, the contracting officer shall so notify the competing contractor in
writing.

(Topic continued on next page)
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4.3.2  Restrictions and Prohibited Conduct (continued)

Release of Proprietary Data.  Information marked by the competing
contractor as proprietary shall not be released until:

• The review of the contractor's justification has been completed; or

• The period specified for the contractor's response has elapsed,
whichever is earlier.

Thereafter, the contracting officer may release the information.

For technical data that are marked proprietary by a competing contractor, the
contracting officer shall generally follow the procedures in FAR 27.404(h).

Procurement integrity guidelines do not prohibit competing contractors from
disclosing or authorizing the Government to disclose their company-specific
proprietary information to any other person or entity where not otherwise
prohibited by law.

Proprietary markings do not limit the Government's use of technical data to
which the Government has rights.

Prior Disclosure.  Source selection or proprietary information that is
properly in the possession of a competing contractor as a result of a prior
disclosure that was not prohibited shall not be considered to have been
solicited or obtained, directly or indirectly, in violation of the Act.

Government Requests for Information.  Nothing in the procurement
integrity guidelines  shall be construed to authorize the withholding of any
information pursuant to a proper request from the Congress, any committee
or subcommittee thereof, a Federal agency, any board of contract appeals of
a Federal agency, the Comptroller General, or an Agency Inspector
General, except as otherwise authorized by law or regulation.  Any such
release which contains proprietary or source selection information shall
clearly notify the recipient that the information or portions thereof are
proprietary or source selection information related to the conduct of a
Federal agency procurement whose disclosure is restricted by the Act.

(continued on next page)
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4.3.2  Restrictions and Prohibited Conduct (continued)

Applicability to Procurement Officials.  During the conduct of an
Agency procurement, you, as a procurement official, are prohibited from
knowingly, directly or indirectly, soliciting or accepting from or discussing
with any officer, employee, representative, agent, or consultant of a
competing contractor, future employment or business opportunity.  This
requirement also applies to you if you are acting as a procurement official
for a procuring agency even though you are, or are employed by, a
contractor, subcontractor, consultant, expert, or advisor (other than an
employee of a competing contractor).  The prohibition does not apply to
you:

• After the contract has been awarded, the procurement canceled, or the
contract modification has been executed;

• After you leave Government service;

• If you are, or are employed by, a contractor, subcontractor, consultant,
expert, or advisor, after you cease to act on behalf of, or provide advice
to, the procuring agency concerning the procurement;

• If you have received written authorization for recusal from further
participation in a procurement, and have in fact discontinued
participation in the procurement.

• If your only communication with a competing contractor is for the
purpose of:

– Rejecting an unsolicited offer of employment or business
opportunity; or

– Advising the competing contractor that you must seek recusal in
accordance with the act prior to any discussions regarding an
unsolicited offer.  If you wish to conduct such discussions with the
competing contractor, you shall promptly submit a recusal proposal.

(Topic continued on next page)
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4.3.2  Restrictions and Prohibited Conduct (continued)

Applicability to Competing Contractors.  During the conduct of a
Federal agency procurement, competing contractors are prohibited from
knowingly, directly or indirectly, offering or promising to, or discussing,
with you any future business or employment opportunity.  The prohibition
does not apply to:

• An initial contact for the sole purpose of determining whether you, or
another entity, are able to engage in discussions concerning future
employment or business opportunity either because you have been
recused or are not a procurement official.

• A contact or discussion with you, or another entity, may engage in such
contact or discussion.

Eligibility for Recusal.  As a procurement official, you may be eligible
for recusal if you have not participated personally and substantially in:

• The evaluation of bids or proposals, the selection of sources, or the
conduct of negotiations in connection with  solicitation or contract
during the period beginning with the issuance of a procurement
solicitation and ending with the award of a contract or cancellation of a
procurement; or

• The evaluation of a proposed modification, or the conduct of
negotiations during the period beginning with the negotiation of a
modification of a contract and ending with an agreement to modify the
contract or a decision not to modify the contract.

(Topic continued on next page)
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4.3.2  Restrictions and Prohibited Conduct (continued)

Recusal Proposal.  If you are an eligible procurement official and wish
to discuss future employment or business opportunities with a competing
contractor during the conduct of a procurement, you must submit to the
Head of the Contracting Activity (HCA) (or designee), prior to initiating or
engaging in such discussions, a written proposal of disqualification from
further participation in the procurement which relates to that competing
contractor.  Concurrent copies of the written proposal shall be submitted to
the contracting officer, the Source Selection Authority if the contracting
officer is not the Source Selection Authority, and the procurement official's
immediate supervisor.  As a minimum, the proposal shall:

• Identify the procurement involved;

• Describe the nature of your participation in the procurement and specify
the approximate dates or time period of participation; and

• Identify the competing contractor and describe its interest in the
procurement.

Suspension from Participation in a Procurement.  The contracting
officer, or the Source Selection Authority if the contracting officer is not the
Source Selection Authority, may suspend your participation in the
procurement pending evaluation of the recusal proposal.  Notwithstanding
submission of a recusal proposal or suspension from participation in a
procurement, you shall not solicit or engage in discussions of employment
or business opportunity until authorized in writing by the HCA (or
designee).

(Topic continued on next page)

Restrictions on
Employment or
Business
Opportunity
Discussions
(continued)



Ethics Issues Concerning FIP Resources

Acquisition of FIP Resources 4–29

4.3.2  Restrictions and Prohibited Conduct (continued)

Evaluation of Recusal Proposal.   If the HCA (or designee)
determines that your further participation is not essential to the activity's
conduct of the procurement and that recusal will not jeopardize the integrity
of the procurement process, the HCA may, after consulting with the agency
ethics official, grant written approval of the recusal proposal.  In evaluating
the recusal proposal, the HCA (or designee) may consider any relevant
factors, including:

• The importance of your role to the completion of the procurement action;

• Your prior participation in key procurement decisions and actions;

• The timing of the proposal in relation to significant procurement
milestones; and

• Potential disruption to the procurement schedule as a result of your
recusal.

The HCA (or designee) may request that any person, including you, the
Source Selection Authority, the contracting officer, or your immediate
supervisor, provide any additional information necessary to evaluate the
recusal proposal.

Any rejection of the recusal proposal must be in writing and shall state the
basis for rejection.  A determination by the HCA (or designee) to reject a
recusal proposal shall be final.  Rejection of your recusal proposal shall not
be deemed to be an adverse personnel action or be subject to agency or
negotiated grievance procedures.

Duration of Recusal.  If your recusal proposal is approved, you shall be
disqualified:

• As a minimum, for any period during which future employment or
business opportunities with the competing contractor have not been
rejected by either you or the competing contractor; or

• For the period that you and the competing contractor have an
employment or business relationship or an arrangement concerning
future employment or business relationships.

(continued on next page)
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4.3.2  Restrictions and Prohibited Conduct (continued)

Reinstatement to Participation in a Procurement.  Subsequent to a
period of disqualification, if an agency wishes to reinstate you to
participation in the procurement, the HCA (or designee) may authorize
immediate reinstatement or he/she may authorize reinstatement following
whatever additional period of disqualification is deemed necessary to ensure
the integrity of the procurement process.  It is within the discretion of the
HCA (or designee) to determine that you shall not be reinstated to
participation in the procurement.  In determining that any additional period
of disqualification is necessary, the HCA (or designee) shall consider any
factors that might give rise to an appearance that you acted without complete
impartiality with respect to issues involved in the procurement.

Certification.  If you are a procurement official and leave the Government
during the conduct of a procurement expected to result in a contract or
modification in excess of $100,000, you must certify to the contracting
officer that you understand your continuing obligation, during the conduct
of the procurement, not to disclose propriety or source selection information
related to the procurement. This certification requirement applies even if you
are, or are employed by, a contractor, subcontractor, consultant, expert, or
advisor (other than the competing contractor) when you, during the conduct
of the procurement, cease to function as a procurement official for the
procurement.

Negotiation Participation.  As a former Government officer or
employee, who was a procurement official with respect to a particular
procurement, you are restricted from knowingly participating in any manner
in negotiations as an officer, employee, representative, agent, or consultant
of a competing contractor leading to the award or modification of the
contract for such procurement.  This restriction not only includes
representing the competing contractor in negotiations with the contracting
activity, but also includes providing advice or information for the specific
purpose of influencing negotiation strategies.  For purposes of this
restriction, the term “negotiation strategies” means the contractor’s approach
to the preparation and presentation of its offer or the conduct of negotiations
with the Government.  This restriction does not apply to providing
scientific, technical, or other advice that is unrelated to negotiation
strategies.  This restriction lasts for 2 years from the date of your last
personal and substantial participation in the particular procurement.

(Topic continued on next page)
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4.3.2  Restrictions and Prohibited Conduct (continued)

Performance Participation.  As a current or former Government officer
or employee, who was a procurement official with respect to a particular
procurement, you will be restricted from knowingly participating personally
and substantially on behalf of the competing contractor in performance of
the contract.  To participate personally and substantially requires the
presence of both direct and significant involvement in the performance of
the specific contract.  The performance of general engineering, scientific or
technical work, or providing general budgetary or policy advice, shall not
be considered personal and substantial participation on behalf of a
competing contractor in the performance of the contract for which you were
a procurement official.  Where participation is on behalf of a competing
contractor who is a subcontractor, the significance of that participation will
be determined in relation to the prime contract.  This restriction lasts for 2
years from the date of the last personal and substantial participation in the
Federal agency procurement.

The restrictions (in the two paragraphs immediately above) against your
participation (as a former procurement official) with the contractor do not
apply to:

• If you were employed as, a contractor, subcontractor, consultant,
expert, or advisor and you were not a Government officer or employee
as defined in  FAR 3.104-4(d).

• Your participation in the negotiation or performance of any other
contract of the competing contractor.

• You are performing general scientific and technical work on an
independent research and development project, unless such work
involves the negotiation or performance of a specific contract that you
worked on as a Government employee.

• Your participation with respect to a subcontractor who is a competing
contractor unless:

– The subcontractor is a first or second tier subcontractor and the
subcontract is for an amount that is in excess of $100,000; or

– The subcontractor significantly assisted the prime contractor with
respect to negotiation of the prime contract; or

(Topic continued on next page)
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– You personally directed or recommended the particular
subcontractor as a source for the subcontract; or

– You personally reviewed and approved the award or modification of
the subcontract.  A contracting officer's consent, in accordance with
FAR Part 44, to the placement of a subcontract or, with respect to
architect-engineer contracts, the substitution of a subcontractor,
associate, or consultant, does not constitute approval of the
subcontract, subcontractor, associate, or consultant.  Similarly,
approval of a contractor's purchasing system does not constitute
approval of a particular subcontract or subcontractor.

• You have been granted a waiver by the President.  Presidential waivers
may be granted only to a civilian officer or employee of the Executive
branch other than an officer and employee in the Executive Office of the
President who, after his or her Federal Government employment is
terminated, is or will be engaged in activities at a Government-owned,
contractor-operated entity at which he or she served as an officer or
employee immediately before his or her Federal Government
employment began.

• Your only personal and substantial participation in the procurement
occurred during the period December 1, 1989, through May 31, 1991.

Neither you, acting as a procurement official, nor a competing contractor
violates the procurement integrity guidelines unless the prohibited conduct is
engaged in knowingly.  Conduct is not "knowing" when:

• A competing contractor engages in specific conduct after having
satisfied the duty to inquire or when the competing contractor engages in
conduct based upon good faith reliance on an agency ethics advisory
opinion issued to a current or former procurement official.

• You, as a procurement official, engage in specific conduct after having
satisfied your duty to inquire or have acted in good faith reliance on an
ethics advisory opinion.

(continued on next page)
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4.3.2  Restrictions and Prohibited Conduct (continued)

For some procurements, neither competing contractors nor all procurement
officials will have knowledge as to when the conduct of a particular
procurement has begun.  However, certain conduct and activities prohibited
by the Act would be inappropriate at any time.  There are prohibitions on the
receipt of gratuities from agency contractors that apply without regard to
whether you are involved in the conduct of a particular procurement.
Similarly, potential contractors should not solicit, and you should not offer,
proprietary or source selection information at any time.  However, potential
contractors may offer, and you may solicit, employment except as
prohibited by law.

You are presumed to know the procurements for which you are a
procurement official.  Contractor personnel are presumed to know the
procurements for which the organization they represent is reasonably likely
to be competing.  Individuals who do not know whether they are
procurement officials, or whether the organization they represent is or is
reasonably likely to become a competing contractor, should defer any
discussions regarding employment until these questions are resolved by
consulting appropriate parties within their respective organizations.  If you
cannot ascertain, after discussions with the contracting officer or the Source
Selection Authority (if the contracting officer is not the Source Selection
Authority), whether you are a procurement official, you may request an
ethics advisory opinion from your Agency Ethics Official.

Competing Contractor.  If a contractor wishes to discuss employment
opportunities with you and your duties and functions may make you a
procurement official, the contractor should ask if you are a procurement
official for a procurement for which the contractor is a competing contractor
or is likely to become a competing contractor before conducting any
discussion related to employment. A competing contractor shall not be
considered to have knowingly violated integrity prohibitions if the
contractor has made an inquiry of you in good faith and has been advised
that you are not a procurement official for any procurement for which the
contractor is or is reasonably likely to become a competing contractor, or is
advised that you have been recused from participation in the procurement.

(Topic continued on next page)
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Procurement Official.  You, as a procurement official, may not solicit
or engage in employment or business opportunity discussions with a
competing contractor or a contractor who is reasonably likely to become a
competing contractor unless you have been recused from participation in the
procurement.

If you wish to solicit employment from, or discuss employment with, a
contractor and you do not know if the contractor is or is reasonably likely to
become a competing contractor you should ask the contractor.  You:

• May rely on the contractor's representation that it is not or is not likely
to become a competing contractor, and enter into employment or
business opportunity discussions with that contractor; or

• Shall not, if the contractor represents that it is or is reasonably likely to
become a competing contractor, enter into employment or business
opportunity discussions with that contractor.  If you are an eligible
procurement official and desire to pursue discussions with that
contractor, you must first seek and obtain written authorization for
recusal before entering into further discussions with that contractor.

You shall not be considered to have knowingly violated the prohibitions of
the Act if:

• You have made inquiry in good faith of the potential contractor, and
have been advised that the contractor is not or will not be a competing
contractor on a procurement under your responsibility; or

• You have been recused from participation in the procurement.

(continued on next page)
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Competing Contractor.  A competing contractor shall not be considered
to have knowingly violated the prohibitions against soliciting or obtaining
proprietary source selection information if, before the proprietary or source
selection information was solicited or obtained, the contractor:

• Had made an inquiry in good faith of the contracting officer, or if a
contracting officer has not been appointed, the Agency Head (or
designee), regarding whether information was proprietary or source
selection information; and

• Had been advised by such official that the information was not
proprietary or source selection information.

Procurement Official.  You, as a procurement official, shall not be
considered to have knowingly violated the prohibitions against disclosing
proprietary or source selection information if, prior to disclosing
information, you had made an inquiry in good faith of the contracting
officer, or if a contracting officer has not been appointed, the Agency Head
(or designee) and had been advised that:

• The information was not proprietary or source selection information; or

• The information is proprietary or source selection information and the
individual to whom you wish to disclose the information has been
authorized access to such information by the Agency Head or the
contracting officer.

Any Person.  No person who is given authorized or unauthorized access
to proprietary or source selection information shall be considered to have
knowingly disclosed such information to an unauthorized person if, before
disclosing such information, the person:

• Had made an inquiry in good faith of the contracting officer, or if a
contracting officer has not been appointed, the Agency Head (or
designee) as to whether or not the individual to whom he seeks to
disclose the proprietary or source selection information has been
authorized access to such information by the Agency Head or the
contracting officer; and

• Had been advised by such official that such individual has been so
authorized.

(continued on next page)
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4.3.2  Restrictions and Prohibited Conduct (continued)

As an employee or former employee of an agency who is or was a
procurement official, you may request an ethics advisory opinion from the
Agency Ethics Official as to whether specific conduct which has not yet
occurred would violate the Act.  If you cannot determine, after discussions
with the contracting officer, whether you are or were a procurement official,
you may request an ethics advisory opinion for the purpose of determining
your status.  However, you may not obtain an ethics advisory opinion for
the purpose of establishing whether:

• Prior to bid opening or receipt of proposals, a particular contractor is a
competing contractor (Questions regarding a contractor's status as a
competing contractor shall be resolved with the contractor.);

• Items of information constitute proprietary or source selection
information (Questions regarding proprietary and source selection
information must be referred to the contracting officer or, if a
contracting officer has not been appointed, the Agency Head (or
designee).); or

• Proprietary or source selection information may be disclosed.

Request for Advisory Opinion.  Any request for an advisory opinion
shall be submitted in writing, shall be dated and signed, and shall include all
information reasonably available to you that is relevant to the inquiry.  As a
minimum, the request shall include:

• Information about the procurement in which you were or are involved,
including contract or solicitation numbers, dates of solicitation or award,
and a description of the goods or services procured or to be procured;

• Information about your participation in the procurement, including the
dates or time periods of that participation, and the nature of your duties
or responsibilities;

• Information about the competing contractor who would be a party to the
proposed conduct, and the nature of the competing contractor's interest
in the procurement;

(Topic continued on next page)
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• A description of the possible gratuity or other thing of value if the
request concerns a violation of the prohibition against acceptance.  If
you request an advisory opinion, you are responsible for furnishing an
appraisal or good faith estimate of market value where the value of an
item is in question;

• Specific information about the particular duties to be performed on
behalf of the competing contractor if the request concerns conduct that
might violate the prohibitions against participating with a competing
contractor/subcontractor on a contract for which you were a
procurement official.  Where the issue concerns whether employment
with a subcontractor is permissible, the request shall include information
about the subcontract level and dollar amount, the subcontractor's role
in assisting the prime contractor in negotiating the prime contract, and
your role in directing or recommending the subcontractor to the prime
contractor as a source for the subcontract or reviewing and approving
the award or modification of the subcontract.

Opinion on Proposed Conduct.  Within 30 days after the date a
request containing complete information is received, or as soon thereafter as
practicable, the Agency Ethics Official shall issue an opinion as to whether
proposed conduct is proper or would violate the Act.

• Where complete information is not included in the request, the Agency
Ethics Official may ask you to provide any information reasonably
available to you, and the 30-day period will run from the date that
additional information is received.  The ethics official may also request
additional information from other persons, including the Source
Selection Authority, the contracting officer, or your immediate
supervisor.

• Where the opinion cannot be issued within 30 days, the reason for the
delay will be documented in the file.  Acceptable reasons for delay
include, but are not limited to, the necessity for the agency ethics official
to independently develop information not reasonably available to you, or
to verify questionable information that you furnished.

• In issuing an opinion, the agency ethics official may rely upon the
accuracy of information furnished by the requester or other agency
sources, unless the official has reason to believe that the information is
fraudulent, misleading, or otherwise incorrect.

 (Topic continued on next page)
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File Documentation.  A copy of each request and ethics advisory
opinion shall be retained for a period of 6 years.  Agencies shall not provide
copies of the advisory opinions to any person other than the requester,
except with the express authorization of the requester or where release is
otherwise permitted by law.

Reliance on the Opinion.  Where you engage in conduct in good faith
reliance upon an ethics advisory opinion, or a competing contractor engages
in conduct based upon good faith reliance on the ethics advisory opinion,
neither you nor the competing contractor shall be found to have knowingly
violated the restriction at issue.  However, where you or the competing
contractor has actual knowledge or reason to believe that the opinion is
based upon fraudulent, misleading, or otherwise incorrect information
provided by the requester, reliance upon the opinion will not be deemed to
be in good faith.

The Act requires certifications, prior to the award of a Federal agency
contract or contract modification in excess of $100,000, by the officer or
employee of the contractor responsible for the offer or bid for that particular
contract or contract modification for property or services, and by the
contracting officer for that procurement.

Competing Contractor Certification.  Except as provided in FAR
3.104-9(f), contracting officers shall require the competing contractor to:

• Certify in writing that, to the best of his/her knowledge and belief, such
officer or employee of the competing contractor has no information
concerning a violation or possible violation of the Act as implemented in
the FAR;

• Disclose any and all such information, and certify in writing that any
and all such information has been disclosed; and

 (Topic continued on next page)
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• Certify in writing, to the best of his/her knowledge and belief, each
officer, employee, agent, representative, and consultant of such
competing contractor who has participated personally and substantially
in the preparation or submission of such bid or offer, or in a
modification of a contract, as the case may be, has certified in writing to
such competing contractor that he/she:

 – Is familiar with, and will comply with, the requirements of the Act
as implemented in the FAR; and

 – Will report immediately to the officer or employee of the competing
contractor responsible for the offer or bid for any contract or the
modification of a contract, as the case may be, any information
concerning a violation or possible violation of the Act, as
implemented in the FAR.

Subcontractors are not required to submit the certificate required by the Act.
However, nothing in the Act or FAR precludes a competing contractor from
requesting certifications from its subcontractors.

Specific certificate submission requirements are contained in FAR 3.104-
9(b)(3).

Contracting Officer Certifications.  A Federal agency may not award
a contract for the procurement of property or services, or agree to a
modification of any contract, if the contract or contract modification exceeds
$100,000, unless the contracting officer responsible for such procurement:

• Certifies in writing to the head of such agency that, to the best of his/her
knowledge and belief, the contracting officer has no information
concerning a violation or possible violation of the Act, as implemented
in the FAR, pertaining to such procurement; or

• Discloses to the Agency Head any and all such information and certifies
in writing that any and all such information has been disclosed.

Additional Certifications.  Additional certifications may be required in
accordance with FAR 3.104-9(c).

 (Topic continued on next page)
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Record Keeping Requirements.  The contracting officer shall assure
that all the files for contracts in excess of $100,000 contain the documents
required by the above guidance.  Other related records (e.g., ethics advisory
opinions) shall be retained as required in FAR 3.104-9(e)(2) and (3).

Exceptions to Certification Requirements.  Certification
requirements do not apply:

• To contracts with a foreign government or an international organization
that are not required to be awarded using competitive procedures; or

• When the Agency Head determines in writing that the certification
requirement should be waived.  The Agency Head shall promptly notify
Congress in writing of each waiver approved.  Situations where a
waiver may be appropriate include situations:

   – Where prices are set by law or regulation;

 – Where terms and conditions of a contract are specified by an
agreement with a foreign government or governments;

 – Where supplies or services are provided by foreign nationals to
United States facilities overseas for use outside the United States;

 – Where a foreign government specifies a particular U.S. contractor to
satisfy its requirements.

(continued on next page)
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If the contracting officer makes or receives a disclosure or otherwise
receives or obtains information of a violation or possible violation of the
Act, the contracting officer shall determine whether the reported violation or
possible violation has any impact on the pending award or selection of the
source therefore.

• If the contracting officer concludes that there is no impact on the
procurement, the contracting officer shall forward the information
concerning the violation or possible violation, accompanied by
appropriate documentation supporting that conclusion, to an individual
designated in accordance with agency procedures.

 – With the concurrence of that individual, the contracting officer shall,
without further approval, proceed with the procurement.  The
individual concurring with that conclusion shall forward all
information relating to the violation or possible violation to the HCA
(or designee), to satisfy the disclosure requirements of the Act.

 – If the individual reviewing the contracting officer's conclusion does
not agree with that conclusion, he or she shall advise the contracting
officer to withhold award and shall promptly forward the
information and documentation to the HCA (or designee).

• If the contracting officer determines that the violation or possible
violation impacts the procurement, the contracting officer shall promptly
forward the information to the HCA or his or her designee.  Procedures
for HCA review and response are delineated in FAR 3.104-9.

Processing
Violations or
Possible
Violations

 FAR 3.104-11

 FAR 3.104-9
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SUMMARY

In this chapter, you learned about the ethics
issues concerning FIP resources acquisition.
In the next chapter, you will learn about the
system life cycle.
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CHAPTER 5

THE SYSTEM LIFE CYCLE

Chapter Vignette

“Another thing that concerns me, “said Mark, “is how
long will a FIP resource last.  I mean, even if we buy the
latest and greatest, how long will it last?”

“Well,” said Marcia, “I think your concern here has to
do with more than just obsolescence.  You are right, even
if we acquire the latest technology, we must consider the
useful life of the acquisition.  What you are talking about
now is the system life cycle.  The life cycle for a FIP
resource is similar, in some ways, to the life cycle for any
system, starting with the original requirement and pro-
ceeding through phase out and disposal.  However, there
are some important differences between FIP resources
and other system life cycles.  Let’s take a look.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Summarize the concept of systems life cycle and any
unique differences in the area of FIP resources
acquisition.

Individual:

5. 1 Define the concept of a “system life cycle” in
relation to the acquisition life cycle

5. 2 Identify the various steps in the system life cycle
and explain some of the activities that occur
within each phase of the life cycle.

5. 3 Illustrate the difference between a major
automated information system life cycle and
other life cycles (such as a weapon system).
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Chapter Overview

This chapter discusses the concept of the system life cycle.  In the
acquisition of a FIP resource you must understand that the acquisition and
the associated “up front” costs are only a part of the system life cycle,
which includes certain phases, activities and decisions.  For example, a
FIP resource may have eight to ten years of useful life, during which there
may be many additional costs for operations, maintenance, upgrades and
finally, for removing the resource from service and scrapping it.

You can see that if you considered only the initial acquisition cost, you
would be underestimating the total cost to the Government.  For this
reason, you should always consider system life cycle costs in acquisition
of FIP resources.

Some non-durable commodities, such as office supplies, have only a very
short life cycle.  They are simply purchased, used up and then disposed of
with little effort.  There are no long term costs, such as upgrades, training,
maintenance or special disposal costs to consider.

On the other hand, the Government buys some durable commodities, such
as ships and aircraft, which may have very long system life cycles (more
than 30 years) and where the system life costs such as training,
maintenance, upgrades and disposal are critical because they are such a
large part of the total system life cycle cost of the commodity.

As a general rule, you can expect that the system life cycle for a FIP
resource will be only about eight years.  After that time, the FIP item will
be outdated or obsolete, although it may continue in useful service.
During the life cycle, the FIP resource (such as a computer) may receive
several upgrades, require training of personnel, require maintenance and
eventually require considerable disposal costs associated with scrapping.

All of these associated costs are part of the total system life cycle cost of
the FIP acquisition, above and beyond the actual acquisition or “up front”
cost, and you must consider these total costs in the acquisition planning.

(continued on next page)
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Chapter Overview (continued)

The major topics covered in this chapter are:Topics Covered in
this Chapter

SECTION TITLE PAGE

5. 1 Concept of the System Life Cycle 5-5

5. 2 Phases and Activities in the System Life Cycle 5-11

5. 3 Difference between Major Automated Information
System Life Cycle and Other Life Cycles (Major
Weapon Systems)

5-19

In order to understand the concept of the system life cycle, you should
have access to the following references:

•  FIRMR Part 201-4.001 and 201-20.103-2; and

•  DoD 8000 Series directives (for DoD FIP resource acquisitions).

References
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5. 1  Concept of the System Life Cycle

In order to fully understand the objectives in this chapter, you must
understand the three following concepts:

• System Life;

• Lowest Overall Cost; and

• Most Advantageous Alternative.

First, you must understand the concept of the system life, as that concept
applies to the acquisition of FIP resources.  Too often, when procuring FIP
resources or other expensive commodities, it is easy to focus only on the
initial acquisition cost (the “up front cost,”) and neglect the total cost of
the acquired system over its life.

The problem is that if you consider only the initial or acquisition cost, you
risk overlooking many related costs,  The costs of conversion, retraining
on a new system, maintenance and eventual disposal are all true system
costs which should be considered in a FIP resource acquisition, because
they can be quite significant.

Example.  Two competing FIP systems may have the same acquisition
cost, but one may be very expensive to maintain, or require high training
costs over a maximum of eight year expected life.  It would not be
accurate to compare the costs of both systems based on acquisition cost
alone.  In fact, the cheaper system (acquisition cost) might have a much
more expensive overall cost and be a less attractive overall buy.  However,
you could not know this unless you compared the respective life cycle
costs of the two systems.

For this reason. FIRMR 201-20.103-2 requires that agencies establish a
system life as a part of the requirements analysis.

(Note—for a more detailed discussion of the Requirements Analysis, see
Chapters 21, 22, and 24.)

(continued on next page)
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5. 1  Concept of the System Life Cycle (continued)

FIRMR 201-4.001 explains that system life means “a projection of the
time period that begins with the installation of the FIP resources and ends
when the agency’s need for that resource has terminated.”

You can see that the total cost of a system for that period of time (from
installation until the item is scrapped or otherwise disposed of) can be
much greater than the mere acquisition cost.

Remember, most FIP resources are expected to last no more than seven or
eight years.  During that time, there may be significant support and
maintenance costs.  For this reason, it is not very useful to merely consider
acquisition costs.  Rather, it is more useful to consider the lowest overall
costs over the life of the system, from installation to disposal.

The second key concept is “lowest overall cost.” FIRMR 201-4.001
defines lowest overall cost as:

“the expenditure of funds over the system life, price and other
factors considered, including, but not necessarily limited to:

• prices for the FIP resources;

• the present value adjustment (if used); and

• the identifiable and variable costs:

- directly related to the acquisition and use of the FIP
resources;

- of conducting the contract action; and

- of other administrative efforts directly related to the
acquisition process.”

You can see that, unless you consider system life, you cannot estimate
lowest overall cost, and unless you estimate the lowest overall cost, you
may not select the “most advantageous alternative.”

(continued on next page)
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5. 1  Concept of the System Life Cycle (continued)

A third key concept is the “most advantageous alternative. “ As you
probably already know, the most advantageous alternative is defined as
“the alternative that provides the greatest value to the Government over
the system life in terms of price or cost, quality, performance, and any
other relevant factors” (FIRMR 201-4.001).  This may include precious
metal recovery and environmentally hazardous material disposition .

Therefore, you can see that, unless you consider the costs over the system
life, you cannot accurately estimate lowest overall costs, and unless you
estimate lowest overall cost, you will not have a basis to  select the most
advantageous alternative.

You will recall that Chapter 2 (“OMB Circulars That Apply to Acquisition
of FIP Resources”) discussed A-109 (Major Systems Acquisitions).
A-109 explains the major decision points leading to the deployment
(installation) of the FIP resource.

In the following flowchart, system life begins when the FIP resource is
installed in the using agency, during “Deployment and Operations.”

Most
Advantageous
Alternative

OMB Circular
A-109

Mission Analysis

Functional & Performance
Needs Analysis

Exploration of  
Alternative Systems

Approved?No

Yes

Competitive 
Demonstration
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Acceptance?
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Further Analysis?
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Represents key decisions 
between phases in acquisition 
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Represents phases in 
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No

Yes

AAAA
AAAA
AAAARepresents other decision 

points

(continued on next page)
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5. 1  Concept of the System Life Cycle (continued)

Of course, soon after the FIP resource (such as a computer or
telecommunications system) is installed, the program staff will begin to
make plans, analyses and studies to determine if the system should be
upgraded or modified, as agency needs, missions and available technology
all change.

Note that the FIRMR requires almost continuous planning of this kind.
So, for example, if FIP maintenance costs become too great, or if newer
technology promises to be more cost-effective, the program staff might
conclude that the installed FIP resource should be scrapped and a newer
resource acquired.  This can happen at any time in the FIP resource system
life cycle, but is more frequent later in the system life.  Throughout the
system life cycle, the three alternatives are:

1. Retain the FIP resource “as is;”

2. Retain the FIP resource, but modify or upgrade with new
technology; or

3. Dispose of the FIP resource and acquire a newer FIP resource.

Most FIP resources, such as computers and printers, have a useful system
life of only a few years.  After eight years, they are usually outdated or
obsolete, although they may still be of some use to the agency, or to other
agencies, without modifications and upgrades.

Of course, it is possible to continually modify a FIP resource, such as a
computer, through technology insertion, by continually or periodically
adding new technology to increase capability and performance.

You may even add a technology insertion clause to a contract to require a
contractor to periodically add new technology to an acquired FIP system.
This can delay obsolescence for years.  For example, you can add newer,
faster, larger disk drives or accelerators to a desktop computer to delay
obsolescence.  However, at some point, it is no longer cost effective to
rely on technology insertion or upgrades to keep an older system in
service.

(continued on next page)
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5. 1  Concept of the System Life Cycle (continued)

The concept of system life costs became very important in the Department
of Defense when acquiring weapon systems that cost billions of dollars.  It
became apparent that the acquisition cost alone was not a very good
measure of the overall cost for such items as airplanes or ships.  Many
other costs, such as operating costs (fuel consumption, spare parts, etc.)
had to be considered in order to arrive at a truer “system life cycle” cost.

For example, a Navy ship might have a 25 year expected life.  During that
25 year period, the Government would pay for the original ship
construction, the costs of operation (fuel, crew, supplies and equipment),
several major overhauls and modifications and, finally, the scrapping of
the ship.

Many principles for system life costs applied to very large defense
procurements can also be applied to FIP resource acquisitions and other
commodities.

For example, suppose you are researching costs for a color printer.  You
select color printer “A” that costs five thousand dollars to purchase,
compared to another color printer “B” that costs seven thousand dollars.  It
appears that you have saved the Government two thousand dollars in
acquisition costs.

However, over the first five years of life for both printers, you may find
that the cheaper printer is much slower (less efficient), costs more to
operate, and breaks down more often (low availability rate).  If this were
the case, the true cost of the printers might look more like the table on the
next page.

(continued on next page)
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5. 1  Concept of the System Life Cycle (continued)

COMPARATIVE LIFE CYCLE COSTS - COLOR PRINTERS

Purchase Operating Availability First Year Five Year

Model Price Cost Rate Cost Cost

“A” $5,000 $1,500/year 97% $6,500 $12,500

“B” $7,000 $1,000/year 99% $8,000 $12,000

You can see in this hypothetical case that, although printer “A” is cheaper
to buy, it costs more to operate each year than printer “B” and that after
the first five years, it actually costs more.  You can also see that if the life
cycle were longer than five years, the difference would constantly get
larger, by $500 per year.

So, if the life cycle were extended to ten years, instead of five years, the
system life cost for printer “A” would be $20,000 and for printer “B” the
cost would be only $17,000.  Therefore, after just five years, the lowest
overall cost would be provided by printer “B.”

Now, instead of just one printer, if you had bought 500 for your agency,
the cost difference would be quite large (500 × $3,000 = $1,500,000).

So, if you consider system life cost, rather than purchase price alone,
printer “A” does not seem to be such a bargain.  This is why you must
consider life cycle costs in FIP acquisitions, and not merely the purchase
price.

Example of True
Costs
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5. 2  Phases and Activities in the System Life Cycle

Today, the concept of life cycle costs is well established and used in many
large scale Government acquisitions, including FIP resource acquisitions.

At first, the concept of the system life cycle can appear to be very
complex, but you can easily master it when you break the system life cycle
down into the phases and steps.

You can see that the table on the following page breaks the acquisition life
cycle concept down into the five phases, each with several steps.

You will also see that the system life cycle phases correspond to certain
phases in the acquisition cycle.  DO NOT CONFUSE THE TWO!
Although they sound alike and are closely related, they are not the same.

The table on the following page shows the relationship between the
acquisition life cycle and the system life cycle.  Note that the acquisition
life cycle starts much earlier, with the planning phase but ends at the same
time as the system life cycle.  The system life cycle begins with the
installation and also ends with the disposition of the FIP resource.

Remember that the system life of a FIP resource begins with the
installation of the resource, continues throughout the useful life of the
resource and ends when the FIP resource reaches the end of its useful life
in the agency.  At that time, the resource may be scrapped or turned over
to another agency (where it may begin a new system life cycle).

The system life cycle consists of several phases, each with several stages
called “steps” (Do not confuse these “steps” with the steps you yourself
perform in procedures set out in this text.  In a system life cycle, you do
NOT perform all of these “steps.”)  There are certain activities that you
should expect in each phase.  The following graphic shows the phases and
“steps” of the system life cycle.

(continued on next page)

Phases and Steps
in the System Life
Cycle

Relationship of
System Life Cycle
and Acquisition
Life Cycle

System Life Cycle
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System Life Cycle
Phases and
Activities

• Identifying
  Automation
   Needs

• Planning

• Budgeting

• Requirements Analysis

• Analysis of Alternatives

• Developing Solicitation Package

• Developing Source Selection Plan

• Advertising the Requirement

• Issuing the Solicitation

• Receiving Proposals

• Source Selection

• Installation

• Acceptance

• Training

• Conversion

• Maintenance

• Support

• Enhancement

• Contract
   Closeout

• Disposition

PLANNING
PHASE

ACQUISITION
PHASE

IMPLEMENTATION
PHASE

OPERATION
& MAINTENANCE 

PHASE

END OF
LIFE CYCLE

  The Acquisition Life Cycle  

   The System Life Cycle   

5. 2  Phases and Activities in the System Life Cycle (continued)

You can see that the system life cycle is much shorter than the acquisition
cycle.  It begins with the Implementation phase, which includes
installation, acceptance, training and conversion.

“Step” 1—Installation.  Installation consists of complete set-up and
integration of the new FIP resource at the Government’s facility.  This
may be done by the vendor of the hardware and/or software, or by a team
of contractors under the direction of an integrating contractor (systems
integrator) who did not manufacture any of the equipment.  Installation
usually includes a period of preliminary testing, to ensure that hardware
and software operate as planned.

During this step, any necessary changes to support the new FIP resource
will also be made to the physical facility.  For example, cable outlets and
air conditioning may be upgraded to accommodate a large new computer
system.

(Topic continued on next page)

Implementation
Phases and
“Steps”
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5. 2  Phases and Activities in the System Life Cycle (continued)

“Step” 1—Installation. (continued)  As a contract specialist or contracting
officer, you will usually not be heavily involved in this step, except to
ensure that contract requirements, such as installation dates, are met by the
contractor.  Of course, the COTR and technical personnel should closely
monitor the installation and report any problems to the contracting office.

“Step” 2—Acceptance.  During Acceptance, the Government and the
contractor will conduct those tests, demonstrations, and certifications that
were specified for validation of contractor claims in the Test Plan or the
Validation Plan.  (You will recall that the Test Plan or Validation Plan
should have been part of the Acquisition Plan and should have been
included in the solicitation to alert offerors of acceptance criteria.)

During acceptance, the contractor may certify compliance with
performance and capability standards and requirements, or conduct
demonstrations, using either contractor personnel, or using Government
personnel.  Or, the Government may conduct analytic modeling or use a
combination of techniques to validate that the FIP hardware and/or
software actually perform in accordance with the specifications and
requirements.

Note that during acceptance, the agency’s normal work load is usually
NOT placed completely on the new FIP resource.  This is because if there
is a system failure, valuable or sensitive files could be lost.  So, during
acceptance, the agency’s normal work load usually continues on older
equipment.  Usually, only duplicate or simulated work load is used for
acceptance testing.

During acceptance, Government technical personnel, especially the
COTR, will closely monitor results.  As a contract specialist or contracting
officer, you will want frequent progress reports to ensure that contract
milestones are met.  Of course, you will not generally authorize payment
until acceptance is completed and the results are accepted by the
Government.

(Topic continued on next page)

Implementation
Phase and “Steps”
(continued)
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5. 2  Phases and Activities in the System Life Cycle (continued)

“Step” 3—Training.  Once Acceptance has been successfully completed,
the next step is usually Training.  In this step, the Government work force
is trained to use the new FIP resource.  The training may be conducted
either by the contractor or by Government personnel who were previously
trained by the contractor. The training may either be on-site at the
Government’s facility or at the contractor’s facility or both.

Emphasize Performance-Based Competency.  The acquisition plan should
emphasize performance-based competency, to ensure that each of the
Government personnel can operate the equipment, during “hands on” tests,
rather than pencil and paper-based tests of knowledge about the FIP
resource.

It is critical to ensure that all Government personnel who are designated to
operate or maintain the equipment receive and pass this training.  If
necessary, remedial training and testing should be scheduled until all
designated personnel can achieve the performance-based competencies,
rather than merely sitting through a number of hours of training.

As a contract specialist or contracting officer, you will normally receive
reports on the progress of training from the COTR to ensure that
contractual requirements and milestones are met.

“Step” 4—Conversion.  The last step in the implementation phase of
system life is Conversion.  During conversion, the agency converts its
regular work-load from older FIP resources (or manual systems) to the
new FIP resource.

In order to ensure safety of the files, the agency may run duplicate or
parallel operations for a time on old and new FIP resources, such as
computer systems, until satisfied that the new FIP resource is operating
properly with the files.

Conversion is not a one day event, but a transition period and may last
months and even years on a very large acquisition.  Finally, when certain
that data will not be lost on the new FIP resource, the older FIP resource
or system is phased out.  The older FIP resource may be disposed (ending
its life cycle), or transferred to another office or agency (to begin a new
life cycle after installation there).

As a contract specialist or contracting officer, you will not usually be very
involved in conversion, unless it one of the contractor’s tasks.

Implementation
Phase and “Steps”
(continued)
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5. 2  Phases and Activities in the System Life Cycle (continued)

The operation and maintenance phase of the system life cycle is next.  It
includes maintenance, support and enhancement.  During each of these
steps in the system life, you may have a contract in force with the original
contractor, or contract out for FIP services and support services.

“Step” 5—Maintenance.  Maintenance continues throughout the
operation and maintenance phase of the system life.  Maintenance is a
subset of FIP support service and may include preventive maintenance,
servicing and minor and major removal and repairs, diagnostics and
troubleshooting of system components.

Maintenance may be done either by the OEM or by another contractor and
may be performed on-site or at the contractor’s facility.  (Note - for a
detailed discussion of maintenance, see Chapter 9, “Acquiring of
Maintenance Services.”)

Performance of maintenance should be closely monitored by the COTR.
As a contract specialist or contracting officer, you may be very involved in
contracting for such services, and administering the contract(s).

“Step” 6—Support.  The next step in the operation and maintenance
phase of the system life cycle is Support.  Support can include a wide
variety of activities.  For example, after the new FIP resource is in
operation, the agency may require a contractor to take over the day to day
operation and refresher training, do analyses and studies of work flow,
propose improvements or provide many other types of services.  This can
happen any time over the several years of the expected system life.

As a contract specialist or contracting officer, you may be deeply involved
in administering contract actions for support or in letting new support
contracts for support of installed FIP resources.

“Step” 7—Enhancement.  The last step in the Operation and
Maintenance phase of the system life is Enhancement.  You will recall that
a FIP resource usually has a maximum useful life of about eight years.
During that time, there will almost certainly be many improvements or
enhancements in the technology.  For example, there may be major
upgrades in computer software every 12-18 months.

(Topic continued on next page)

Operation and
Maintenance
Phase
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5. 2  Phases and Activities in the System Life Cycle (continued)

“Step” 7—Enhancement. (continued)  It is usually in the Government’s
interest to incorporate many of these upgrades and enhancements into the
FIP resource throughout the system life, in order to avoid early
obsolescence.

For this reason, you might include a technology insertion clause in the
contract that requires the contractor to incorporate software and hardware
improvements over the useful life of the FIP resource.

Or, rather than incorporating every enhancement from the original
equipment manufacturer, you might require analyses and studies from a
different contractor to recommend which enhancements to acquire.

The decision to stop enhancements usually comes when the FIP resource
is nearing the end of the useful life.  Regardless of available
enhancements, there comes a time when it is more cost effective to acquire
a new FIP resource, rather than continue enhancements to an older
resource.  Usually, the decision to acquire a new system will be based on
the results of an analysis or study done as the FIP resource approaches the
end of the system life.

As a contract specialist or contracting officer, you will be frequently
concerned with enhancements of FIP resources over the system life, and
may issue several separate contracts for this purpose.

The End of Life Cycle phase is the last phase in the system life.  This last
phase includes Closeout and Disposition activities.  As a contract
specialist or contracting officer, you will be heavily involved in this phase
of the system life cycle.

“Step 8”—Closeout.  This step in the End of Life Cycle phase includes
those activities that concern preparation to end the use of the FIP resource
and phase it out of operation.  The activities in this step are very similar to
those for any commodity during closeout.

For example, it may no longer be cost effective to upgrade a large
computer system after several years of operation.  A new computer system
may be scheduled for acquisition.  As part of closeout, you might report a
computer as “excess” or no longer required to the GSA, and make advance
arrangements to transfer the old computer system to another agency for its
use, after conversion to the new computer system.

(continued on next page)

Operation and
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5. 2  Phases and Activities in the System Life Cycle (continued)

“Step 9”—Disposition.  Disposition is the last step in the End of Life
Cycle phase and in the entire system life cycle.  The activities in this step
occur after the FIP resource has been removed from operation and service.
In this step, you will dispose of the FIP resource in accordance with
agency regulations.  For example, you might transfer the FIP resource to
another agency for its use.  Or, you might scrap the FIP resource, selling
components only for their salvage value.

In the case of a FIP resource acquisition for DoD, the life cycle
management phases have somewhat different titles and terminology.  For
example, AR 25-3 (Life Cycle management of Information Systems)
discusses the following life cycle management phases for an Army  FIP
resource acquisition.  (Do not become confused; you will see that the
overall life cycle management processes are very similar.)

As with the civilian agencies’ statement of need, the DoD process begins
with a “Mission Needs Statement” (MNS).  Thereafter, the DoD life cycle
management is very detailed, with very specific products and activities
assigned to each phase.  After the MNS (with full justification) is
approved, the life cycle management phases are:

Phase 1—Concepts Development.  This follows the MNS.  The purpose
of this first phase is to identify and evaluate alternative functional and
technical concepts that satisfy the MNS and to select the best concept.
During this first phase, the following products are developed: the Program
Manager’s (PM) charter and instructions; the System Decision Paper
(SDP); a Test and Evaluation Master Plan (TEMP); system architecture:
preliminary configuration management plan; Operations and Security
(OPSEC) estimate; preliminary baseline agreement; and the MNS is
validated.

Phase 2—Design.  The purpose of this second phase is to complete the
technical specifications for the information system and validate the design
of the chosen system.  During this second phase, the following products
are developed or refined: the SDP; MNS; functional descriptions; OPSEC
plan; IS design; security concept statement; architecture; design
specifications; baseline agreement; economic analysis; TEMP;
configuration management plan; acquisition strategy statement and the
training plan.

(Topic continued on next page)
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5. 2  Phases and Activities in the System Life Cycle (continued)

Phase 3—Development.  The purpose of this third phase is to develop the
information systems test, test the system and prepare it for deployment.
During this phase, the following products are developed or refined: the
SDP; MNS and TEMP; and system support documents, such as manuals
required; deployment plans and configuration management plan.

Phase 4—Deployment.  The purpose of this fourth phase is to put the
system into the field, for use by the intended users.  In this phase, the users
train on the system and begin to use and maintain the IS.

Phase 5—Operations.  In this phase, the IS is fully operational and is
evaluated for effectiveness.  Modernizations are planned and carried out.

Phase 6—Revalidation.  In this phase, a decision is made as to whether
the IS conforms to the architectural requirements and continues to satisfy
mission needs.

Differences in the
FIP Resource
System Life Cycle
(continued)
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5. 3  Difference between Major Automated Information System Life Cycle and
Other Life Cycles (Major Weapon Systems)

If you have worked on DoD acquisitions for major weapons systems, you
might think that the life cycle for major systems is very similar to the life
cycle for a major automated information system.  However, that is very
misleading, because there are some key differences, particularly in
development, and in the length of time required.

One major difference is in the effort assigned to development.  You will
recall that the system life cycle for a FIP resource begins with the
installation of the FIP resource.  There is usually no effort given to
developing the FIP resource item from the concept stage.  In fact, the
preferred policy is to use COTS items, wherever possible, to avoid drawn-
out development costs.

On the other hand, the system life cycle for many major systems, such as
weapons systems, requires that the entire system be developed from a
concept, through final production, to deployment.  This may require a
great deal of effort and cost devoted to development activities, such as
concept exploration, demonstration and validation before production and
fielding of the system, at much greater cost than a COTS system.  A
special “Engineering and Manufacturing Development Phase” is required
for major weapons systems

A second major difference concerns time.  The life cycle for a major
weapons system may stretch out for some years.  For example, some
major weapons systems may require as much as 15 years before
production and deployment is completed.  Thereafter, the life cycle may
be extended for many more years through product improvement programs
and modifications.  Such a long system life cycle would be very rare for an
automated information system or other FIP resource

Differences

Difference in
Development

Time
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SUMMARY

In this chapter, you learned about the concept of
systems life cycle and any unique differences in the
area of FIP resources acquisition.  In the next chap-
ter, you will learn the definitions of key FIP
resources terms.
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CHAPTER 6

DEFINITION OF FIP RESOURCES TERMS

Chapter Vignette

“Okay, okay, I get the message,” said Mark.  “I now
realize that there are statutes, OMB circulars and specific
policies in the FAR and FIRMR that apply to the
acquisition of FIP resources, and I also understand the
meaning and importance of ethical conduct.  I hope that I
now understand the basis for this kind of procurement.”

“I recommend that you also spend a few minutes learning
the exact meaning of key FIP resources terms,” Marcia
said.  “Some of the terms concerning FIP resources have
very specific meanings.  Even if you know a great deal
about computers, you will find it useful to review these
definitions.  Unfortunately, some people throw these
terms around carelessly, without regard to their intended
meaning.  That can be a problem later when we are
developing the solicitation.  Precise terminology is
important.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Correctly use FIP resource terms.

Individual:

6.1 Identify common FIP resource terms and explain
their significance.

6.2 Identify common types of technology, hardware,
software, and telecommunications.

6.3 Identify major types of commercial suppliers to
the Government



Definition of FIP Resources Terms

Acquisition of FIP Resources 6–3

Chapter Overview

This chapter is about terminology and technology.  As you learned in the
preceding chapters, a FIP resources acquisition has its own specific
terminology.  Words such as ADPE and FIP resources have very precise
definitions and special meaning for your work.

This chapter explains significant terms in a FIP resources acquisition.  In
addition, refer to the glossary for definitions of additional terms.

One of the problems with the language of FIP resource acquisitions is that
many of the common terms and words have entered everyday language
and become ambiguous, with unclear meanings.

For example, the word computer can now be applied to mean anything
from a hand-held computer (palmtop or personal digital assistant—PDA)
to a large supercomputer, and all computer sizes in between.

Other words that are commonly misused are hardware, software, and pro-
gram. This can lead to confusion, so you should be careful to use FIP re-
sources terms correctly in your conversations and acquisition documents.

Definitions are important not just to understand terminology but also to
establish a common base for communication.  If you tell a contractor in a
solicitation that proposed equipment will undergo capability validation,
the contractor needs to know exactly what that term means and its signifi-
cance to evaluation of his or her product during the acquisition process.

Unfortunately, many people use FIP terminology with an incorrect and
incomplete understanding of the definitions.  A FIP resource acquisition
can be difficult enough, without using incorrect terms and definitions.  It is
important that you learn, understand, and use these terms correctly to
minimize confusion when you are buying FIP resources.

Definitions serve another important purpose.  As you learned in Chapter 1,
the statutory definition of ADPE determines what equipment and services
are subject to the special rules and regulations affecting FIP resources.
You also learned that, under the Paperwork Reduction Reauthorization
Act, radar and sonar equipment are exempt from the Brooks Act.  So, to
fully understand when the laws, policies, and regulations apply, you must
understand the meaning of certain terms.

(continued on next page)

Scope

Ambiguous Terms

Significance of
Definitions
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Chapter Overview (continued)

FIRMR    201-1.002-1
201-4
201-39.101-3
201-39.104-1
201-39.2
201-39.5202-1
Bulletin A-1, FIRMR Applicability

DFARS   239-7401

The Paperwork Reduction Reauthorization Act, Public Law 99-500
(especially the definition of ADPE codified at 40 U.S.C. 759(a)(2))

See the glossary at the back of this manual for additional information and
definition of terms related to FIP resources.

The major topics in this chapter are:

References

Additional Source
of Definitions

Topics Covered in
this Chapter

SECTION TITLE PAGE

6.1 Definitions of Significant FIP Resources Terms 6-5

6.2 Common Types and Configurations of Hardware,
Software, and Telecommunications

6-15

6.3 Major Commercial Suppliers 6-19
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6.1  Definitions of Significant FIP Resources Terms

Definitions of
Significant FIP
Resources Terms

This section provides information on significant definitions that you will
encounter in FIP resource acquisitions.  These terms relate to the
acquisition of FIP hardware, software, and telecommunications resources.
You should use these terms as they are defined, in order to minimize
confusion. FIRMR 201-4 and

 201-39.2
FIRMR Bulletin A-1 Note that the source for these definitions is the Federal Information

Resources Management Regulation (FIRMR), specifically Parts 201-4 and
201-39.2 and FIRMR Bulletin A-1.

FIRMR 201-4 defines the words, terms, and acronyms important to
understanding the FIRMR.  Some of the terms in FIRMR 201-4 are also
published in Subpart 201-39.2 and Bulletin A-1, which contain definitions
especially important to the acquisition of FIP resources by contracting.  In
addition, other FIRMR Bulletins provide definitions specific to the subject
matter of the bulletin.

For our purposes, some but not all of the terms defined in the FIRMR are
significant.  Relevant to your study are terms that:

• Determine Brooks Act applicability

• Define types of telecommunications resources in greater detail than
the umbrella term FIP resources

• Describe a degree of competitiveness

• Have special meaning in contracting

These areas are addressed briefly in the sections below.  Detailed
definition tables with these and other key terms begin on page 6-10.
These tables provide selected FIRMR definitions that you must know for
FIP resource acquisitions.  Unless otherwise indicated, the definitions are
from FIRMR 201-4.

Remember that these tables are not all inclusive.  For a more complete
listing of definitions, consult FIRMR 201-4 and Bulletin A-1.



Definition of FIP Resources Terms

6–6 Acquisition of FIP Resources

6.1  Definitions of Significant FIP Resources Terms (continued)

As you learned in Chapter 1, the Brooks Act gave GSA government-wide
authority over ADPE  and also gave GSA authority to define ADPE.  The
Warner Amendment later exempted certain DOD acquisitions from the
Brooks Act.  ADPE was later further defined in the law by the Paperwork
Reduction Reauthorization Act.  The statutory definition incorporated
Warner Amendment exemptions and gave GSA broader authority over
requirements which require “significant use” of ADPE.  However, the law
excluded contracts using ADPE  “incidental to” the performance of
Federal contracts.   In addition, radar, sonar, radio, and television
equipment were specifically excluded by the law from the definition of
ADPE.  GSA incorporated the statutory definition of ADPE in its
definition of FIP resources.  In FIRMR Bulletin A-1, GSA distinguishes
between stand-alone and embedded FIP resources.

So you can see that understanding whether a product or service is subject
to the Brooks Act requires you to be familiar with the definitions for:

• ADPE
• Radar equipment
• Sonar equipment
• Radio equipment
• Television equipment
• Significant use
• Incidental use
• Embedded FIP equipment

The law also gave GSA specific authority to define related resources as
ADPE.  Using this authority, GSA coined the term FIP resources to avoid
confusion with the popular meaning of ADPE.

The first part of GSA’s definition of FIP resources in the FIRMR is the
same language as that defining ADPE in the statute.  The second part of
the definition sets forth seven categories of FIP resources, all of which are
then defined.  So to define ADPE, GSA has chosen to define:

• FIP resources
• FIP equipment
• FIP maintenance
• FIP related supplies
• FIP services
• FIP software
• FIP support services
• FIP system

(Topic continued on next page)

Terms Used to
Determine Brooks
Act Applicability
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6.1  Definitions of Significant FIP Resources Terms (continued)

You should understand the differences among these categories, even
though they are sometimes acquired as a package or system.  The
definitions of these terms are in the tables beginning on page 6-10, with
FIP resources defined first. You will learn how to apply these terms (using
the FIRMR and FIRMR Bulletin A-1) to decide what’s a FIP resource in
Chapter 15.

Terms Used to
Determine Brooks
Act Applicability
(continued)

You know now that the definition of FIP resources is very broad, including
many types of computer and telecommunications-related equipment,
systems, and services.  Examples include computers (with monitors and
keyboards),  disk and tape drives, servers (to link and serve several
computers), printers, scanners, telecommunications switching devices,
teleprocessing services, support services, computer-based training,
maintenance services, software, and printer cartridges.

You will learn more about these types of FIP resources and how to buy
them in the following chapters:

• Chapter 7, “Acquiring FIP Services”

• Chapter 8, “Acquiring FIP Support Services”

• Chapter 9, “Acquiring FIP Maintenance Services”

• Chapter 10, “Acquiring FIP Equipment”

• Chapter 12, “Acquiring Commercial Software”

• Chapter 14, “Acquiring Telecommunications”

Telecommunications resources are covered by the statutory definition of
ADPE and the regulatory definition of FIP resources (since it adopts the
statutory language).

. . . any equipment or interconnected system or subsystems of
equipment that is used in the automatic acquisition, storage,
manipulation, management, movement, control, display, switching,
interchange, transmission, or reception, of data or information . . .

(Topic continued on next page)

Terms Used to
Describe Tele-
communications
Resources
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6.1  Definitions of Significant FIP Resources Terms (continued)

However, the FIRMR also provides definitions of telecommunications-
related resources so that the scope and meaning of GSA procedures are
clear.  If you buy telecommunications-related resources, you should be
familiar with the following terms:

• COMSEC (communications security)

• Consolidated local telecommunications service

• Customer premises equipment (CPE)

• Federal Telecommunications System (FTS)

• Telecommunications Device for the Deaf (TDD)

• Telecommunications facilities

• Telecommunications resources

• Telecommunications services

• Telecommunications switching function

Definitions for these terms are in the FIRMR and the table at the end of
this section.  You should also refer to DFARS 239.7401 which has
additional definitions that apply specifically to DOD telecommunications
acquisitions.

You will learn more about telecommunications acquisition in Chapter 14,
“Acquiring Telecommunications.”

The FIRMR defines two terms used to describe limitations to competition:

• Compatibility-limited requirement

• Specific make and model specification

Compatibility-limited requirements place some restrictions on
competitiveness by limiting offerings to those compatible with existing
resources.  FIRMR 201-20.103-4 requires that requirements for
compatibility be justified based on technical or operational requirements
or the unacceptable risk or effect of conversion if noncompatible resources
are bought.  Justification and approval (J&A) under the FAR for other than
full and open competition is NOT required.  You must understand that
documentation justifying a compatibility-limited requirement is not  a
justification for other than full and open competition.

(Topic continued on next page)

Terms Used to
Describe Tele-
communications
Resources
(continued)
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6.1  Definitions of Significant FIP Resources Terms (continued)

Specific make and model requirements are more restrictive than
compatibility-limited requirements.  They require a specific
manufacturer’s product.  Regardless of the number of potential suppliers,
this type of specification does NOT provide for full and open competition.
FIRMR 201-20.103-5 and 201-39.601 provide that specific make and
model requirements MUST BE justified in accordance with FAR 6.303
and 6.304.  So for specific make and model requirements, the same
justification prepared under the provisions of FAR 6.303 and 6.304 meet
both FAR and FIRMR requirements.

As you learned in Chapter 3, some contracting terms such as lowest
overall cost reflect unique procedures in FIP resources contracting.
Another term, most advantageous alternative, reflects the Government’s
interest in selecting the offer that represents the best value.  The FIRMR
also defines two terms, capability validation and performance validation,
that describe the process of verifying conformance to the requirement of
the resource or system obtained during the contracting process.  See the
following tables for definitions of these terms.

A deviation is a variation from established, mandatory policies,
procedures, practices, solicitation provisions, contract clauses, or methods.
GSA can authorize deviations from the provisions of the FIRMR.  In
strictly limited circumstances related to the acquisition of equipment for
employees with disabilities, an agency’s DSO (or his or her authorized
representative) can authorize a deviation to the FIRMR.

You can request either class deviations (affecting more than one contract
action) or individual deviations (affecting only one contract action).  You
must explain the nature and reasons for the deviation in each request for a
deviation, which is sent to:

General Services Administration
Policy and Regulations Division (KMP)
18th and F Streets, NW
Washington, DC 20405

You should refer to your agency’s procedures (that the FIRMR mandates)
for processing deviation requests.

(continued on next page)

Terms Used to
Describe
Requirements
That Affects
Competitiveness
(continued)

 FIRMR 201-20.103-5
 and 201-39.601

Terms Used in
FIP Resource
Contracting

Deviations

FIRMR 201-3.402
and 201-39.104-1
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SELECTED KEY FIP DEFINITIONS FROM THE FIRMR

TERM: MEANS...

Federal information
processing resources
(FIP)

Federal information processing (FIP)
resources means automatic data
processing equipment (ADPE) as defined
in Public Law 99-500 (40 U.S.C.
759(a)(2)), and set out in paragraphs (a)
and (b) of this definition.

(a) Any equipment or interconnected
system or subsystems of equipment that is
used in the automatic acquisition, storage,
manipulation, management, movement,
control, display, switching, interchange,
transmission, or reception, of data or
information—

(1) by a Federal agency, or
(2) under a contract with a Federal

agency which—
(i) requires the use of such

equipment, or
(ii) requires the performance of a

service or the furnishing of a product
which is performed or produced making
significant use of such equipment.

(b) Such term includes—
(1) computers;
(2) ancillary equipment;
(3) software, firmware, and similar

procedures;
(4) services, including support

services; and
(5) related resources as defined by

regulations issued by the Administrator for
General Services.

(c) The term, FIP resources, includes
FIP equipment, software, services, support
services, maintenance, related supplies,
and systems.  These terms are limited by

paragraphs (a) and (b) of the definition of
FIP resources and are defined as follows:

(d) FIP equipment means any
equipment or interconnected system or
subsystems of equipment used in the
automatic acquisition, storage,
manipulation, management, movement,
control, display, switching, interchange,
transmission, or reception of data or
information.

(e) FIP maintenance means those
examination, testing, repair, or part
replacement functions performed on FIP
equipment or software.

(f) FIP related supplies means any
consumable item designed specifically for
use with FIP equipment, software,
services, or support services.

(g) FIP services means any service,
other than FIP support services, performed
or furnished by using FIP equipment or
software.

(h) FIP software means any software,
including firmware, specifically designed
to make use of and extend the capabilities
of FIP equipment.

(i) FIP support services means any
commercial nonpersonal services,
including FIP maintenance, used in
support of FIP equipment, software, or
services.

(j) FIP system means any organized
combination of FIP equipment, software,
services, support services, or related
supplies.

ADPE see FIP resources (a) & (b), above.

Agency see Federal agency.

Agency procurement
request (APR)

a request by a Federal agency for GSA to acquire Federal information processing(FIP)
resources or for GSA to delegate the authority to acquire FIP resources.

Augmentation adding to or upgrading existing FIP hardware or software to increase its productivity or
prolong its useful life.
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TERM: MEANS...

Capability validation the technical verification of the ability of a proposed FIP system configuration,
replacement component, or the features or functions of its software, to satisfy
functional requirements.  The intent is to ensure that the proposed FIP resource can
provide the required functions.  FIP performance requirements are not implied or
measured in the validation.  Examples of capability validation include:

(a) Operational capability demonstrations (OCDs) of the functions of the hardware,
operating system, or support software;

(b) Verification of conformance with information processing standards;

(c) Expert examination of the technical literature supplied with the offer;

(d) Contacts with other users of the proposed information processing resource; and
(e) Vendor certification of conformance with the functional requirements.

Compatibility-limited
requirement

a statement of FIP resources requirements expressed in terms that require the items to
be compatible with existing FIP resources.

COMSEC communication security systems, services, and concepts that constitute protective
measures taken to deny persons information derived from telecommunications of the
United States Government related to national security and to ensure the authenticity of
any such communications.

Consolidated local
telecommunications
service

local communications service provided by GSA to all Federal agencies located in a
building, complex, or geographical area.

Customer premises
equipment (CPE)

all telecommunications equipment and inside wiring located on the customer side of the
demarcation point (demark), the point established in a building or complex to separate
customer equipment from telephone company equipment.

Designated Senior
Official (DSO)

(a)  The senior official designated by executive agencies pursuant to the Paperwork
Reduction Act to be responsible for carrying out the agency’s IRM functions (see 44
U.S.C. 3506); or

(b)  The senior IRM official designated by the agency head for Federal agencies not
subject to the Paperwork Reduction Act to be responsible for acquisitions of FIP
resources made pursuant to a DPA.

Deviation (a)  The issuance or use of a policy, procedure, practice, solicitation provision, contract
clause, or method pertaining to the acquisition, management, or use of FIP resources
that is inconsistent with the FIRMR,

(b)  The omission or modification of any policy, procedure, practice, solicitation
provision or contract clause required by the FIRMR, or

(c)  The authorization of lesser or greater limitations on the delegation, use, or
application of any policy, procedure, solicitation provision, or contract clause
prescribed by the FIRMR, except that this does not preclude an agency from setting
delegation thresholds at more restrictive levels than those established by the FIRMR.

Excess FIP equipment FIP equipment controlled by a Federal agency but no longer required for its needs.

Federal agency any executive agency or any establishment in the legislative or judicial branch of the
Government, except the Senate, the House of Representatives, the Architect of the
Capitol, and any activities under the Architect’s direction.

Federal
Telecommunications
System

the umbrella of local and long distance telecommunications services, including
FTS2000 long distance services, provided, operated, managed, or maintained by GSA
for the common use of all Federal agencies and other authorized users.
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TERM: MEANS...

Incidental use FIP resources acquired by a contractor are incidental to the performance of a contract
when:

(i)  None of the principal tasks of the contract depend directly on the use of the FIP
resources, OR

(ii)  The requirements of the contract do not have the effect of substantially restricting
the contractor’s discretion in the acquisition and management of FIP resources, whether
the use of FIP resources is or is not specifically stated in the contract.  [FIRMR 201-
1.002-1(b)(2)]

Information resources
management

the planning, budgeting, organizing, directing, training, promoting, controlling, and
management activities associated with the burden, collection, creation, use and
dissemination of information by agencies, and includes the management of information
and related resources, such as Federal information processing resources.

Interoperability the ability of FIP resources to provide services to and accept services from other FIP
resources and to use the services so exchanged to enable them to operate effectively
together.

Lowest overall cost the least expenditure of funds over the system life, price and other factors considered,
including, but not necessarily limited to --

(a)  prices for the FIP resources,

(b)  the present value adjustment, if used, and

(c)  the identifiable and quantifiable costs--

  (1)  directly related to the acquisition and use of the FIP resources,

  (2)  of conducting the contract action, and

  (3)  of other administrative efforts directly related to the acquisition process.

Most advantageous
alternative

the alternative that provides the greatest value to the Government over the system life
in terms of price or cost, quality, performance, and any other relevant factors.

Obsolescence the state of FIP hardware or software that is either in a degenerative condition which if
not corrected will render the resource useless, or becoming technologically outmoded
compared to other hardware or software being sold.

Outdated FIP equipment any FIP equipment over eight years old, based on the initial commercial installation
date of that model of equipment, and that is no longer in current production.

Performance validation the technical verification of the ability of a proposed FIP system configuration or
replacement component to meet agency-specified performance requirements.
Examples include timed executions of actual or sample workloads, remote terminal
emulation with simulated on-line workloads, acceptance testing with current software
and files, stress testing with exaggerated workloads, workload modeling,
benchmarking, and simulation modeling.

Radar equipment any radio detection device that provides information on range, azimuth, or elevation of
objects.

Radio equipment any equipment or interconnected system or subsystem of equipment (both transmission
and reception) that is used to communicate over a distance by modulating and radiating
electromagnetic waves in space without artificial guide -- does NOT include such items
as microwave, satellite, or cellular telephone equipment.
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TERM: MEANS...

Significant use Significant use of FIP resources means:
(i)  the service or product of the contract could not reasonably be produced or
performed without the use of FIP resources, AND
(ii)  the dollar value of FIP resources expended by the contractor to perform the service
or furnish the product is expected to exceed $500,000 or 20 percent of the estimated
cost of the contract, whichever amount is lower.  [FIRMR 201-1.002-1(b)(3)]

Software:
Application Software

Common-use software

A series of instructions or statements in a form acceptable to a computer, designed to
cause the computer to execute an operation or operations necessary to process
requirements.  Application software may be either machine-dependent or machine-
independent and may be general-purpose or designed to satisfy the requirements of a
specialized process or a particular user.

Software that deals with applications common to many agencies that would be useful to
other agencies, and is written in such a way that minor variations in requirements can
be accommodated without significant programming effort.

Sonar equipment an apparatus that detects the presence and location of a submerged object by means of
sonic, subsonic, or supersonic waves reflected back to it from the object.

Specific make and
model

a description  of the government’s requirement for FIP resources that is so restrictive
that only a particular manufacturer’s products will satisfy the government’s needs,
regardless of the number of suppliers that may be able to furnish that manufacturer’s
products.

System life a projection of the time period that begins with the installation of the FIP resource and
ends when the agency’s need for that resource has terminated.

Telecommunications
Device for the Deaf
(TDD)

a machine that uses typed input and output, usually with a visual text display, to enable
individuals with hearing or speech impairments to communicate over a
telecommunications network.

Telecommunications
facilities

equipment used for such modes of transmission as telephone, data, facsimile, video,
radio, audio, and such corollary items as switches, wire, cable, access arrangements,
and communications security facilities.

Telecommunications
resources

telecommunications equipment, facilities and services.

Telecommunications
services

the transmission, emission, or reception of signals, signs, writing, images, sounds, or
intelligence of any nature, by wire, cable, satellite, fiber optics, laser, radio, or any other
electronic, electric, electromagnetic, or acoustically coupled means.  The term includes
the telecommunications facilities necessary to provide such services.

Telecommunications
switching function

any service or equipment that has a primary function to switch telephone calls at a
location -- excludes service or equipment necessary to meet agency requirements that
cannot be met by an existing switching function.

Television equipment any equipment (both transmission and reception) used for the conversion of transient
visual images into electrical signals that can be transmitted by radio or wire to distant
receivers where the signals can be reconverted to the original visual images—does
NOT include such items as monitors for computers or computer terminals or video
conferencing equipment.



Definition of FIP Resources Terms

6–14 Acquisition of FIP Resources

SELECTED KEY FIP DEFINITIONS FROM FIRMR BULLETIN A-1

TERM: MEANS...

Central Processing Unit
(CPU)

The portion of a computer that includes circuits controlling the interpretation and
execution of instructions.  It executes programmed instructions, performs arithmetic
and logical functions on data, and controls in put/output functions

Centrex Service A service offered by operating telephone companies which provides, from the
telephone company office, functions and features comparable to those provided by a
PBX.

Embedded FIP
Equipment

Equipment that is an integral part of the product, where the principal function of the
product is not the “automatic acquisition, storage, manipulation, management,
movement, control display, switching, interchange, transmission, or reception of data or
information.

Facsimile Machine
(FAX)

The process by which fixed graphic materials, including pictures or images, is scanned
and the information converted into electrical signals that may be transmitted over a
telecommunications systems and used to record a copy of the original.

Firmware Software in fixed or wired-in storage.  Sometimes called hard software.

Microwave A term loosely applied to those radio frequency wavelengths that are sufficiently short
to exhibit some of the properties of light, e.g., they are easily concentrated into a beam.

Modem Acronym for MOdulator-DEModulator.  A device that modulates and demodulates
signals.  For example, a computer modem modulates (translates) computer signals into
a form suitable for transmission over telephone lines and demodulates (converts)
telephone signals back into a form suitable for a computer.

Network A combination of terminals and circuits in which transmission facilities interconnect
the user stations

Private Branch
Exchange (PBX)

A private telecommunications exchange that usually includes access to the public
switched network

Satellite
Communications

Any telecommunications services provided via one or more satellite relays and their
associated uplinks and downlinks.
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6.2  Common Types and Configurations of Hardware, Software, and
Telecommunications

In addition to the definitions for FIP resources and FIP resources
acquisition, you should also know technical terms that describe common
types and configurations of FIP resources.  The term configuration refers
to the way in which the hardware, software and telecommunications are
laid out and connected to meet the agency’s requirements.  See the Table
of Technical Terms on the previous pages and the sections below.

The term hardwiring refers to equipment physically and exclusively
connected by cable.  For example, a computer directly cabled to a
peripheral (such as a printer or scanner) which serves only that computer is
hardwired.  This configuration is often found in small offices, where only
one computer may be available.  In such cases, the computer may be
directly connected to a printer, scanner, and modem.

The advantages of hardwiring are security and speed.  The disadvantages
are lack of flexibility (the printer only supports one user) and cost (each
user has a separate printer or must take a disk to another computer).

Networking refers to the connection of all hardware located at one or more
sites (and managed by special software).  With networking, a “server”
computer allows many users to use their own computers independently,
but also to share one or more printers, scanners, or other peripherals.
Users on the network may even share software, communicate with one
another, and access centralized databases and files.  Networking is
increasingly common in most offices, even at widely scattered sites.
Networks can use telephone lines to extend the network to distant sites.

The advantages of networked systems are greater flexibility, electronic
communication, and lower cost (due to sharing of peripherals).  The
disadvantages of networking are greater security threats from computer
viruses or unauthorized access and contention delays since networked
resources are shared.

Technical
Terminology

Hardwiring

Networking
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6.2  Common Types and Configurations of Hardware, Software, and
Telecommunications (continued)

Computers are the most common and visible type of FIP hardware.  The
term computers refers to all types of processors, ranging in size from
palmtops to supercomputers, and including personal digital assistants
(PDAs), laptops, desk-top microcomputers, cabinet-sized minicomputers,
and mainframe computers.

The term peripherals refers to computer-connected devices used to store,
transmit, or prepare human- or machine-readable documents.  The most
common type of peripheral is the printer.  In addition to printers,
computers may be connected to scanners for inputting images and whole
pages of text, extra capacity disk drives, tape back-up drives, and CD-
ROM readers.

There are two general classes of software:

• Operating system software sends instructions to the computer and
tells it which operations to perform.  For the most part, operating
system software is “invisible” or “transparent” to the user.  It
cannot be changed, except by software programmers.

• Applications software is off-the-shelf or custom software that
allows the user to perform a specific type of work (application),
such as word processing, drawing (graphics), database entry, and
spreadsheet calculations.  Users interact directly with this type of
software and can adapt its use for customized processing and
output.

(Topic continued on next page)

Common Types of
Hardware

Common Types of
Software
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6.2  Common Types and Configurations of Hardware, Software, and
Telecommunications (continued)

There are thousands of less common applications programs for special
applications such as engineering, medicine, and science.  Some are
especially made for specific, one-of-a-kind Government requirements.
Others are broadly applicable, defined by the FIRMR as common-use
software —applications software useful to more than one agency that may
be shared.

You will learn more about commercially available software in Chapter 12,
Acquiring Commercial Software.

Some OEMs offer to sell hardware with software already loaded or
bundled.  For example, a hardware manufacturer might offer a desk-top or
laptop computer with the operating system software, a popular word
processing program, and a spreadsheet program already bundled as part of
a package deal.  Normally, the use of bundling is discouraged in
Government acquisitions, because it may discourage competition and may
lock the agency into software it does not want or need, or that is
incompatible with existing agency software.

Finally, in addition to the most common types of FIP hardware and
software, you should understand the most common telecommunications
terms, definitions, and concepts.

Most telecommunications transmissions originating in the office travel
over  “voice-grade” telephone lines.  Internal or external (to the computer)
modems (modulators/demodulators) convert the computer’s signals into
signals that can be transmitted over telephone lines.  Sometimes circuits
capable of transmitting at higher speed (baud rate) and clarity are
dedicated to carry communications between computers.

(Topic continued on next page)

Common Types of
Software
(continued)

Bundling

Common Types
of Telecom-
munications
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6.2  Common Types and Configurations of Hardware, Software, and
Telecommunications (continued)

There are many terms in the FIRMR and FIRMR Bulletins that are used to
describe different types of telecommunications resources.  For example,
customer premises equipment (CPE) refers to building wiring and
switching not owned by the local telephone company.  Consolidated local
telephone service refers to mandatory local (not long distance) service
provided by GSA to users in buildings, complexes, or geographical areas.
Such services may include switching (switchboards), sometimes referred
to as PBXs (private branch exchanges) or centrex service.  Intercity (long-
distance) service is typically provided to agencies by the FTS2000 system.
The FTS2000 system is a mandatory contractual source managed by GSA
with contractor support.

More information on these and related terms are in the FIRMR and in
FIRMR Bulletins, such as:

• FIRMR Bulletin C-15, Mandatory Local Telecommunications
Services

• FIRMR Bulletin C-18, Federal Telecommunications System 2000
(FTS2000)

• FIRMR Bulletin C-21, Purchase of Telecommunications Services
(POTS) Contracts

We now think of the telephone, television and computer as separate
devices, but telecommunications technologies are rapidly merging.  You
may soon be involved in acquiring FIP resources that combine elements of
all three, such as video teleconferencing systems.

You will learn more about telecommunications in Chapter 14, “Acquiring
Telecommunications.”

Common Types
of Telecom-
munications
(continued)
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6.3  Major Commercial Suppliers

This section discusses the major commercial suppliers of FIP resources,
including original equipment manufacturers (OEMs), third party vendors,
integrators, brokers, and regular dealers or distributors.  During market
research for a FIP resource acquisition, your agency may contact all of
these sources for information.  Each may have a significant interest that
differs from the interests of the others.  How you plan your procurement
may well determine whether or not a supplier can or will compete.

Therefore, you will probably never receive offers or bids from all these
types of suppliers in a single FIP resources acquisition.  However, some of
the more complex acquisitions may support offers from or teaming by
several of these suppliers.

You will learn more about contacting sources to determine market
availability and prices in Chapter 16, “Market Research for Acquisition of
FIP Resources.”

Original equipment manufacturers are those vendors who produce FIP
resources.  They may sell their products directly and/or through dealers or
distributors.  For example, IBM makes desk-top and laptop computers and
sells them both directly and through retail stores by dealers or “resellers.”
Other OEMs of microcomputers include Compaq, Apple, and Dell.

Some OEMs specialize in very powerful or special purpose computers,
such as “work stations” or supercomputers that are sold to Federal
agencies in much smaller numbers.  They are usually installed and
maintained by the OEM.  These OEMs include Sun, Cray, and Thinking
Machines.  At the other size extreme, some OEMs manufacture the new
technology referred to as “Personal Digital Assistants” (PDAs).  Examples
include Apple and Tandy.

When the OEM sells directly to the consumer, the sale may be a “package
deal,”  offering bundled services such as maintenance or system
integration (meaning, putting it together and making it work).  You must
be sure to specify your agency’s needs in terms of mandatory and optional
requirements, so OEMs must conform offers to your specifications.

(continued on next page

Major Suppliers

Original
Equipment
Manufacturers
(OEMs)
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6.3  Major Commercial Suppliers (continued)

Third party vendors purchase FIP products from OEMs and other parties
and resell the products to the end user.  Since third party vendors buy at
wholesale prices in great volume, they can often sell at competitive retail
prices.  For many FIP products, such as desk-top and laptop computers,
the third party vendor faces intense competition and must keep prices low.

Many third party vendors (sometimes called “after market” vendors) may
not sell complete FIP systems but components, such as special purpose
computer chips for upgrading OEM systems.  They often do this from a
central warehouse location, using toll-free 800 numbers, and do not
provide maintenance support, advice, or installation.

Therefore, when a third party vendor sells directly to the consumer, value-
added services are not always available or offered.  You must make sure
that you specify all the products or services that your agency needs.  Third
party vendors can team with OEMs or service firms to meet your needs.
They may provide services not normally provided by dealers.

Integrators (sometimes called system integrators) specialize in selling
integration services for FIP resource products.   They put together the
components of a FIP system and make them work.  Integrators may
provide both products and services—or just services.

Normally, integrators do NOT manufacture FIP products (major
components), although they may make some key devices that allow
equipment made by different OEMs or other sources to communicate and
operate with one another.

Integrators often design and develop a configuration or system for a
Federal agency.  In some complex acquisitions, the integrator may
function as the prime contractor and integrate components provided by
many different OEMs and third party vendors.  The integrator normally is
responsible for designing, connecting, establishing, troubleshooting, and
testing the system.  Because integrators perform as prime contractors, they
assume all responsibility for FIP resource contract performance.

Third Party
Vendors

Integrators
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6.3  Major Commercial Suppliers (continued)

Brokers are also not involved in the manufacture of FIP resources, nor do
they typically maintain an inventory of products.  Instead, they function as
agents between buyers and sellers.  Brokers charge a commission which
adds to the cost of the acquisition.  Brokers may sometimes be contacted
in market research for FIP resources which are known to be out of
production (no longer manufactured), are difficult to locate, but are still
required by an agency.

The Walsh-Healey Act as defined in FAR Subpart 22.6 places some
restrictions on contracting with individuals who are not manufacturers or
regular dealers.

Regular dealers and distributors do not manufacture FIP resources.  A
dealer or distributor normally has an agreement with one or more OEMs to
purchase, maintain an inventory, and distribute the manufacturers’
products through retail sales.  The FAR now provides for alternate
“regular dealers” qualification requirements for information systems
integrations.  The integrator does not physically have to maintain a stock.
Regular dealers and distributors often provide some FIP support services
for the FIP equipment they have sold.

Brokers

FAR
Requirements

 FAR 22.6

Regular Dealers
or Distributors

FAR 22.606-2(b)



Definition of FIP Resources Terms

6–22 Acquisition of FIP Resources

SUMMARY

In this chapter, you learned the definitions of
common FIP resources terms and their significance
to FIP resources acquisitions.  You also learned
about the common types and configurations of
hardware, software, and telecommunications in
general, and about major commercial suppliers of
these products and services.  The next chapter
discusses acquiring FIP services.



Acquisition of FIP Resources 7–1

CHAPTER 7

ACQUIRING FIP SERVICES

Chapter Vignette

“I think that I understand the idea of acquiring the hard-
ware and software in a FIP acquisition,” said Mark, “but
what kinds of FIP services do we normally obtain?”

“That depends on the acquisition, of course,” replied
Marcia.  “You will see that there are a wide variety of
FIP services, including E-mail, Fax, teleprocessing/time
sharing, and voice mail.  Of course, it is not likely that
any one FIP resource acquisition will include all of these
FIP services, but most acquisitions will include at least
several of these.  The current  trend in Government is to
acquire more FIP services, so you should understand
each of them.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:
Identify the various types of services.

Individual:

7.1 Explain the difference between FIP services and
FIP support services.

7.2 Identify the various types of services requested,
according to FIRMR definitions.

7.3 Explain the current major issues involving
acquisition of FIP services.
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Chapter Overview

This chapter discusses the types of FIP services which you, as a contract
specialist or contracting officer, may acquire.  Sometimes, you may
acquire these FIP services as part of a “package” which will also include
hardware and software.  At other times, you may acquire only FIP
services.  This chapter also explains the differences between FIP services
and FIP support services, and discusses the various types of FIP services.
Finally, this chapter discusses some of the current issues in the acquisition
of FIP services.

FAR 37.2 DFARS 222.10
37.101 222.1014
37.104
44.3 FIRMR 201-4.001, 201-20.203-1
44.202-2 FIRMR Bulletins A-1, C-1, C-11, C-15,
52.244-5 C-16, C-18, C-20

FTS2000 Agency Reference Guide

The major topics is this chapter are:

Scope

References

Topics Covered in
this Chapter

SECTION TITLE PAGE

7.1 Differences Between FIP Services and FIP Support

Services

7-4

7.2 Identifying FIP Services 7-5

7.3 Current Issues Involving the Acquisition of FIP
Services

7-9
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7.1  Differences Between FIP Services and FIP Support Services

It is easy to confuse FIP services with FIP support services, but the two
are different.  According to the FIRMR, the definitions are:

FIP Services –any service, other than FIP Support Services, performed or
furnished by using FIP equipment or software.

FIP Support Services –any commercial nonpersonal service, including
FIP maintenance, used in support of FIP equipment, software, or services.

You will see that FIP services are primarily dependent on use of contractor
hardware and software that may not even be located at a Government
facility.  In fact, the user of FIP services may never see the contractor, e.g.,
teleprocessing.

Note that some FIP services can be shared by agencies.  You should be
aware that FIRMR 201-20.203-1 requires agencies to consider using
available resources on a shared basis as an alternative for satisfying their
requirements, rather than contracting out for such services.

FIP Services vs.
FIP Support
Services

 FIRMR 201-4.001

 FIRMR 201-20.203-1
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7.2  Identifying FIP Services

In a FIP resource acquisition, in addition to the hardware and software,
there may be a requirement for FIP services.  Or, FIP services may be
acquired separately.  For example, years after a major hardware or
software acquisition, the Government may acquire certain FIP services,
such as teleprocessing to meet agency needs.  Many FIP services are very
highly automated, with relatively little interaction with contractor
personnel.  Such FIP services are said to be "invisible" or "transparent" to
the user, because, unlike FIP support services, they require little or no
contact with contractor personnel.  For example, voice mail services
operate with little or no interaction with contractor personnel.  The
following are examples of the FIP services which you may encounter.

FIP services can include one or more of the following eight types:

• teleprocessing

• local batch processing

• electronic mail

• voice mail

• centrex

• cellular telephone

• facsimile

• packet switching of data

You would probably not acquire all eight of these types of FIP services in
any one acquisition.  Each of these FIP services is explained in some detail
in the following pages.

(For additional information on acquiring these FIP services, you may need
to consult the FTS 2000 Agency Reference Guide, FIRMR Bulletins A-1
on FIRMR applicability, C-15 on mandatory local telephone services,
C-16 on emergency telecommunications, C-18 on FTS2000, and C-20 on
NSEP.)

(continued on next page)

Introduction to
FIP Services

Eight Types of
FIP Services
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7.2  Identifying FIP Services (continued)

However, not every service performed on a computer is necessarily a FIP
service.  For example, FIRMR Bulletin A-1 warns that transcription
services (the services required to make a hard copy of dictated or recorded
matter) is NOT a FIP service.

The first type of FIP service that you might acquire is teleprocessing.
Teleprocessing usually involves the leasing of computer services (usually
on a large main frame computer) for processing and transmitting very
large amounts of data.  This FIP service usually requires a private
contractor to process and transmit the data to points designated by the
Government.  This FIP service involves both FIP equipment and software.

Time-sharing is a form of teleprocessing in which the Government may
lease time on a contractor's or another agency's computer to process
Government business.  Note that the contractor's computer may be located
many miles away from the Government location and will also work on
other business.

Note that FIRMR 201-21.403 requires agencies to contact GSA if they
wish to allow time-sharing of their excess capacity of FIP resources by
other agencies.  Information on sharing telecommunications resources is
available in FIRMR Bulletin C-1, which includes locations for sharing of
telecommunications resources.

A second FIP service which you may be asked to acquire is local batch
processing.  This is a type of FIP service in which the Government
"batches" or accumulates a certain amount of material to be processed.
The "batch" is then provided electronically to the contractor for processing
on its computer.  This requires both FIP equipment and software.

Batch processing has certain advantages and disadvantages.  A major
advantage is efficiency of processing.  The entire batch can be saved and
processed at the same time, usually during off-peak hours, such as
evenings and weekends, when processing rates may be lower.  This can be
very efficient for many requirements, especially bulky, periodic or
repetitive reports, such as monthly and quarterly reports, payrolls or
detailed personnel records.

(Topic continued on next page)

Example of Non-
FIP Services

Teleprocessing

 FIRMR 201-21.403

Local Batch
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7.2  Identifying FIP Services (continued)

On the other hand, a disadvantage of local batch processing is the time
sensitivity.  The completed processed information is accurate only
immediately after processing.  The information it provides is not updated
again until the next batch processing, which may be in days, weeks or
months, so this service is usually not suitable where very frequent updates
are essential.

Electronic mail  is a third type of FIP service which you might acquire,
This is a widely used system for storing and sending messages from one
person to another by computer.  One user types in a text message on a
computer and addresses it to one or more recipients.  The message is
stored and forwarded to the addressee(s), and will remain stored for recall
until deleted.  E mail is available as one of the FTS2000 services and also
provides capabilities for electronic bulletin boards, computer
conferencing, electronic forms generation, and applications processing.  E
mail is also available to meet National Security and Emergency
Preparedness Service (NSEP) requirements.   FIRMR Bulletin C-20
provides further details on NSEP.

Voice mail is a  fourth FIP service which you may encounter in an
acquisition.  Voice mail allows a caller on any telephone to record a brief
voice message which will be stored and available to the addressee until the
addressee deletes the message.  Voice mail is very popular for brief
messages and very easy to use.  This service is also available under the
FTS2000 contract to meet NSEP requirements.  (See FIRMR Bulletin C-
20.)

A fifth type of FIP service which you may acquire is Centrex.  Centrex or
central exchange services provide access to the telecommunications
system through a central exchange, usually located off the Government
premises, and also serving other customers.  Access to a centrex is usually
adequate to meet most of the telecommunications requirements for many
small Government offices.

The alternative to the centrex is the PBX (private branch exchange) which
is more appropriate for very large users who generate a great deal of
telecommunications traffic.  In this case, the exchange and switching
equipment may even be located on the Government's property, such as in a
Government office complex.

(Topic continued on next page)
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7.2  Identifying FIP Services (continued)

Usually, the decision to request a PBX system, rather than Centrex
services, is based on analysis of cost and technical factors such as space
required, number of circuits, and functions required.  These technical
analyses are done by program and technical personnel and included in the
requirements analysis and do not normally concern you directly.

A sixth type of FIP service which you may be asked to acquire is cellular
telephone service.  Cellular service allows a caller with a portable cellular
telephone within almost any metropolitan location to call almost any other
telephone in the world.  The major technical requirement is that the
original caller's telephone and the receiving telephone be within the range
served by a cellular telephone relay system.  This now applies in nearly all
urban areas in the United States and Europe and the networks are
constantly being upgraded and expanded throughout the world.  It is
theoretically possible to extend cellular phone service to any point on the
earth.  Most experts believe that it will very soon be possible to assign
each person one unique phone number that others can call to reach that
person anywhere in the world by cellular phone.

Facsimile is another example of a FIP service which you might be asked to
acquire.  Facsimile (Fax) allows the transmission of text, two dimensional
graphics or images over the system from one Fax machine to any other
Fax machine which can be reached by the telecommunications system.
Fax is especially useful for providing "hard copy" printouts of several
pages in length when there is no particular need for very high resolution,
such as pages of text, or simple diagrams and graphics in black and white.

An eighth type of FIP service which you may acquire is packet switching
of data.  Packet switching of data is used to break large amounts of data
down electronically into smaller "packets" which are then transmitted over
the telecommunications system, from computer to computer.  The
"packets" are then electronically "reassembled" at the destination with
little or no apparent change to the receiver.  This type of FIP service is
useful if an agency has a requirement for cost-effective transmission of
very large amounts of data among computers which may be widely
separated, and can also be used for interactive operation.  This type of FIP
service is also available under the FTS 2000 contract.

Centrex
(continued)

Cellular
Telephone

Facsimile Services

Packet Switching
of Data
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7.3  Current Issues Involving Acquisition of FIP Services

You should know that there are several issues involved in the acquisition
of FIP services.  The first issue is the current availability of these services.
You can see from the description of FIP services that they involve a
combination of hardware, software, and telecommunications that are
usually “invisible” or “transparent” to the user.  As a contract specialist,
you should be aware that these FIP services, and related services, such as
video teleconferencing, are already available through the existing
FTS2000 contracts.  You should not automatically enter into contracting
for FIP services without checking for the availability of FIP services
through existing contracts.

A second issue concerns delegation of contracting authority for FIP
services.  FIRMR 201-20.306 explains the procedures for delegation of
multiyear contracting authority for telecommunications services from the
GSA to other agencies.  FIRMR Bulletin C-5 further explains GSA's
delegation of authority to agencies.  You will see that it is possible to
obtain authority to contract for FIP services, provided that the requirement
cannot be met through an existing contract.

However, in the event that you receive a requirement for acquisition of
FIP services, you should first always consult FIRMR Bulletin A-1, to
determine if the FIRMR applies, as you should for any FIP resources
acquisition.  Then, check FIRMR Bulletin C-1 on sharing of
telecommunications resources by agencies and C-11 on sharing of data
processing capacity.  If a request for FIP services involves
telecommunications, consult FIRMR Bulletin C-18 on FTS2000 and
contact your agency’s FTS coordinator and GSA before you initiate
acquisition actions.  This approach is summarized in the following table.

Current
Availability of
FIP Services

Delegation of
Acquisition
Authority

 FIRMR 201-20.306

STEP ACTION

Step 1 Check FIRMR Bulletin A-1 to determine if the proposed
acquisition of FIP services is subject to the FIRMR.  (See
Chapter 15 for a detailed discussion of procedures.)

Step 2 Check FIRMR Bulletins C-1 and C-11 to determine if the
requirement can be met by sharing of existing resources.

Step 3 Check FIRMR Bulletin C-18 on the FTS2000 contract.
Remember that many FIP services will also involve
telecommunications and may already be available through the
existing FTS2000 contracts.

If the required FIP services are not available through the sources explained
in these references then you can proceed with acquisition.
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7.3  Current Issues Involving Acquisition of FIP Services (continued)

A third issue concerns changes in available FIP services.  You should be
aware that the area of FIP services continues to experience very rapid
advances due to changes in technology.  For example, two-way
videoteleconferencing is growing very rapidly in capability and
acceptance.  Until recently, the use of videoteleconferencing required
rooms with special acoustics and other expensive requirements.  It is now
possible to conduct two-way videoteleconferencing between ordinary
conference rooms or offices at much lower cost, with relatively short lead
times and minimum preparation.  As technology continues to advance, you
can expect that an increasing number of FIP services will be offered by
commercial sources.

Rapid Advances
in FIP Services
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SUMMARY

In this chapter, you learned to distinguish the various
types of FIP services.  In the next chapter, you will
learn to distinguish and explain the differences be-
tween FIP services and FIP support services in a
general way.
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CHAPTER 8

ACQUIRING FIP SUPPORT SERVICES

Chapter Vignette

“Well, I guess there is a lot to know about FIP services,
but I am not completely clear on FIP support services,”
said Mark.

“Remember that FIP support services are sometimes
confused with FIP services,” Marcia replied.  “FIP
support services include some fairly complex procedures
which the Government may choose to obtain from the
private sector.  FIP support services can include tasks,
such as: system design and analysis, cost benefit analysis,
specification development, benchmarking, LTDs,
evaluation criteria, maintenance services, some types of
training, and software development and integration
services.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Generalize the differences between FIP services and
FIP support services.

Individual:

8.1 Distinguish among and explain the various types
of FIP support services.

8.2 Explain types of FIP testing

8.3  Explain Personal or nonpersonal FIP support
service.

8.4 Explain FIPS PUBS and Federal Standards usage
as it is related to testing in the FIP resources
environment.

8.5 Explain the appropriate use of DIDs in a FIP
resources acquisition.



Acquiring FIP Support Services

Acquisition of FIP Resources 8–3

Chapter Overview

This chapter will describe FIP support services.  It will explain how to
identify the differences between FIP services and FIP support services.  It
will distinguish among the various categories of FIP support services,
including clerical, technical and professional FIP support services and
explain determination of personal and nonpersonal FIP support services.
It will also distinguish among the various nonpersonal FIP support
services, including labor categories for clerical, technical and professional
FIP support services.

It will also explain:

• types of testing

• use of DIDs in a FIP resource acquisition

• FIPS PUBS and Federal Standards as they apply to testing in a FIP
resources environment

Scope
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Chapter Overview

It is recommended that you have access to the following references in
order to understand the discussion of topics in this chapter:

• FIRMR 201-4.001

• FIRMR 201-20.304

• FIRMR Bulletins A-1,  B-1, C-4, and C-32

• FIPS PUBS, especially 42-1, 75, and 101

• Federal Standards

• Data Item Descriptions (DIDs) and DoD Standard 963A

• GSA’s A Guide for Acquiring System Integration Services

• GSA’s A Guide for Acquiring Software Development Services

• GSA’s A Guide for Acquiring Federal Processing Support Services

• GSA Handbook—Federal ADP and Telecommunications
Standards Index

• GSA/KEES—Use and Specifications of Remote Terminal
Emulation in ADP System Acquisition

• NIST Special Publications 500-13, 500-18 and 500-123

• FEDSIM Publication—Proceedings of the Symposium on
Benchmarking and Alternatives

• OMB Circular A-120

The major topics are:

References

Topics Covered in
this Chapter

SECTION TITLE PAGE

8.1 Types of FIP Support Services 8-5

8.2 Types of FIP Testing 8-12

8.3 Nonpersonal Services 8-16

8.4 FIPS PUBS and Federal Standards for Testing of
FIP Resources

8-23

8.5 Appropriate Use of DIDs in a FIP Resources
Acquisition

8-25
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8.1 Types FIP Support Services

You will recall that Chapter 7 (“Acquiring FIP Services”) explained the
difference between FIP Services and FIP Support Services.  Here again are
the definitions from FIRMR 201-4.001:

• FIP services are any services, OTHER than FIP support services,
performed or furnished by using FIP equipment or software.
(Examples include: local batch processing, electronic mail, voice
mail, centrex, cellular phone service, facsimile packet switching of
data, and teleprocessing/time sharing).

• FIP Support Services are any commercial NONPERSONAL
services, including FIP maintenance, used in support of FIP
equipment, software, or services.

Description of FIP
Support Services

 FIRMR 201-4.001
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8.1  Types of FIP Support Services

For the purposes of FIP resources acquisition, there are many examples of
FIP support services that you should understand.  FIRMR Bulletin A-1
mentions:

• Source Data Entry;

• Computer Output Microfilming;

• Software conversion;

• Training;

• Planning for FIP resources;

• Capability and performance validation;

• Studies (e.g., requirements analyses, analyses of alternatives and
conversion studies);

• Facilities management of Government-furnished FIP equipment;

• Custom software development;

• Systems analysis and design;

• Network management;

• Network analysis and design;

• Site preparation; and

• Computer performance evaluation and capacity management

You can see that some types of FIP support services are easy to
understand.  For example, maintenance services performed on FIP
hardware are fairly easy to understand, and similar in concept to support
services for any other type of acquisition.  FIRMR Bulletin A-1 briefly
explains several FIP support services.  Also, you should consult the GSA
guides for additional information on FIP support services.

(Note:  Because FIP maintenance services are so important, they are also
discussed separately in Chapter 9, “Acquiring Maintenance Services.”)
                                                                                                                                                      

Examples  of FIP
Support Services
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8.1  Types of FIP Support Services (continued)

Other easy-to-understand examples of FIP support services include system
design and analysis, cost benefit analysis, specification development, and
evaluation criteria development.  These are all examples of professional
FIP support services that you might require in many complex acquisitions
other than FIP resources.  You may already have experience in acquiring
these types of support services for other projects.

However, some of the other examples of FIP support services may not be
so easy to understand at first.  For example, a requiring agency might ask
your assistance in acquiring microfilming service of computer output
documents, software conversion, capability and performance validation,
special studies, or site preparation.  These are all examples of professional
FIP support services that you will rarely encounter except in a FIP
resource acquisition.

As with FIP services, FIP support services may either be acquired as part
of a large scale hardware and software “buy,” or acquired separately,
before, during, and after acquisition of FIP hardware and software.  The
remainder of this section explains each type of FIP support service, with
examples of each.

System analysis and design is an example of FIP professional support
services that you may require.  This type of FIP support service might be
requested by an agency from commercial sources either to analyze an
existing system, such as an installed computer system, or to assist in
designing a new system to be acquired.

You can see that this support service could be requested as part of the
requirements analysis for an acquisition.  There are commercial sources
which specialize in this type of FIP support service, before the system is
acquired.  Some of these sources offer system integration after the system
is acquired.  However, in most cases you cannot contract with the same
source for both functions because of possible conflicts of interest.

Examples of FIP
Support Services

System Analysis
and Design
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8.1  Types of FIP Support Services (continued)

Cost benefit analysis is also a FIP support service which may be requested
by an agency prior to a complex system acquisition, or as part of a
complex conversion study, to determine the relative benefits and costs for
different courses of action.  For example, an agency might need this
support service to support a decision on whether or not to go ahead with a
software acquisition or to modify the existing software “in house” using
Government personnel.

An agency might also ask for assistance in specification development.
This type of FIP support service might be useful in those cases where
agency technical personnel do not have enough expertise or experience in
determining which specifications should be used in a complex solicitation
for either hardware or software.  In some cases, this support service may
be requested because it is necessary to obtain the latest expertise
concerning state-of-the-art advances in the commercial sector.

Benchmarking is the construction of user tests to verify performance of a
proposed system by measuring its ability to execute a group of user
programs that are representative of the projected workload within certain
predetermined user time requirements.

For example, suppose an agency needs a sophisticated scanner and
computer system with software able to read 5,000 pages of files each day.
If an offeror claims his software has the ability to read 7,000 agency pages
per day, the agency could devise a “benchmark” test to determine whether
it really can do so.  In this case, the agency might set up a test that requires
the scanner, computer and software to read the file pages under realistic
operating conditions.

The key to benchmarking is the realism of the test.  FIRMR Bulletin C-4
(Federal ADP and Telecommunications Standards Index) provides
guidance on benchmarking.  FIPS PUBS 42-1 and 75 also explain and
provide detailed guidance on constructing and performing benchmark
tests.

Of course, as a contract specialist, you would not normally be directly
involved in benchmarking, but it might be part of the evaluation process
for source selection, which might directly concern you.  Your
responsibility might be to ensure that only Government personnel who are
technically qualified are selected for evaluating the benchmarking.

(continued on next page)
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8.1  Types of FIP Support Services (continued)

Live test demonstrations (LTDs) are another FIP support service which
may be required by an agency.  The purpose of a LTD is to select only
those tests and demonstrations which are really necessary for validation of
a system, and to do so at a low or acceptable level of risk.  Those parts or
components which are NOT tested or demonstrated may be certified by the
contractor, in lieu of time-consuming and expensive testing.

For example, suppose an agency is acquiring a large automated personnel
accounting system.  The system will use commercial-off-the-shelf (COTS)
IBM-compatible terminals, available from the GSA nonmandatory FIP
schedule.  The agency program staff determines that there is no need to
fully test the terminals, because they have been on the market and much is
known about them.  Therefore, the risk of NOT testing each terminal
individually is very low.  Instead, the agency will accept certification of
performance and design specifications from the manufacturer.

However, suppose the terminals will be connected into a one-of-a-kind
system, and use a special software.  In this simple example, the agency
may elect to use a LTD.  For the terminals, the agency may elect to accept
contractor certifications, but require certain LTDs for validation of the
terminals running the software and the connectivity to make sure that all
the components operate as a system.

Live testing demonstrations are often favored in order to save time and
money when acquiring so-called “nondevelopmental” items.
Nondevelopmental items are those previously-developed items, including
those commercially available in the market place.  The theory is that since
nondevelopmental items have already been extensively tested, there is no
need to spend Government funds on further tests, as you would on a
developmental item.  So, nondevelopmental items (including FIP
resources) can usually be acquired faster and more cheaply than
developmental items.  COTS are a subset of nondevelopmental items.

In fact. DFAR 210.002 explains that “DoD policy is to fulfill requirements
for supplies through acquisition of nondevelopmental items to the
maximum extent practicable.”

(continued on next page)
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8.1  Types of FIP Support Services (continued)

However, you should be careful because in recent years, some DoD FIP
resources acquisitions have run into problems during validation, because
some COTS components (such as computer terminals) were NOT
adequately tested for connectivity and operation as part of a system.  That
is, they worked separately as off-the-shelf or stand alone items, but when
they were linked to form a unique system, the system did not operate as
intended.

This can be crucial, because even if individual components (such as
computer terminals) have been proven in the market place, that is no
guarantee that all components will function together as a system.
Therefore, an agency may require an independent contractor to
recommend and perform LTDs, such as tests of connectivity and
implementing interfaces, to validate total system operation.

For DoD-related FIP resources acquisitions, it is recommended that you
also check the DoD 5000 Series Regulations and service-specific
regulations.  For example, AR 25-1 discusses the overall Army
Information Resources Management Program.  The DoD 5000 Series of
Regulations provides guidance on Defense Acquisition Management
Documentation and Reports.

Development of evaluation criteria is another example of a FIP support
service.  It may be required by an agency prior to the acquisition of a new
FIP resource.  In some cases, it may not be clear to agency technical
personnel just which technical criteria would be used to evaluate offers.
Outside experts can provide assistance in developing such technical
evaluation criteria, both for the evaluation of proposals and for use in final
acceptance from the winning offeror after award.

(continued on next page)
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8.1  Types of FIP Support Services (continued)

Maintenance services include examination, testing, repair, or part
replacement functions performed on FIP equipment or software.
Maintenance services can include both preventive maintenance (performed
on site) and repairs (performed on site or at the contractor’s facility).
Maintenance services can also involve extensive diagnostics and
troubleshooting, to ensure the hardware and/or software is operating
correctly.  Some diagnostics can even be done remotely, using special
software that examines signals over telephone wires, without a technician
physically visiting a facility.

Note that maintenance services are a very special example of FIP support
services.  (For more information on maintenance services, see Chapter 9,
“Acquiring Maintenance Services.”)

Another type of FIP support service that is commonly requested is
training.  An agency may request training either for:

• initial certification of Government personnel to operate new
hardware/software

or

• “refresher” training after the FIP resource has been installed for
some time

FIRMR Bulletin C-32 (Vendor provided FIP training) contains broad
guidance on training.  It provides general information on assistance
available, types of FIP training, general considerations on vendor-provided
training, and alternative sources.

A final example of FIP support services you may encounter is software
development and integration, which can be very difficult.  In those cases
where an agency wishes to develop, modify or otherwise integrate
software, it is often necessary to acquire outside professional expertise.
For example, an agency may need to modify accounting software to
agency requirements, but lacks the specific programming and software
testing expertise required.

Although this type of service can be readily “contracted out,” the agency
should understand that there will usually be a heavy requirement for
Government personnel to coordinate and test the product.

For a more detailed discussion of commercial software acquisition, see
Chapter 12.

Maintenance
Services

Training

Software
Development and
Integration
Services
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8.2 Types of FIP Testing

You have already learned about several types of FIP support services.
However, a support service not previously discussed is FIP testing.  It is
important enough to warrant a more complete discussion.

You might also require commercial FIP support services for performance
validation and testing.  During source selection, you may find that offerors
may make very impressive claims about the capability or performance of
their hardware or software.  One of the problems that you may have during
evaluation of offers will be the validation of offerors’ claims for capability
and performance.  If this occurs, you might contract for testing services to
perform capability validation, a special example of FIP support services.

FIRMR 201-4.001 states:  “Capability validation means the  technical
verification of the ability of a proposed FIP system configuration,
replacement component, or the features or functions of its software, to
satisfy functional requirements.  The intent is to ensure that the proposed
FIP resource can provide the required functions.  FIP performance
requirements are not implied or measured in the validation.  Examples of
capability validation include:

• Operational capability demonstrations (OCDs) of the functions of
the hardware, operating system, or support software

• Verification of conformance with information processing standards

• Expert examination of the technical literature supplied with the
offer

• Contacts with other users of the proposed information processing
resource

• Vendor certification of conformance with the functional
requirements”

Unfortunately, it is often not possible to determine if claims of capability
and performance are valid without some form of testing.  However,
reliable testing techniques have been developed and used for such
validation.  Also, you might require such testing prior to final acceptance
of a winning offeror’s hardware or software.  Often, the Government may
not pay for a FIP resource until it successfully completes capability
validation and acceptance testing, so you should know about the four types
of testing that may be required.

(continued on next page)
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8.2 Types of FIP Testing (continued)

Testing can be extremely complex, so it may be necessary to require a Test
Plan, Implementation Plan, Validation Plan, or Acceptance Plan as part of
the evaluation for a FIP resource source selection.  An agency might ask
for commercial sources, such as a private laboratory or testing company,
to help write the test plan, carry out the tests under Government monitors,
or to conduct acceptance testing on hardware or software delivered by
another contractor.  Commercial testing might be required as part of a
complex system acquisition.

You should include the test plan or validation plan as part of the source
selection plan and also in the solicitation.  This will inform all offerors
about the tests and standards that the successful offeror must achieve.

NOTE:  DoD utilizes Test and Evaluation Master Plan (TEMP).

There are four types of tests or techniques generally used for testing and
validation of vendor claims for a FIP resource.  All four of these types of
tests can be considered to be part of benchmarking.  At least one of these
four types of tests is generally used for benchmarking and as part of the
performance validation for source selection.  You should ask the technical
personnel to recommend the appropriate type for incorporation into the
test plan.  The type of testing selected will depend largely on the risks and
the nature of the acquisition.

The four types of testing are:

• live testing

• operation and demonstrations

• analytic modeling

• hybrid methods

(continued on next page)
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8.2 Types of FIP Testing (continued)

Live testing usually does not require that the software or hardware be
tested on all aspects of performance and capabilities.  Instead, Government
technical personnel will select only certain aspects of capability and
performance for testing.

For example, suppose that one requirement for a high speed printer is to
operate continuously for 120 hours without shutdown for maintenance.
Instead of actually operating the printer for 120 continuous hours, the test
plan may specify limited testing for 24 continuous hours and acceptance of
a warranty certificate from the manufacturer that the printer meets or
exceeds the 120 hour requirement.  This can greatly reduce the cost of
testing.

Indeed, if the manufacturer is willing to certify meeting certain
performance or capability requirements, this can greatly reduce the need
and cost of testing, but at increased risk.

A second type of testing is the demonstration, or operations and
demonstrations test.  In a demonstration, contractor personnel demonstrate
to Government experts that the FIP hardware and/or software performs as
stated and meets capability and performance requirements.  This type of
testing is often done at the contractor’s facility.  Of course, the contractor
will use highly qualified personnel to conduct this type of demonstration.

One variation of this is to test the hardware or software, but using
Government personnel who are typical of those who will eventually
operate the hardware or software.  This can be done either at the
contractor’s facility or at a Government facility.  Using Government
personnel is more difficult, expensive and time-consuming, but has the
advantage of determining whether Government personnel may later have
problems operating the hardware or software.

Live Testing

Operation and
Demonstrations
Testing
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8.2 Types of FIP Testing (continued)

Analytic modeling is a special type of testing which uses a mathematical
model of the system to represent the actual components and actions.  The
analytic model mimics the difficulty, speed, and other requirements that
will be imposed on the “real world” FIP resource and predicts whether the
real FIP resource will meet the requirements.

For example, suppose an agency has a performance requirement to scan
5,000 pages per day.  An analytic model may mimic the rate of input, total
daily traffic and rate of output for a computer system and predict that the
“real world” system will (or will not) meet the requirements for speed.

The analytic modeling may be done with pencil and paper statistical
equations, or use very sophisticated software.  One advantage of analytic
modeling is that you can use it to see what would happen if you
“overload” one part of a system.  This might be too difficult or expensive
to do with a real world system.

On the other hand, a disadvantage of analytic modeling is that it requires a
high level of expertise to perform.

In some cases, no one type of testing may be suitable for a specific
acquisition.  When this happens, it may be advisable to use hybrid
methods, a combination of different types of testing.  For example, if there
is a great concern and high risk involving the central processing unit
(CPU) of a computer system, then the CPU might be tested under very
stringent operational testing.  On the other hand, if the printers in the
system are familiar, then they may be subjected only to a limited testing or
demonstration or the Government might even accept the contractor’s
certification of capability and performance.

In any case, the level of risk and cost of testing usually determine which
type(s) of testing will be used.  If the risk is higher, and cost is less
important, then more stringent types of testing will be used.  If the risk is
somewhat lower, and cost of testing is a more important factor, then the
Government will more likely accept contractor demonstrations and accept
contractor performance certifications of compliance with functional
specifications.

(continued on next page)
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8.3 Nonpersonal Services

You will recall that the definition of FIP support services includes
“...commercial nonpersonal services.”

When you acquire FIP services, you are usually acquiring access to the use
of contractor-owned and operated hardware and software.  However, when
you acquire FIP support services, you are more likely acquiring contractor
labor, including personnel who may perform work at a Government
facility.

There are three broad labor categories for FIP support services that you
should understand.  In a FIP resources acquisition, you may acquire one or
all three of these categories of FIP support services.  These are
summarized in the following table.

(Topic continued on next page)

Requirements for
Nonpersonal FIP
Support Services

Labor Categories
of FIP Support
Services
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8.3 Nonpersonal Services (continued)

THREE LABOR CATEGORIES OF FIP SUPPORT SERVICES

CATEGORY EXAMPLES REMARKS

FIP Clerical Support
Services

• Source Data Entry • Requires clerical skills
such as typing and
language skills

• Often a time-and-
material contract

FIP Technical Support
Services

• Conversion of computer
software

• Microfilming computer
output

• LAN management

• Mainframe computer
Operation

• Maintenance

• Requires technical
training and experience

FIP Professional Support
Services

• Analyses, special studies
and reports

• Consulting on acquisition
planning, source
selection planning,
source selection and
contract administration

• System evaluation and
recommendations

• Quality Assurance (QA)

• Training management

• Performance and
capability validation and
testing

• Requires professional
training and extensive
experience

• May require advanced
degrees in computer
science or systems
analysis

(Topic continued on next page)

Labor Categories
of FIP Support
Services
(continued)
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8.3 Nonpersonal Services (continued)

Many times, these contractor personnel may be working on a Government
facility and there can be a problem if they begin to work under direct
Government supervision.  Remember, contractor personnel on a FIP
support services contract may provide only nonpersonal services. That
means that they must work only on defined contractual tasks, under
contractor supervisors and not be asked to perform personal services.

You may find that one of your concerns in the acquisition of FIP services
may be the difference between personal and nonpersonal FIP services.
You will recall that FAR 37.101 states that a nonpersonal service is one
“under which the personnel rendering the services are not subject, either
by the contract’s terms or by the manner of its administration, to the
supervision or control usually prevailing in relationships between the
Government and its employees.”

In other words, in a nonpersonal FIP support services contract, the contract
personnel are not usually performing under the direct supervision and
control of Government supervisors and managers.

On the other hand, in a “personal services contract” (which can only be
authorized by statute), the contractor personnel appear to perform like
Government employees.  That is, they are under the direct supervision and
control of Government supervisors.  This level of supervision is
sometimes necessary to protect the Government’s interests.  For example,
if the contractor personnel will be performing a task that must be certified
by a Government officer, then close and continuous supervision may be
necessary.

(Topic continued on next page)

Labor Categories
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8.3 Nonpersonal Services (continued)

Remember, if you receive a requirement for acquisition of FIP support
services, you will have to determine whether the requirement is for
personal or for nonpersonal services.  FAR 37.104 explains the guidelines
that you should follow.  Basically, there is a four step procedure you
should follow.

Step 1 - Check
FIRMR Bulletin A-1

Step 2 - Check
Definitions and 

Guidelines

Step 3 - Consult
Legal Counsel

Step 4 -Document
the Results

If you receive a request for FIP support services, the first step is to check
FIRMR Bulletin A-1 to determine the applicability of the FIRMR to the
acquisition.  You will recall that Chapter 15 presents a detailed discussion
on the use of FIRMR Bulletin A-1.  Whether or not the FIRMR applies, go
on to Step 2 to determine if the requested services are personal or
nonpersonal.

(continued on next page)

Difference
between Personal
and Nonpersonal
FIP Support
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8.3 Nonpersonal Services (continued)

The second step is to check the definitions of personal and nonpersonal
services in FAR 37.101 (definitions) and 37.104 (contracting officer
responsibilities).  Check the requested FIP support services against the
definitions and guidelines.

Remember, the key difference between personal and nonpersonal services
is the employer-employee relationship between the Government and the
contractor personnel.  The following decision table may help you make the
determination.

If... Then... Otherwise...

• The contractor’s

personnel will be directly

supervised and managed

in a relatively continuous

manner that makes them

appear to be, in effect,

Government employees...

AND/OR

• Contractor performance

will be on a Government

site...

AND/OR

• Principal tools and

equipment will be

furnished by the

Government...

AND/OR

• The services are applied

directly to the agency’s

main mission...

AND/OR

• Comparable services are

performed using Civil

Service personnel...

AND/OR

• The need for this FIP

support service can last

beyond one year...

The request is probably for

a personal services

contract.

The request is probably for

a nonpersonal services

contract.

(continued on next page)
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8.3 Nonpersonal Services (continued)

If you are unable to determine whether the required FIP support services
might be personal, ask the contracting officer, or refer the matter to legal
counsel, if necessary.

Finally, once you have made a determination that the FIP support services
will be nonpersonal in nature, document the results in case a question
arises later.  If you determine that the FIP support services will be personal
in nature, explain to the requiring agency that is not permitted unless
authorized by statute and that they must revise the technical requirements
to comply with the provisions of a nonpersonal contract.

Step 3
Consult Legal
Counsel

Step 4
Document the
Results
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8.3 Nonpersonal Services (continued)

Ask the following questions to determine if the required services are or are
not personal in nature.

1. Why cannot Government personnel be used to perform the required
services?  Explain.

2. Are the services continuing, short term or intermittent?  Explain

3. To what extent do the services represent a discharge of functions
which require the exercise of personal judgment and discretion on
behalf of the Government?

4. Does the Government specify the qualifications of, or reserve the
right to approve individual contractor employees?  If yes, explain.

5. Does the Government reserve the right to assign tasks and/or prepare
work schedules for contractor employees?  If yes, explain.

6. Is the contractor undertaking a specific task that is definable at the
inception of the contract, or at some given point in time, or is the
work defined on a day-to-day basis?

7. Will payment be for end results accomplished or according to time
worked?  If according to time worked, are there milestones which
must be reached before payment is authorized?

8. To what extent is the Government to furnish office space, facilities,
equipment and/or the supplies necessary for contract performance?

9. Are the services clearly defined in terms of an end product or final
results to be achieved?  If yes, explain.

10. Can the contractor employees be used interchangeably with Govern-
ment personnel to perform the same functions?  If yes, explain.

11. Are the contractor employees in any way integrated into the
Government’s organizational structure?  If yes, explain.

Determining
Personal Services
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8.4  FIPS PUBS and Federal Standards for Testing of FIP Resources

The development of valid tests for the test plan or acceptance can be very
demanding.  Of course, these tests are developed by highly-qualified
technical personnel.  These personnel may be Government employees
from the program office, or you may be required to obtain expert
assistance from commercial sources.  In any case, you must be confident
that the technical personnel who develop the tests refer to certain
references to insure compliance with acquisition policies.  At a minimum,
you should recommend that test developers refer to the following special
references for testing of FIP resources, and they should use the FIPS
PUBS and standards in testing.

FIRMR Bulletin B-1, Electronic Records Management.  This FIRMR
bulletin does NOT specifically explain how to develop tests, but it
provides guidance on the creation, maintenance, use, and disposition of
electronic records.  This includes guidance on selection and maintenance
of electronic records storage media, and other key aspects.  Any realistic
test involving electronic records management should at least meet the
guidance in this bulletin.

GSA Handbook, Federal ADP and Telecommunications Standards
Index.  This GSA handbook provides guidance on ADP and
telecommunications standards for FIP resources.  This includes national
(U.S.) and international standards which may be used in solicitations and
can be very useful in writing a test plan.  Note that this index is now
available in both paper and CD-ROM versions from:

Superintendent of Documents
U. S. Government Printing Office
Washington, DC 20402
(202) or FTS 783-3238

FIRMR Bulletin C-4, Performance and Capability Validation of FIP
Systems.  This is the basic reference for anyone developing tests for
capability and performance validation.  It provides guidance on selecting
and using performance and capability validation techniques in acquiring
FIP systems.

FIRMR 201-20.304, Capability and Performance Validations.

(Topic continued on next page)

Special
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8.4  FIPS PUBS and Federal Standards for Testing of FIP Resources (continued)

FIPS PUB 75, Guidelines on Constructing Benchmarks for ADP System
Acquisition.

GSA/KEES, Use and Specifications of Remote Terminal Emulation in
ADP System Acquisition.

FIPS PUB 101, Guidelines for Lifecycle Validation, Verification, and
Testing Computer Software.

NIST Special Publication 500-113, Assessment of Techniques for
Evaluating Computer Systems for Federal Agency Procurements.

NIST Special Publication 500-118, A Guide to Performance Evaluation
of Database Systems.

NIST Special Publication 500-123, Guide on Information Workload
Forecasting.

FEDSIM Publication, Proceedings of the Symposium on Benchmarking
and Alternatives.

Of course, it is not likely that test developers will need every one of these
special references for every test to be developed.  Nevertheless, you
should encourage the use of these special references.

In addition, if technical personnel require assistance or more information,
tell them to contact:

General Services Administration
Office of Technical Assistance (OTA)
5203 Leesburg Pike
Falls Church, VA 22041
(703) or FTS 756-4100

Special
References for
Developing Tests
(continued)

Information and
Assistance from
GSA
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8.5  Appropriate Use of DIDs in a FIP Resource Acquisition

DoD Standard 963A, Preparation of Data Item Descriptions (DIDs)
explains DIDs.  A DID (DD Form 1664) is a completed form that defines
the data required of a contractor.  The form specifically defines the data
content, preparation instructions, format, and intended use.

DIDs are available for virtually every type of data that might be required
of an offeror or contractor in an acquisition.  For example, there are DIDs
which govern operator’s manuals, maintenance manuals, computer
software data code, and many other types of data or documentation that
might be required from a contractor, such as a “Final Test Report.”

The DoD agencies have extensive experience in using DIDs in
solicitations.  The advantage of using DIDs in a solicitation is that they
have stood the test of time and proven very useful in providing very
specific instructions to offerors.  The use of DIDs can thus help both the
Government and the offerors to reduce misunderstandings of data
requirements in a complex FIP support services acquisition.

Although they are widely used within DoD, you can also cite DIDs for
civilian agency acquisitions, if they are appropriate.  For example, if a
solicitation will require testing and delivery of certain documentation and
data, it might be appropriate for you to require compliance with one or
more DIDs.

The key is to make sure that the use of DIDs is really appropriate.  This
requires that you check applicable DIDs to see if the existing DIDs are
appropriate and can be used “as is” or with slight changes, instead of
writing new guidelines from scratch for the contractor to follow.

NOTE:  Contract Data Requirements Lists (CDRL) are usually used with
DIDs (DD Form 1423).  FIP PUBS and Standards are usually listed on the
CDRLS.

For example, suppose the acquisition was for a highly complex software to
be developed solely for Government purposes.  In this case, you might
contract to a commercial source to develop the evaluation criteria and you
might use a DID to check human factors engineering criteria.

An example of such a DID is on the next page.

(Topic continued on next page)
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Example of DID

DATA ITEM DESCRIPTION Form Approved
OMB No. 0704-0188

2   TITLE

HUMAN ENGINEERING TEST PLAN

1   IDENTIFICATION NUMBER

DI-HFAC-8XXXI

3   DESCRIPTION / PURPOSE

3.1  This plan details the proposed testing to demonstrate that the personnel-equipment/software combination can
accomplish the intended operation and maintenance functions in accordance with system specification.  This plan
serves as the principal means of planning for validation of human performance requirements, accuracy of personnel
criteria, adequacy of training, and acceptability of design of the personnel-equipment/software interface.
4   APPROVAL DATE

(YYMMDD)

880701

5   OFFICE OF PRIMARY RESPONSIBILITY (OPR)

MI

6a  DTIC APPLICABLE  6b GIDEP APPLICABLE

7   APPLICATION/INTERRELATIONSHIP

7.1  This DID contains the format and content preparation instructions for the Human Engineering Test Plan (HETP)
resulting from the work task described by 3.2.3.1 of MIL-H-46855B.

7.2  This DID is applicable to the acquisition of military systems, equipment, and facilities.

7.3  It is not intended that all the requirements contained herein should be applied to every program or program phase.
Portions of this DID are subject to deletion tailoring depending upon the program phase in which it is applied in the
solicitation/contract.
8   APPROVAL LIMITATION 9a   APPLICABLE FORMS 9b   AMSC NUMBER

A3058

10   PREPARATION INSTRUCTIONS

10.1  General.  The Human Engineering Test Plan (HETP) shall document in detail the contractor’s plan for
gathering and analyzing data to show that the system, when fielded, will satisfy four criteria:

a.  All human performance requirements for operations and maintenance can be performed to an acceptable
level or standard under conditions of expected use;

b.  The human performance requirements for operations and maintenance can be performed reliably by
personnel reasonably representative of the military personnel who will ultimately perform them;

c.  Both the cost (in terms of all resources required) and some measure (based on human performance time
and error data) of prospective effectiveness of the contractor’s training program for operations and maintenance are
known; and

d.  The design of system hardware and software facilitates efficient, safe, and accurate human performance.

10.2  Content requirements.

10.2.1  Introductory information.  Introductory information shall include the following:
a.  Title descriptive of each test to be conducted.
b.  Identification of equipment (or concept) being tested.

11   DISTRIBUTION STATEMENT

DISTRIBUTION STATEMENT A:  Approved for public release; distribution is unlimited.

DD Form 1664, JUN 86 Previous editions are obsolete. PAGE   1   OF   4   PAGES



Acquiring FIP Support Services

Acquisition of FIP Resources 8–27

Example of DID (continued)

DOD-STD-963A
DI-HFAC-8XXX1

Block 7, Application/Interrelationship (Continued)

7.4  This DID is related to DI-HFAC-8XXX2, Human Engineering Program Plan, DI-HFAC-8XXX3, Critical Task
Analysis Report, and DI-HFAC-8XXX4, Human Engineering Test Report.

7.5  This DID supersedes DI-H-7053.

Block 10, Preparation Instructions (Continued)

c.  Statement of the task groups (or portions thereof) being reported.
d.  Purpose of tests.
e.  Objective(s) of tests (if different from subparagraph d. above).

10.2.2  Test design.  Identification of test conditions, performance measures, sample sizes, and sequence of test
events.

10.2.3  Test methods and controls.  Description of procedures to be followed in conducting each test.  Explanation of
how environmental variables and other factors which could affect the performance measures will be controlled or
described, including where relevant:

a.  Noise.
b.  Illumination level.
c.  Shock and vibration.
d.  Air temperature and humidity.
e.  Ventilation.
f.  Exposure to toxic or hazardous substances.

10.2.4  Test participants.  General description of the personnel population from which test participants will be
selected.  Identification and justification of test participant selection criteria.  Identification of methods by which
data describing actual test participants will be gathered, including, where relevant:

a.  Age.
b.  Weight.
c.  Sex.
d.  Body dimensions relevant to performance tasks.
e.  Visual acuity.
f.  Hearing level.
g.  Existence of physical disabilities.
h.  Educational and work experience.
i.   Prior experience relevant to performance tasks.

Page 2 of 4 Pages
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SUMMARY

In this chapter, you learned to distinguish between
and explain with examples the various types of FIP
support services.  In the next chapter, you will learn
to identify and explain the special characteristics
affecting maintenance services, including equipment,
software, and telecommunications.
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CHAPTER 9

ACQUIRING FIP MAINTENANCE SERVICES

Chapter Vignette

“Okay,” said Mark, “I understand that FIP support
services are a part of all FIP services.  However, I have
some questions about maintenance services.  It seems to
me that they are among the most common of the FIP
support services, because the Government cannot keep
training its own maintenance personnel every time it
buys a new computer or other type of FIP hardware,
software, or telecommunications.”

“You are right,” said Marcia.  “Maintenance services
are a special case among the FIP support services.  FIP
maintenance has certain special characteristics, certain
methods for acquisition, and certain payment methods.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Generalize the special characteristics affecting
maintenance services, including equipment, software,
and telecommunications.

Individual:

9.1 Explain that FIP maintenance services are a
subset of FIP support services.

9.2 Explain the categories of FIP Maintenance
Services

9.3 Identify types of maintenance services.

9.4 Explain the sources for obtaining FIP
Maintenance Services

9.5 Explain methods for obtaining maintenance
services.

9.6 Generalize special characteristics affecting
maintenance services.

9.7 Explain payment methods for maintenance
services.
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Chapter Overview

This chapter discusses the special characteristics of FIP maintenance
services.  It will explain that maintenance services are a subset of support
services, the categories of FIP maintenance services, types of FIP
maintenance services, sources and methods for obtaining maintenance
services, and payment methods for maintenance services.

As a contract specialist, you are not expected to be an expert in FIP
resource maintenance, however, you should ensure that:

1. The requiring activity or program office has at least considered
maintenance requirements and costs across the expected system
life cycle, to include consideration of any special factors;

2. Maintenance requirements are described functionally in the
requirements analysis; and

3. A tracking system is established in the contract administration
phase, with key persons designated to maintain records, contact the
maintenance contractors and monitor performance.

Finally, you are reminded that the GSA also provides assistance on FIP
resource maintenance matters.  GSA’s Office of Technical Assistance
(OTA) can be reached by calling FTS 756-4100, or (703) 756-4100.

This chapter includes the following topics:

Scope

Topics in This
Chapter

SECTION TITLE PAGE

9.1 FIP Maintenance Services As a Subset of FIP
Support Services

9-5

9.2 Categories of FIP Maintenance Services 9-7

9.3 Types of FIP Maintenance Services 9-12

9.4 Sources for Obtaining FIP Maintenance Services 9-15

9.5 Methods for Obtaining FIP Maintenance Services 9-18

9.6 Special Characteristics for FIP Maintenance
Services

9-21

9.7 Payment Methods for FIP Maintenance Services 9-26

(continued on next page)
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Chapter Overview (continued)

In order to understand the topics in this chapter, it is recommended that
you have the following references on hand:

• FIRMR 201-4.001, Definitions and Acronyms

• FIRMR Bulletin A-1, Applicability

• FIRMR Bulletin C-27, Reuse of Outdated FIP Equipment

• the GSA Guidebook (“A Guide for Acquiring Maintenance
Services”).

References
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9.1  FIP Maintenance Services As a Subset of FIP Support Services

This chapter discusses the topic of acquiring FIP maintenance services,
particularly for hardware, but also for software.  You may recall that
FIRMR 201-4.001 defined FIP maintenance as “those examination,
testing, repair, or part replacement functions performed on FIP equipment
or software.”

You can think of FIP maintenance services as a subset of FIP support
services.  That means that FIP maintenance services are a part of the
overall FIP support services.  In fact, you may recall that the definition of
FIP support services “means any commercial nonpersonal services,
including FIP maintenance, used in support of FIP equipment, software, or
services” (FIRMR 201-4.001).

Many large scale FIP resource acquisitions include the acquisition of
maintenance services, often over the life cycle of the equipment.
Maintenance services may also be acquired separately.  Maintenance
services may be acquired from the original equipment manufacturer
(OEM) or from third party vendors who specialize in such services.

Consequently, you may require maintenance services either as part of the
original acquisition or as a separate requirement years after the acquisition
and installation of FIP resources.

FIRMR Bulletin A-1 provides the following examples of FIP
maintenance: preventive and remedial equipment diagnostic and repair
services, a field engineering change or field modification to FIP
equipment, and modifications to FIP software.”

However, you should understand that not all maintenance of computer
equipment is necessarily FIP maintenance.  For example, if a FIP
equipment item, such as a computer is “embedded” in another item of
equipment, then the repair is not considered FIP maintenance.  For
example, repair of a small computer embedded in a “smart” elevator
system is NOT FIP maintenance.

However you acquire maintenance services, they represent a special aspect
of FIP resource acquisition, with special considerations to be observed if
the acquisition is to be successful.

Introduction

 FIRMR 201-4.001

Examples of FIP
Maintenance

Examples of Non-
FIP Maintenance
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9.1  FIP Maintenance Services As a Subset of FIP Support Services (continued)

Maintenance services include several specific categories which you should
understand.  Two categories or levels of maintenance services, usually
associated with FIP hardware are:

• Preventive Maintenance.  Regularly scheduled activities to keep
hardware in good operating order (e.g., cleaning parts, removing
dust, replacing worn parts).

• Remedial Maintenance.  Determining why equipment is
malfunctioning (troubleshooting and diagnostics) and repairing it,
including replacement of broken parts.

Note that preventive maintenance (PM) services are performed BEFORE a
breakdown occurs, and remedial maintenance services are performed
AFTER a breakdown occurs.

EITHER type of maintenance services may be performed “in-house” or
acquired from vendors.  However, preventive maintenance is sometimes
performed by Government personnel, such as those persons who operate
the FIP equipment, while remedial maintenance requires more special
training and is usually “contracted out.”

In some cases, a maintenance service, such as testing of hardware or
software may be “invisible” to the agency.  For example, “diagnostics and
testing” is now frequently done in a “remote” mode over telephone lines
where a contractor’s computer with diagnostic software “listens” to
another computer and determines whether there is a defect requiring
maintenance.  Some new software now diagnoses hardware or other
software and alerts the operator or maintenance contractor when
maintenance is needed.  Some software can even provide a “bypass” or
“detour” to permit continued system operation until the maintenance
problem is eliminated.

Categories of
Maintenance
Services
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9.2  Categories of FIP Maintenance Services

You have already learned that FIP maintenance is, broadly speaking, a
subset of the overall FIP support services (see Chapter 8, “Acquiring FIP
Support Services”).

You have already seen that there are two broad categories or levels of FIP
services, Preventive and Remedial.  Each of these types has certain special
characteristics.

Preventive maintenance (PM) is maintenance services applied during and
between operations to keep the hardware or software operating properly.
Often, preventive maintenance is scheduled to be performed after so many
hours, days, weeks, or months of operation.  In fact, preventive
maintenance is sometimes referred to as “scheduled maintenance.”

A major goal of preventive maintenance is to prevent or postpone the need
for more expensive remedial maintenance services.

Note that preventive maintenance is performed whether or not there has
been a complaint or breakdown.  Examples of preventive maintenance
include tasks such as cleaning, lubricating, testing and calibration.
Preventive maintenance can usually be delayed or scheduled around
periods of operation.

The requiring activity or program office should determine the need for FIP
maintenance early on in the requirements analysis.  Unfortunately, the
requiring activity may overlook realistic FIP maintenance requirements
and costs over the system life cycle.  As FIP resources age, they typically
require more maintenance for both hardware and software.  Such
maintenance costs can become unacceptably high near the end of the
system life cycle.

You should therefore be ready to ask technical and program personnel
which FIP maintenance services will be required and whether projected
maintenance requirements and costs are realistic.

(continued on next page)

FIP Maintenance
Services
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Special
Characteristics of
Preventive
Maintenance
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9.2  Categories of FIP Maintenance Services (continued)

As with hardware or software, the requiring activity should describe the
FIP maintenance requirements functionally.  If there is a particular reason
to ask for a maintenance contractor by name (such as a sole source) this
must be fully justified and approved.

One major goal of preventive maintenance is to prevent more costly
remedial maintenance later on.  For this reason, vendors may offer a
“preventive maintenance contract” or warranty package which includes
periodic preventive maintenance.  Although PM can be useful in
prolonging equipment life and minimizing repairs, it does not always
make good sense.  For example, some items of equipment are not meant to
be opened for maintenance by the user.  If you try to perform PM on such
items, you can actually end up damaging the item, rather than maintaining
it.  The following decision table shows when it may NOT be cost-effective
to require PM in a FIP resource maintenance contract.

If... Then...

• the equipment was designed as “throw-away”
• the item is slated for replacement and has no

useful purpose at the end of current use
• the item has a high failure rate and it is no

longer feasible to continue it in operation
• the item costs less than $500

• preventive maintenance is NOT
cost effective and should NOT be
included in the maintenance
contract

FIRMR Bulletin C-27 warns that if an increasingly higher portion of the
overall operating costs is being applied toward the maintenance of FIP
equipment, it may be a sign that the FIP equipment may be becoming
obsolete and it should be replaced.

Describe FIP
Maintenance
Requirements
Functionally

When Not to
Require PM

High Maintenance
Costs and
Obsolescence



Acquiring FIP Maintenance Services

Acquisition of FIP Resources 9–9

9.2  Categories of FIP Maintenance Services (continued)

Remedial maintenance is sometimes also referred to as “unscheduled”
maintenance services and include all actions taken to restore the FIP
equipment to proper operating condition.  Usually, remedial maintenance
services are more serious and complex and require more time, and are
usually much more expensive, because they cause an operation to slow
down or shut down.  In extreme cases, the equipment cannot be repaired
on site and must be removed and shipped to the manufacturer for complex
repairs.

Examples of remedial maintenance include removal and replacement of
parts (such as computer chips or mother boards), diagnostics and
troubleshooting, and repair of damaged components.  Remedial
maintenance is often of an emergency nature and may disrupt the agency’s
mission and operations.  Normally, parts replaced under remedial
maintenance becomes property of the contractor.  The contractor then
“refurbishes” or “rebuilds” these parts for later use.  This procedure can
help control costs for the Government.

If remedial maintenance is delayed for more than a few days, there may be
severe damages in lost time and lost productivity.  You can imagine an
office where a LAN or mainframe computer breaks down.  Literally
hundreds of people may be unable to do their work until it is repaired.  For
this reason, maintenance contracts usually include one or more special
clauses as an incentive to the contractor to perform the repairs quickly.
These clauses relate to the calculation and deduction for downtime credits.

For example, a breakdown in a FIP resource can be especially serious
during peak business hours.  For this reason, an agency or program office
may be willing to pay more for a quick maintenance response by a
contractor.  Remember the shorter the response time, the higher the cost
for maintenance.

The agency or program office should not offer special payments or
incentives for contractor performance of routine, or scheduled
maintenance (such as preventive maintenance) that can be scheduled
around the normal business hours.

(continued on next page)
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9.2  Categories of FIP Maintenance Services (continued)

There are several terms one must understand in order to obtain the most
economical maintenance for your customer.  These terms are described
below.

There are two periods of time for maintenance:

• Principal Period of Maintenance (PPM) —defined as normal
business hours worked by the specific operation (e.g., 8 A.M. to 5
P.M.) plus one hour for lunch, or hours required for the specific
operation.

• Other Than Principal Period of Maintenance (OPPM)—
defined as any other than PPM.  This type of maintenance
normally costs more.

In addition, there are also some differences in how “time” is defined.

• Repair Time- is the actual time required to repair a FIP resource
from the time that repair actually begins until the resource is
returned to service.

• Response  Time- is the period of time in which a maintenance
contractor must respond to an agency’s call for service.  The time
allowed is specified in the contract.  The shorter the response time
normally results in greater cost.

• Down  Time- is the period of time during which a FIP resource is
not available due to malfunction, maintenance, or other causes.
This can include repair time.

(continued on next page)
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9.2  Categories of  FIP Maintenance Services (continued)

In addition to the regular functions associated with remedial maintenance,
contractors may offer additional associated services.  These may include
configuration management, inventory control, maintenance training,
installation and movement, hot line/help desk, and other related services,
such as media maintenance.  A requiring agency may have a need for one
or more of these maintenance services.

• Configuration management includes configuring, and providing
advice on, the configuration and layout of FIP systems.  This is not
solely a maintenance service, but does include maintenance
considerations.  Sometimes, the addition of a new component, such
as an incompatible file server, can create operations and
maintenance problems.  Configuration management can reduce or
eliminate these kinds of problems, ensure compatibility and reduce
future maintenance costs.

• Inventory control can include keeping track of all elements of large
systems, including special repair parts (such as chip “boards”) by
serial number, as to status and location.  This is usually done with
automated data bases.

• Maintenance training is often provided when Government
personnel are required to provide maintenance of equipment for
security or other reasons when maintenance contractors may not be
available.

• Installation and movement is a special maintenance task which is
offered by some maintenance contractors.  Some even specialize in
the area of computer relocation and reinstallation.  This type of
maintenance service can be done on week ends or after hours to
minimize down time or interruption of the agency’s mission.

• Hot lines and help desks are commonly provided by large
maintenance contractors, including OEMs, to give assistance to
customers over an 800 number or other reserved line.  In some
cases, this service is available 24 hours per day, seven days a week,
year round.

Additional
Maintenance
Functions
Performed by
Contractors
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9.3  Types of FIP Maintenance Services

Regardless of the category of FIP maintenance you obtain, there are some
options (types), you should keep in mind when obtaining FIP maintenance
services.  These can make a great deal of difference in the effective
performance of the hardware (equipment) and software during the entire
life cycle of the FIP resources.  These include:

• “swapping” units or boards

• refurbishment

• repair and return

Because remedial maintenance services can be so disruptive, many
maintenance contracts include a provision for the contractor to swap items,
or provide substitute equipment during the time that the original
equipment is under repair.  This allows the using agency to continue with
the original work with a minimum of downtime.

A substitute equipment clause can work well when there are many items
of the same type of equipment, such as identical computer terminals in a
large agency.  The contractor can stock extra replacement terminals and
quickly unplug and remove a defective terminal for repair and replace the
defective terminal in minutes.

However, substitute equipment clauses are not as useful when there are
only a few items of equipment, such as a one-of-a-kind main frame
computer.  In such a case, it is not reasonable to expect that the vendor
will keep an entire large computer on hand and remove the defective
computer for repair.  Swapping of some units can be expensive.  However,
the contractor may quickly remove and replace key modules.  For larger
computers, it is usually more economical to “swap boards” and replace
only the malfunctioning part.

Fortunately most large computers, such as mainframes, are now
increasingly designed for ease of maintenance.  This includes modular
design so that a failed or broken component can be quickly replaced on
site while the broken component is removed and returned to a factor
maintenance shop for repair.  Boards for immediate replacement are often
kept on-site at some Government main frame facilities.

This system of repair may also be used for some components such as large
disk drives, printers, and scanners.

(Topic continued on next page)
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9.3  Types of FIP Maintenance Services (continued)

Remember, the use of a substitute equipment clause is not automatic.  The
requiring agency should request this type of clause only when there is a
real need, not just for convenience.  Also, the offeror will have to include
into the cost proposal structure the added price of maintaining spare or
extra components to substitute for those that are down for maintenance.

Also, the use of a substitute equipment clause is useful only when the
equipment exists in the market place in sufficient quantity to make this
practice feasible.  For example, it is feasible to ask for substitute
equipment for smaller computers and components like disc drives.  There
are many of these available, and they can be easily transported and quickly
replaced.

A second option for maintenance service that you should understand is
refurbishment.  Refurbishment is the complete repair, renewal and
updating of equipment.  Originally, this could only be done at the OEM’s
factory or production facility.  However, with the advent of new modular
design, it is increasingly possible to do much refurbishment on site at the
customer’s facility.

During refurbishment, all components that are known or suspected of
approaching the end of their useful life-cycle, such as selected computer
boards, are replaced with new components.  New upgraded chips and
boards, such as accelerator boards, to speed up computer operations, can
also be added at the same time.  This can extend the useful life of the
equipment and prevent some future malfunctions.

Many manufacturers now design expandability into their products to
encourage the customer to buy upgrades and occasional refurbishment.

Of course, refurbishment is not recommended unless you intend to retain
the equipment for a longer period of time.  It is also not recommended for
equipment that is obsolete.  For this reason, refurbishment is usually not
recommended for FIP equipment which is of lower cost and quickly
becomes obsolete.  However, it may be useful for larger items, such as
main frame computer systems.  Before deciding on whether to refurbish a
system, a requirements analysis and cost benefits analysis may be
necessary.  Refurbishment has its limits.  A computer or system that is
refurbished may still not be equal to a newer model.

(continued on next page)
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9.3  Types of FIP Maintenance Services (continued)

A third option for maintenance service you should keep in mind is repair
and return.  Repair and return is very common in maintenance contracts
and normally requires the contractor to pick up the damaged item, remove
it, repair it at the contractor facility (or a work space provided by the
Government) and return it.

Note that this is not necessarily the same as substitute equipment.  In this
case, there may no substitute for the defective item.  The agency must “do
without” until the item is repaired and returned.

Repair and return is suitable for standalone desktop computers, printers,
and other devices which are numerous and can be spared from the agency
office without harming the mission.  Often there is no time limit or credit
for down time and the contractor may keep the damaged item for weeks
awaiting parts.

Repair and return without downtime credits is not suitable for critical FIP
resources,.

Repair and Return
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9.4  Sources for Obtaining FIP Maintenance Services

Another special characteristic about FIP maintenance services is the
sources from which these services are obtained.  You should know the
major methods for obtaining such maintenance services, including OEMs
and third parties. This section discusses the sources of maintenance
services and the methods for obtaining these maintenance services.

The major sources of maintenance services include the original equipment
manufacturer (OEM) and third party vendors.

The original source of FIP maintenance, especially for new equipment and
software, was the original equipment manufacturer, or OEM.  Frequently,
FIP maintenance services are acquired as part of a “package deal” when
new hardware or software is obtained.  Indeed, the OEM may specify in its
warranty that all warranted items become void if anyone else performs any
maintenance services upon the hardware or software.

Originally, when large computers were introduced and leased to the
Government, the OEM was the only source for maintenance services.
This provided an environment without much competition, because the
OEM normally leased the computers to the Government and specified that
all maintenance had to be performed by OEM personnel.

The advantage of using OEM maintenance is that this is usually the most
technically qualified source to provide the maintenance services.  The
OEM often has the largest number of skilled technicians who are familiar
with the equipment.

Usually OEMs have accumulated large amounts of maintenance data to
predict usage rates, failure rates, and the expected useful life of many key
components, such as chips, cards and disk drives.  This allows the OEM to
manufacture and stock the optimum number of replacement parts.

(Topic continued on next page)
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9.4  Sources for Obtaining FIP Maintenance Services (continued)

Also, the OEM often develops proprietary software to diagnose or
troubleshoot malfunctions.  The OEM will usually not share or license this
software to competitors.  One example is remote diagnostics software
which allows the OEM to diagnose some malfunctions electronically via
modem without a technician on site.

Finally, in extreme cases, the OEM is usually the only source with the
engineering expertise to cope with unusual or rare malfunctions.

However, the primary disadvantage of OEM maintenance services in the
past has been cost.  Original equipment manufacturers have often been
more expensive, compared to third party vendors.  OEM sources have
been unable to match many of the third party vendors discounts and have
lost many maintenance contracts as a result.

A second place for you to obtain FIP maintenance services is from third
parties, usually those specializing in FIP maintenance.  There are a
number of companies which specialize in the maintenance of FIP resource
hardware.  These companies may even be employed as subcontractors by
the OEM, for long term, multiyear follow-up maintenance work, in places
such as remote sites.

There are two general types of third party vendors, “turnkey” and
“integration contractors.”  Of course, some third party vendors offer both
types of maintenance services.

• Turnkey maintenance vendors claim expertise in all types of
maintenance services, using their own personnel.

• Integration contractors serve as prime contractors, managing the
maintenance services of several maintenance subcontractors.

(continued on next page)
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9.4  Sources for Obtaining FIP Maintenance Services (continued)

The use of third party maintenance is often encouraged because it provides
competition to original equipment manufacturers.  In recent years, third
party vendors have been very successful in winning maintenance contracts
away from OEM sources.

Third party vendors of maintenance services often have lower overhead
and are specialized in maintenance, so they can often offer lower prices
and discounts.  This promotes competition.

However, there may be several disadvantages to using third party
maintenance services:

• Third party vendors may have less experience with very unusual
equipment malfunctions which require OEM engineering support.
This can be critical for some types of highly specialized
equipment, such as TEMPEST or other security devices.

• The third party vendor will not normally have a large stock of the
necessary repair parts immediately available, as will the OEM.
This can cause some unacceptable delays while they obtain parts
from the OEM.

• Third parties may not have access to proprietary software
developed by the OEM for diagnostics and troubleshooting. This
means that you may need to obtain the data rights for such
software if it is essential to the maintenance requirements.

However, you may be able to overcome the disadvantages of using third
party vendors through:

• Past Performance/Pre-Award Surveys - to determine if the third
party vendors have a proven “track record” of good performance
on similar maintenance projects, to minimize risk to the
Government; and

• Requiring submission of agreements with parts suppliers as part of
the offerors’ proposal, to ensure a timely supply of repair parts and
minimize risk to the Government.

Of course, if you are considering third party maintenance, you must first
make certain that it will not violate any terms or conditions of the OEM
warranties.
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9.5  Methods for Obtaining FIP Maintenance Services

There are several methods available for obtaining maintenance.  Each has
certain advantages and disadvantages.  The method(s) that you select for
obtaining maintenance will depend on those requirements stated by the
requiring agency.  However, you must be prepared to explain to the
agency the relative costs and benefits associated with each method.

The methods for obtaining maintenance for hardware are:

• On-site.  The contractor will be required to maintain one or more
maintenance technicians on site to respond immediately to
maintenance requests.  The advantage is quick response.  The
disadvantage is higher cost.  In extreme cases, where an agency
operates 24 hours per day, it may require on-site maintenance
personnel around the clock.

 • On-call/Per call.  A more common, cheaper method of acquiring
maintenance services is on call/per call.  Under this method, the
maintenance contractor responds to each call.  The responding
technician usually diagnoses the problem and then either repairs
the malfunction or calls for additional assistance.  Payment may
include response time credits to encourage quick response.

• Ship-in (also called depot).  This method of maintenance is often
reserved for those types of equipment which may require detailed
disassembly or repair at the OEM’s factory.  Examples include
rewiring or repair and extensive retesting of computer boards.

(Topic continued on next page)
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9.5  Methods for Obtaining FIP Maintenance Services (continued)

• Carry-in.  This method is used when the vendor or contractor has
stores or repair shops convenient to the Government sites.  The
advantage is relatively low cost, because the contractor does not
have to charge for pick up and transportation costs.  However, one
disadvantage may be slower response time for the repair and
return.

Maintenance services for software differ somewhat from maintenance for
hardware.  That is because the software is usually proprietary in nature and
only the originator will have access to the software program code.

Even if you obtain data rights to the software, another party may not be
able to troubleshoot or diagnose problems in the software as effectively as
the manufacturer.  For this reason, software maintenance is usually
performed by the vendor or company that wrote the software.  Software
maintenance usually starts with the hotline or through a problem report.

Maintenance services for telecommunications are also normally provided
by the original vendor.  That is because the user really purchases access to
an operating telecommunications system, with proprietary hardware and
software, which remains under the control of the vendor/system operator.
The telecommunications system is designed with much “redundancy” to
bypass malfunctions and continue uninterrupted service to the user.  In
most cases, the user will not even know if a system malfunction has
occurred.

Telecommunications vendors already have an elaborate maintenance
support system in place, which is largely “invisible” to the user.  The
telecommunications company monitors the quality of the service through
computers and software which remain largely invisible to the user.  In
most cases, except for installation, the user never sees telecommunications
maintenance personnel.  In many cases the only maintenance interface
users have with the system is to provide complaints.

(continued on next page)
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9.5  Methods for Obtaining FIP Maintenance Services (continued)

For example, the FTS 2000 telecommunications system operated by Sprint
has an established maintenance support system called the Trouble
Handling Information System (THIS), set up to receive and handle
complaints.  The most common types of complaints handled by the
telecommunications maintenance system include:

• Access problems - when a user cannot enter a telecommunications
network, for example when attempting a long distance call;

• Connectivity problems - when a user cannot complete calls,
usually hearing only a fast busy signal; and

• Quality problems - such as when a call goes through, but there is
static or echoes on the line.

Once a complaint is received, the telecommunications company is
supposed to correct the problem as quickly as possible, often without
having to contact the customer again.

Typically, the telecommunications maintenance is therefore purchased as
part of the total telecommunications “package,” and instructions on
maintenance are provided to the using agencies.  In the case of FTS 2000,
the procurement of telecommunications was done by GSA for all using
agencies.

Regardless of the types of FIP maintenance services required, it is
essential to establish an internal structure to monitor the maintenance
contractor(s) during the contractor administration phase.  Usually, a COTR
or other key persons will be designated as the special points of contact for
this purpose.  Only these designated persons should have direct contacts,
such as requests for maintenance, with the maintenance contractors.  These
key persons alone should be responsible for such duties as

• keeping records of breakdowns and nonavailability of FIP
resources;

• contacting the maintenance contractor(s);

• ensuring requested maintenance was performed; and

• reporting to the contracting officer any problems which are
contractual

Unless FIP maintenance contacts are controlled in this manner, it is
possible that the Government may incur unnecessary maintenance costs.
For example, a contractor may charge for extra, unnecessary, or
unauthorized calls for maintenance.
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9.6  Special Characteristics for FIP Maintenance Services

Additional special characteristics of FIP maintenance services are:

• credits for downtime, including response time credits; and

• liquidated damages.

The first method for collecting compensation for FIP maintenance service
problems is credits for downtime.  Under this method, the maintenance
contract will contain a clause which specifies how long equipment can be
“down” or inoperable, such as “...not to exceed 12 hours,” or “...not to
exceed one working shift of eight continuous hours.”

If the maintenance contractor does not repair the equipment within the
specified time limit (such as within eight hours), the Government may
collect a credit, which can be used to reduce the overall maintenance cost.

The credit will usually be computed on an hourly basis as a percentage of
the monthly maintenance cost.

One version of the “credits for downtime” method is sometimes called
“response time credits.”  Response time is that period of time that passes
between contractor notification and the arrival on-site of maintenance
personnel.

Response time credits is a method which awards credit to the Government
if the contractor does not respond to a call for maintenance within a
specified time.  This provides a strong incentive for the contractor to
respond as quickly as possible to maintenance calls.

Performance
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9.6  Special Characteristics for FIP Maintenance Services (continued)

The key to successful use of credits for downtime or response time in a
maintenance contract is careful monitoring for credit, good record-keeping
and careful reconciliation with the maintenance records.  This means that
you must brief the COTR to establish a monitoring system to capture and
keep track of maintenance calls, down time and response times.

Note that if you decide to use a “credit for downtime” clause in a
maintenance contract, you should ensure that the using agency will have
an effective system to monitor the exact beginning and end of all down
time.  This is especially important for a “response time credits” clause,
because the maintenance contractor may dispute the arrival times unless
the Government keeps good records.

This places a special demand on the Contracting Officer’s Technical
Representative or other technical personnel who monitor contractor
performance.

This usually includes a special log or report, such as a Malfunction
Corrective Action Report, which must be completed immediately
following any equipment malfunction.  This report must be explained in
the contract and checked each month against the contractor’s records to
resolve any discrepancies.

An example of a Malfunction Corrective Action Report is shown on the
following page.  Note that the actual format may vary from one agency to
another, but the form should contain at least the information shown on this
example.  This type of report is a vital part of the tracking system to
determine FIP maintenance requirements and costs.

(Topic continued on next page)
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9.6  Special Characteristics for FIP Maintenance Services (continued)

Malfunction Corrective Action Report
(Example)

                                                                                                                                                    
Date and Time Maintenance Requested                                          

Date and Time Maintenance Personnel Arrived                          

Date and Time Equipment Returned to Service                           

Type and Serial Numbers of Equipment                                         
                                                                                                                        
                                                                                                                        
                                                                                                                        

Description of Malfunction                                                                   
                                                                                                                        
                                                                                                                        
                                                                                                                        

Cause                                                                                                              

Repairs Made                                                                                              
                                                                                                                        
                                                                                                                        

Parts Replaced                                                                                          

Example of
Malfunction
Corrective Action
Report
(continued)
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9.6  Special Characteristics for FIP Maintenance Services (continued)

While the COTR and other Government personnel are maintaining a
Malfunction Corrective Action Report, the contractor will be keeping
records also. These contractor records will include the type of information
the contractor needs to support its billings and invoices for maintenance.
This information will usually include:

• Time of occurrence

• Response time

• Time spent (labor-hours) restoring the system to full operation

• Cause of malfunction

• Parts and materials expended (and costs)

You can see that there can be a problem if the contractor’s maintenance
records do not match those kept by the Government COTR and technical
personnel.  For this reason, it is important that you instruct the COTR to
keep careful records and reconcile the Government ‘s reports with those of
the contractor, at least monthly.  This is part of his/her responsibility for
tracking contractor technical performance as part of contract
administration.  Through receipt of performance reports, the COTR
authorizes payment of the contractor.

A second method for collecting compensation for FIP maintenance service
problems is liquidated damages.  You may decide to insert a clause for
liquidated damages in a solicitation if there is a danger that the damage
suffered by the Government due to contractor negligence will exceed the
maintenance credits.

For example, suppose a maintenance contractor fails to respond to a call
requesting maintenance within the timeframe specified in the contract, i.e.,
5 full working days.  Even if there are response time credits, these may not
fully cover the cost to the Government in lost hours, inconveniences and
other damages.  However, in this case, the Government might invoke a
liquidated damages clause to recover damages.

(Topic continued on next page)
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9.6  Special Characteristics for FIP Maintenance Services (continued)

You must follow the guidance in the FAR.

Note that if you decide to utilize a liquidated damages, clause you must
clearly specify this in the contract, along with the specific formula that you
will use to calculate the damages.  The formula must cover only those
damages directly related to the damages suffered and may not be punitive.

Again, the Contracting Officer’s Technical Representative must monitor
damages closely to document any Government claims concerning
liquidated damages, since these may be disputed by the maintenance
contractor.

FAR 12.202 gives guidance for using a liquidated damages clause.

(a) Liquidated damages clauses should be used only when both (1) the
time of delivery or performance is such an important factor in the award
of the contract that the Government may reasonably expect to suffer
damage if the delivery or performance is delinquent, and (2) the extent or
amount of such damage would be difficult or impossible to ascertain or
prove.

In deciding whether to include a liquidated damage clause in a contract,
the contracting officer should consider the probable effect on such matters
as pricing, competition, and the costs and difficulties of contract
administration.

Liquidated
Damages
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9.7  Payment Methods for FIP Maintenance Services
                                                                                                                                                      

You should understand methods of payment for maintenance.  These
methods include:

• Payment per service call

• Flat rate payment

Payment per service call (time and materials) is based on the concept that
the service contractor bills the Government agency for labor and parts for
each maintenance call.  This is very similar to the practice followed by
private individuals for their personal computers.  This method of payment
is advantageous when FIP equipment is new.  As breakdowns become
more frequent, costs for payment per service call can rise sharply.

Flat rate payment (also called insurance policy maintenance) is based
on the concept that the customer pays a certain flat rate for a period of
time, such as one month, on a maintenance contract.  In return, the
maintenance contractor responds to all service calls and presents no
additional charges for labor.  Flat rate payments are not advantageous to
the Government when equipment is low cost and extremely reliable (e.g.,
a modem).  However, later in the system life cycle they can be more cost
effective to the Government.  Then breakdowns are more frequent, so
contractors may demand higher flat rate costs.

Note:  Most of the time contractors will require a contract to inspect and
bring equipment up to a “maintainable” status before entering into a flat
rate agreement if equipment is not new.

Methods of
Payment
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SUMMARY

In this chapter, you learned to identify and explain
the special characteristics affecting maintenance
services, including equipment, software, and tele-
communications.  In the next chapter you will learn
about the unique considerations in obtaining FIP
equipment.
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CHAPTER 10

ACQUIRING FIP EQUIPMENT

Chapter Vignette

“Well,” said Mark, “I may not know much about all
the rest of the FIP acquisition business, but at least I
think I know something about FIP equipment.  I
guess that really means computers, right?”

“Well, it certainly includes computers,” replied
Marcia, “but it also includes a great deal more than
just computers. You will find that FIP equipment can
really include a wide category of equipment.  It
would be helpful if you really understand the
differences in the various types of FIP equipment and
use the terms consistently, to mean what is
intended.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Explain the various types of FIP equipment and the
unique considerations in acquiring FIP equipment.

Individual:

10.1 Explain the various types of FIP equipment.

10.2 Explain unique considerations in acquiring FIP
equipment.
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Chapter Overview

This chapter will explain the various types of FIP equipment.  In addition,
it will explain some unique considerations in obtaining FIP equipment,
such as

• warranted as new

• new vs. refurbished components ( in accordance with FAR and
FIRMR references)

• new vs. used components

• new only

• related supplies

This chapter includes the following topics:

Scope

Topics in This
Chapter

SECTION TITLE PAGE

10.1 Types of FIP Equipment 10-4

10.2 Unique Considerations in Obtaining FIP Equipment 10-7

In order to fully understand the topics in this chapter, it is recommended
that you have the following references on hand:

• FAR 10.010, 10.011, 52.210-5, 52.210-6, 52.210-7

• FIRMR 201-4

• FIRMR Bulletins A-1, C-2, C-27, C-29 and C-35
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10.1  Types of FIP Equipment

This section discusses the types of FIP equipment (hardware) that you will
commonly encounter in a FIP resource acquisition.  The FIRMR defines
FIP equipment as “any equipment or interconnected system or sub system
of equipment used in the automatic acquisition, storage, manipulation,
management, movement, control, display, switching, interchange,
transmission, or reception of data or information.”  Some equipment
acquisitions are part of a larger FIP resource acquisition, to acquire
hardware, software, and services and support services at the same time.
However, this section discusses primarily the equipment (hardware).

The following list explains the most common types of equipment that you
will encounter in a FIP resource acquisition.

Keep in mind that FIP technology is advancing very rapidly and new
terms and types of computer applications are being introduced all the time.

For example, the capabilities and differences between laptops and the
smaller computers is blurring, as computer makers are able to engineer
more and more speed and storage into ever smaller packages.
Nevertheless, the following types of FIP equipment (hardware) terms are
likely to be present for some years.

Computers, ranging from small to large, include:

Palmtops—very small computers, weighing less than 3 pounds and
intended to be used for limited computing jobs away from an office
and requiring relatively little storage.  Usual cost is less than
$1,000.

Personal Digital Assistants (PDAs)—the newest type of small
computer, approximately 3 pounds, including ability to FAX, word
process and access data bases remotely.  An example is Apple’s
Newton.

(Topic continued on next page)

Types of FIP
Equipment

 FIRMR 201-4.001
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10.1  Types of FIP Equipment

Computers (continued)

Sublaptops—lightweight versions of the popular laptop computers,
featuring small keyboards, weighing about 3 - 4 pounds.  Examples
include the Hewlett Packard Omnibook and some versions of the
IBM ThinkPad. Sometimes called notebook computers.

Laptops—portable (4-7 pound) computers with most of the capabilities
of the desktop computers, except size of screen and storage
capacity.

Desktops—the most common of the microcomputers, generally 20 - 60
pounds in weight and available for less than $2,000 and
increasingly capable of greater speed and storage for most office
tasks.

Work Stations—similar in size and weight to the desktop computers,
but capable of much faster speeds and storage and typically used
for specialized tasks such as science, engineering and complex
graphics and financial systems.

Servers—very fast specialized computers, of approximately work
station or minicomputer size, used to serve a small network, such
as a Local Area Network (LAN).

Minicomputers—roughly the size of an office cabinet or desk, and
capable of major computing tasks such as manipulating very large
data bases, such as payrolls and personnel records.

Mainframes—the largest and original computers, sometimes filling a
large room and usually reserved for the most expensive and
complex computing tasks, such as science and engineering
computations.  Includes extremely fast supercomputers and
massively parallel computers.  Usually built one at a time at a cost
of millions of dollars.

(Topic continued on next page)

List of Common
FIP Equipment
(continued)



Acquiring FIP Equipment

10–6 Acquisition of FIP Resources

10.1  Types of FIP Equipment (continued)

Peripherals.  Generally, any type of hardware, other than the actual
computer, used to complete or augment the computing process.  Examples
include devices for both inputting and outputting:

Printers—use dot matrix, ink jet or laser printing technology to print
black and white or color documents.

Scanners—use optical scanning technology to scan and copy a page or
document rapidly into a computer memory, allowing the scanned
page or image to be manipulated and transferred to other
documents.

Storage Devices—there are multiple types of storage devices.
Examples include tape streamers, CD-ROM, disc drives and
cartridges.

Telecommunications Equipment.  Other types of FIP equipment fall
within the category of telecommunications.  Examples include Private
Branch Exchange (PBX), Customer Premises Equipment (CPE), and
switches.  (See Chapters 13 and 14 for more information on
telecommunications equipment.)

Cabling and Connectors.  The computers and peripheral equipment are
connected by cabling and connectors.  The computer may be connected
directly to a dedicated peripheral, such as a printer, or part of a network,
such as a LAN, where it shares printers and other peripherals with other
computers and work stations.  These are considered related supplies in
accordance with the FIRMR.  However, these items are commonly
acquired with hardware.

List of Common
FIP Equipment
(continued)

Related Supplies

 FIRMR Bulletin A-1
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10.2  Unique Considerations in Obtaining FIP Equipment

There are several unique considerations you must make in obtaining FIP
equipment.  Some major considerations concern whether the equipment
must be “new,” “refurbished,” or “used.”  You must be aware of these
unique considerations in acquiring FIP equipment:

• New vs. used components
• New only
• Equipment warranted as new
• New vs. refurbished components

One of the major questions the requiring agency should ask and should
address in the Acquisition Plan is whether the equipment to be acquired
should be only new, only refurbished, only used, or a combination .

FIRMR Bulletin C-29 distinguishes among “new,” “used,” and “outdated”
computer equipment, and provides guidelines on the considerations by
agencies when solicitations allow offerors to propose used equipment.

• “new” equipment means equipment that has never been installed.
• “used” equipment means equipment that has been previously

installed.  This term includes “reconditioned,” “refurbished” or
“remanufactured” equipment.

• “outdated” equipment is equipment that is over eight years old
(based on the initial commercial installation date of that model of
equipment) and is no longer in production.

Do NOT confuse used FIP equipment with outdated FIP equipment.  They
have both been previously installed, but note that the outdated equipment
is no longer in production.

Unless told otherwise, an offeror may offer a computer or other FIP
resource which contains some components that were previously used, but
then returned to the factory for remanufacturing or refurbishment.  For
example, certain computer boards, consisting of various chips, may have
been remanufactured and installed in an otherwise new computer for
delivery to the Government.

If such components are NOT acceptable, you must explain in the
solicitation that only new components are acceptable.  This is to prevent
use of recycled, remanufactured or refurbished components of all kinds.  If
new only is required then it must be justified in accordance with the FAR
and FIRMR.

(continued on next page)

Introduction
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10.2  Unique Considerations in Obtaining FIP Equipment (continued)

The FIRMR requires justification for “only new” equipment when using a
GSA nonmandatory FIP schedule.

There are no universally accepted definitions for terms such as
“refurbished,” “reconditioned,” and “remanufactured.”

CAUTION

Because there are no universally accepted definitions for terms such as
“refurbished,” “reconditioned,” and “remanufactured,” when using such terms
in the solicitation, be sure to define the terms, using your agency’s definition
for those terms.

There may be cases when the acquisition of used FIP equipment,
(including refurbished, reconditioned or remanufactured equipment) might
be more advantageous to the Government.  FIRMR Bulletin C-29 provides
the following specific examples:

Example 1.  The agency’s needs can be satisfied with used equipment
which is available at a substantial discount compared to the
manufacturer’s current market price for the same make and model of new
equipment.

Example 2.  The agency has only a short term requirement for equipment.

Example 3.  The agency is not positioned to utilize the most current
version and release level of the manufacturer’s operating system and will
not be so positioned during the system’s life.

Example 4.  The agency’s application will remain stable for a long period
of time and does not require use of the latest technology for economy or
efficiency.

Example 5.  The agency needs additional system components to increase
the capacity of a currently-installed system.

In any case, if it appears that used FIP equipment might be suitable, check
FIRMR Bulletin C-29.  For additional information on the disposition and
reuse of FIP equipment, you should also check FIRMR Bulletin C-2.
Also, FIRMR Bulletin C-27 discusses reuse of outdated FIP equipment.

(continued on next page)

FIRMR
Requirement
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10.2  Unique Considerations in Obtaining FIP Equipment (continued)

Finally, if acquiring used or reconditioned material of any kind, you
should also check FAR 10.010(a), (b), and (c).  This FAR reference
requires you to consider four factors when acquiring used or reconditioned
materials:

1. Safety of persons or property;

2. Total cost to the Government (including maintenance, inspection,
testing, and useful life).  You will recall that this is another way of
stating that you should consider the total life cycle costs of an
acquisition.  See Chapter 5, “The System Life Cycle.”;

3. Performance requirements; and

4. Availability and cost of new materials and components.

Of course, you might need help from the agency’s technical experts for
these considerations.

The advantage of acquiring all new equipment is that it can normally be
expected to last longer.  The disadvantage is that it may sometimes cost
more than acquiring used or refurbished equipment.  It is therefore
important for the requiring agency to consider the tradeoffs of cost versus
longer expected system life cycle in a cost/benefit analysis and incorporate
the agency’s conclusion in the Acquisition Plan.

For example, an agency requiring an older mainframe computer as a short
term replacement (2-4 years) for an identical computer may conclude that
it is not essential to acquire a new computer.  It may be more cost effective
to acquire an older, used computer at a reduced price.  Of course, if you
are acquiring used FIP equipment, you should rely on the cost/benefit
analysis.

CAUTION

If it is not clear whether used or refurbished components

are acceptable, you should ask the requiring agency.

FAR 10.010

 FAR 10.010(a), (b),
 and (c)

New vs. Used
Tradeoffs
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10.2  Unique Considerations in Obtaining FIP Equipment (continued)

When FIP equipment is acquired it is warranted as new only at time of the
original sale.

You should be aware that the contractor will normally charge a higher
price for all equipment warranted as new.

Even when FIP resources, such as a computer, are acquired as new, it is
necessary to continually maintain them and to replace parts as they break
or wear out.  For example, certain chips or boards may fail and require
replacement.  When this occurs, the replacement chip or board may not
necessarily be “new,” but rather a “refurbished” component.  A
refurbished component is one that is warranted to be refurbished or rebuilt
to the same standards as a new equivalent.  However, if this is not
acceptable, you must alert the offeror in the solicitation (contract) to
provide “new only.”

Unless the contractor specifies that a used component has been refurbished
(returned to a standard like new), you cannot assume that it is refurbished.
Generally, components specified as “used” will be cheaper than new
components or refurbished components.

(continued on next page)
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10.2  Unique Considerations in Obtaining FIP Equipment (continued)

Once you have determined whether the FIP equipment must be new, used,
or a combination of the two, you should follow the guidance in FAR
10.011 and insert the appropriate clauses in the solicitation to alert the
offerors.

If only new FIP equipment or material shall be acceptable, insert the
clause at FAR 52.210-5, New Material.

If used FIP equipment or material shall be acceptable, insert the clause at
FAR 52.210-6, Listing of Used or Reconditioned Material, Residual
Inventory, and Former Government Surplus Property.

Specify if “new only” components are mandatory.

Another unique consideration is energy efficiency.  When you acquire new
equipment, be sure that you comply with Executive Order 12845.  This
Executive Order requires that each Federal agency ensures that all
acquisitions of desktop microcomputers, including peripherals such as
printers and monitors, must meet the standards for energy efficiency
established in the Environmental Protection Agency “Energy Star”
requirements, as of October 21, 1993.  FIRMR Bulletin C-35 provides
guidance on acquiring energy efficient microcomputers and associated
computer equipment.

This is a mandate to acquire ONLY those desktop computers (and
peripherals) which meet the specified standard.  Most manufacturers are
already complying with the energy standards.  For example, when not in
use, some computers now draw only a small amount of electrical power.

You shall specify the energy standards in your pertinent solicitations,
unless you have a waiver. This information is obtained from your
technical personnel.  Waiver authority varies by agency.  Be sure to check
with your Information Specialists.

(continued on next page)
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10.2  Unique Considerations in Obtaining FIP Equipment (continued)

This decision table summarizes the unique considerations discussed in this
chapter and the actions you should consider in acquiring FIP equipment.

If... Then...

Systems Life Cycle or other
considerations require that the equipment
must be new...

require that all offerors supply only new
equipment.  (FAR 52.210-5)

new only... insert a new material clause in the
solicitation and contract.

refurbished components are acceptable... specify in the solicitation that
refurbished components are acceptable,
but define “refurbished,”
“reconditioned,” or “remanufactured.”

used components are acceptable... specify in the solicitation that used
components are acceptable and insert a
used component clause. (FAR 52.210-6)

acquiring desktop microcomputers... ensure energy-efficiency. (FIRMR
Bulletin C-35)

Decision Table

 FAR 52.210-5
 FAR 52.210-6

 FIRMR Bulletin
 C-35
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SUMMARY

In this chapter, you learned about the various types of FIP
equipment and the unique considerations in the acquisition of FIP
equipment.  In the next chapter, you will learn to compare and
contrast the regulatory standards, procedures, and process for
Government acquisition of various types of intellectual property
and data rights.
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CHAPTER 11

INTELLECTUAL PROPERTY
AND LICENSING AGREEMENTS

Chapter Vignette

Marcia continued to brief Mark on FIP resources
acquisition.  “You will find that one of the trickier
aspects of FIP resource acquisition is the area of
‘intellectual property,’ she said.  “Each time the
Government purchases FIP resources, especially
software, we have to consider the questions of
intellectual property and data rights.  We must be
concerned with state laws, restrictive clauses, and
licensing agreements.  You will find that, many times,
the contractor would prefer to lease or license
software to the Government, or to any user, rather
than sell it outright.  Fortunately, the FARs and
DFARS provide considerable guidance on these
matters to obtain the best possible, and usually the
least restrictive, agreement for the Government.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Compare and contrast the regulatory standards,
procedures and process for Government acquisition of
various types of intellectual property and licensing
agreements.

Individual:

11.1 Apply the statutes concerning intellectual property.

11.2 Compare and contrast the categories of intellectual
property.

11.3 Differentiate between the types of licensing
agreements.
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Chapter Overview

This chapter will compare and contrast the categories of intellectual
property; differentiate between the types of data rights described in the FAR
and DFARS; explain and contrast the differences with regard to intellectual
property and data rights, as described in the FAR and DFARS; define and
identify types of licensing agreements; and identify unique licensing
acquisition considerations, including:

• General - (federal and state laws, entire agreement clauses, non-
disclosure clauses, warranties, other restrictive clauses, and general
contract clauses);

• Small purchases;

• GSA Schedule - nonmandatory;

• Requirement/agency contracts; and

• Specific contracts.

This chapter includes the following topics:

Scope

Topics in This
Chapter

SECTION TITLE PAGE

11.1 Statutes Concerning Intellectual Property 11-5

11.2 Categories of Intellectual Property 11-9

11.3 Types of Licensing Agreements 11-19

(continued on next page)
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Chapter Overview (continued)

In order to better understand the topics discussed in this chapter, it is
recommended that you have the following references at hand:

• FAR 27.3 Patents Rights Under Government Contracts

• FAR 27.4 Rights in Data and Copyrights

• FAR 52.227-14 or 15 Clauses

• FAR 52.227-16 Additional Data Requirements

• FAR 52.227-17 Special Works

• FAR 52.227-18 Existing Works

• FAR 52.227-19 Commercial Computer Software (restricted rights)

• FAR 52.227-20 Contracts Awarded under SBIR programs

• DFARS 227.3

• DFARS 227.4

• DFARS 227.401

• DFARS 227.402

• DFARS 227.403 (70) - (77)

• DFARS 227.405

• DoD Directive 5010.12, DoD Data Management Program

• GSA’s A Guide for Acquiring Commercial Software

• GSA’s A Guide for Acquiring Software Development Services

References
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11.1 Intellectual Property Laws

There are five basic statutes that apply to intellectual properties.  These are:

• Patent Law

• Copyright Law

• Software Copyright Protection Act

• Trade Secrets Act

• Trademark Laws

Article 1 Section 8 of the Constitution provides certain rights to authors and
inventors with regard to this right by enacting the Federal Patent Act.  Patent
law can be found in 35 U.S. Code.

Basic Copyright Law is found in 17 U.S. Code.  The Copyright Act of
1980 amended Copyright Laws to allow copying of copyrighted software
for backup or archival purposes.  It is important that contract personnel
understand the basic laws in order to protect the rights of the vendor and the
Government.

Software Copyright Protection Act.  The Software Copyright
Protection Act was enacted on 28 October 1992 (P.L. 102-561).  This act
amends Title 18 of the US Code to include major penalties for “significant
software copyright infringement” including the following Penalties shown
in Section 1 of the Act:

“...imprisoned not more than 5 years.” Or fined $2,500 or both for

violations by reproducing or distributing 10 copies or phonorecords of 1

or more copyrighted works with a retail value of over $2,500 or;

imprisoned nor more than 10 years or fined as above or both if a second

or subsequent offense or;

imprisoned not more than 1 year or fined $2,500 in any other case.”

Title 18 of the U.S. Code discusses penalties for improper disclosure of
Trade Secrets.

(continued on next page)
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11.1 Intellectual Property Laws (continued)

A trademark may be a word, symbol, design or a combination of words and
design, a slogan or a distinctive sound which identifies and distinguishes
the goods or services of one party from those of another.  Used to identify a
service, it can be called a service mark.  In general, the term trademark
refers to both trademarks and service marks.  Normally, a trademark for
goods appears on the product or on its packaging, while a service mark is
usually used in advertising to identify the owner’s service.

A trademark is different from a copyright or a patent.  A copyright gives
protection for an artistic or literary work and a patent gives protection for an
invention.

Unlike a copyright or patent, trademark rights can last indefinitely if the
mark continues to perform a source-indicating function.  The term of the
Federal trademark registration is 10 years, with 10-year renewal terms.
However, between the fifth and sixth year after the date of the registration,
the registrant must file an affidavit stating the mark is currently in use in
commerce.  If no affidavit is filed, the registration will be canceled.

Trademark rights arise from either (1) use of the mark, or (2) a bona fide
intention to use a mark, along with the filing on an application to Federally
register that mark on the Principal Register.  A Federal trademark
registration is not required in order for a trademark to be protected, and a
trademark may be used without obtaining a registration.

Before a trademark owner may file an application for a Federal registration,
the owner must either (1) use the mark on goods which are shipped or sold,
or services which are rendered, in commerce regulated by Congress (e.g.,
interstate commerce or commerce between the U.S. and a foreign country),
or (2) have a bona fide intention to use the mark in such commerce in
relation to specific goods or services.

The Federal registration of trademarks is governed by the Trademark Act of
1946, 15 U.S.C. Sec. 1051 et.; the Rules 37 C.F.R. Part 2; and the
Trademark Manual of Examining Procedure.

Trademarks are filed with the Patent and Trademark Office of the U.S.
Department of Commerce, Washington, D.C.

(Topic continued on next page)

Trademark Laws
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11.1 Intellectual Property Laws (continued)

Even though registration of a trademark is NOT required for protection of
that trademark, registration does make it easier to file for trademark
infringement and collect damages.  The following is a list of trademark
registration benefits:

1. The filing date of the application is the date of first use of the mark
in commerce.  This first use gives the registrant nationwide priority
as of that date, except as to certain prior users or prior applications;

2. The right to sue in Federal court for trademark infringement;

3. Recovery of profits, damages, and the possibility of treble damages
and attorney’s fees;

4. Constructive notice of a claim of ownership which eliminates a good
faith defense for a party adopting the subsequent to the registrant’s
date of registration;

5. The right to deposit the registration with U.S. Customs in order to
stop the importation of goods bearing an infringing mark;

6. Prima facit evidence of the validity of the registration, registrant’s
ownership of the mark and of registration’s exclusive right to use
the mark in commerce in connection with the goods or services
specified in the certificate of registration issued by the Patent and
Trademark Office;

7. The possibility of incontestability, in which case the registration
constitutes conclusive evidence of the registrant’s exclusive right,
with certain limited exceptions, to use the registered mark in
commerce;

8. Availability of criminal penalties treble damages in an action for
counterfeiting a registered trademark;

9.  A basis for filing trademark applications in foreign countries.

Trademark case law is evolving probably as fast as software.  A trademark
is ANY identifying “mark,” which relates a product or service to a
manufacture, supplier service provider, or any other company or person.

Recent case law states that using the same “color” or color combination of a
container is considered as trademark infringement.

(Topic continued on next page)
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11.1 Intellectual Property Laws (continued)

Government Developed Software

If a unique name is to be attached to software developed by a contractor for
the Government, then provide for who own the name—the Government or
the contractor.  A clause which was drawn by the Intellectual Property
Attorneys at Department of the Army, follows:

The name or identification of the {description of product or service}

resulting from this contract will be the mark “_____.”  This mark is the

trademark {service mark, certification mark, or collective mark} and property

of the U.S. Government {can also be agency name}, and is not subject to

registration by the contractor.  The Contractor may use the mark, only, in

credit lines or references.  The Contractor has no authority to permit or

authorize other firms or persons to use this mark.  The Contractor admits

the validity of, and agrees not to challenge the mark , and that any and all

rights that may be acquired by the use of the mark by the Contractor shall

insure to the sole benefit of the U.S. Government {can also be agency

name}.  In the event that the contractor learns of any sue by a third party of

a mark which infringements, passes-off, dilutes, deceives, or is likely to

confuse the public in relation to the mark “_____”, Contractor shall

immediately notify {name of agency}.  The obligations and restrictions as to

the mark “_____” shall continue even  after the termination of this

agreement.

Note: This area is so complex that you should consult with your legal
advisor.  In addition, caution your using activity to refer all licensing
agreements to the contracting officer.

(continued on next page)
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11.2 Categories of Intellectual Property

Whenever the Government acquires a FIP resource, such as a computer or
software, it is assuming a degree of control over the “intellectual property”
of the inventor, author or developer of that item.  Intellectual property can
be any intangible property, such as an idea, for which a developer claims
credit and rights of development, and includes designs, technical data and
written documentation which did not previously exist before the owner
developed it.

Intellectual property may be recognized and protected by national laws and
international agreements, including patent rights, copyrights, and
trademarks.  The contractor and the contracting officer must agree that the
item being acquired is indeed intellectual property.  The developer of
intellectual property may also allow others to use it, in return for a fee, such
as a royalty payment, or a licensing fee.

For example, the design of the computer or data, such as technical
information about the computer’s operating system, is intellectual property
of the person or company that developed the computer or the technical data.
In fact, the technical data is usually a greater concern than hardware,
because it can be transported and copied much more quickly and easily by
competitors.

Intellectual property may exist before a Government contract is signed, or it
may be developed during the performance of a contract, with the
development costs paid either by the contractor, by the Government, or by
both.

In any case, the contractor or offeror will seek to maintain certain rights
which allow the Government to use the FIP resource while protecting the
owner’s rights to gain the fullest benefit of the intellectual property,
particularly data concerning hardware, software, or operating procedures.

Intellectual
Property

Protection for
Intellectual
Property
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11.2 Categories of Intellectual Property

The four basic types of intellectual property with which you might be
concerned in a FIP resource acquisition are shown in the following table.

TYPES OF INTELLECTUAL PROPERTY

Patent - a new or novel thing or new process that has been reduced to
practice.  The owner of a patent is the first person who filed a patent with the
patent office.  the patent owner then receives a 17 year monopoly on the use of
the patent.  For example, computer hardware design may be patented.

Trademark - a device, such as a word or illustration, pointing distinctly to
the origin or ownership of merchandise to which it is applied and legally
reserved to the exclusive use of the maker, owner or seller.  Examples include
“IBM,” “Apple” and “Microsoft.”  Trademarks are also registered and cannot be
copied.

Copyright - an original arrangement of information which the author can
protect by a copyright notice on the material at time of publication.  An
example of a copyright notice is “Copyright by John Smith Publishing, 1999.
All rights reserved.  Copyrights are observed for the life of the author plus
fifty years.  An example is a computer operating system.

Trade Secret - any type of business information which is commercially
valuable, whether or not it has been patented, copyrighted, trademarked or
otherwise protected, over which the contractor claims ownership and does not
wish to have revealed.  Examples include customer lists and production
processes, such as paint formulas.

You can see that these types of intellectual property all concern some kind of
data.  Often, a FIP resource acquisition is useless without access to certain
data.  “Data” means recorded information regardless of the form or the
media on which it may be recorded.  This includes technical data and
computer software.  It does NOT include information incidental to contract
administration, such as financial, administrative, cost or pricing or
management information (FAR 27.401).  The point is that in a FIP
resources acquisition, you must also acquire the rights to use data, such as
technical data.

(continued on next page)
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11.2 Categories of Intellectual Property (continued)

A major concern for the contractor or offeror is that the Government does
not disclose to rivals or to the general public any information, such as
technical data, which the contractor has developed at its own cost, whether
or not that information is already protected by patents, trademarks,
copyrights or agency regulations.

Contractors and offerors are especially concerned about protecting and not
sharing data which they developed exclusively at private expense.  In such
cases, none of the development costs was paid for by the Government and
the development was not required for performance on a Government
contract or subcontract, so the offeror sees no reason to give away data
rights (FAR 31.205-18).

However, in some cases, an item, component, or process is developed as
part of a contractor’s or subcontractor’s work on a Government project and
is considered to be “developed exclusively with Government funds.”  In
such cases, the contractor or offeror has no claim on data rights, and the
Government can claim “unlimited data rights.”  If the contractor wishes to
market the item, it must petition the Government for the permission to do
so.

For example, if a subcontractor was required to develop software as part of
an ongoing contract and the development was fully paid for by the
Government, the subcontractor cannot then claim a patent, copyright or
other rights.

Using DFARS 252-227.7013 does NOT give the U.S. Government
copyright in software which is created and developed completely with
government funds.  The contracting officer needs to keep this in mind when
negotiating price.  The government should be getting a price break, as the
contractor can commercially exploit the software.  If it is important for the
government agency to have complete control over the software, then the
contracting officer should use the “special works” clause which transfers
copyright ownership to the government.

However, the Government understands the concern of contractors and has
agreed (FAR 27.305-5(b)) to “withhold from disclosure to the public for a
reasonable time other information disclosing a reported invention included
in any data delivered pursuant to  contract requirements, provided the
contractor notifies the agency.”

(continued on next page)
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11.2 Categories of Intellectual Property (continued)

Sometimes, the Government does not wish to enter into an agreement which
places too many restrictions on its use of data or equipment from a
contractor because it may wish to:

• allow use of the equipment or information by others, such as third
party FIP service support contractors;

• have an offeror’s proposal reviewed by nongovernment evaluators;

• allow use by other contractors on Government business;

• perform emergency repairs or overhaul work; or

• release information to foreign governments, when in the best
interests of the United States.

As a contract specialist, you may become involved in protecting the
Government’s rights to data during FIP resources acquisition.  You are not
expected to be an expert in this area, because that can require legal training.
However, you must understand some basic information about data rights
and licensing.

You should be particularly concerned about data rights and licensing in FIP
resources acquisition when software is acquired, but licensing, warranties
and other aspects of data rights may also affect hardware and FIP equipment
acquisitions.

Usually, you will be most concerned about intellectual property and data
rights early in the solicitation and award phase, when you determine
whether one or more offerors may hold certain data rights which the
Government requires.  However, you may also become concerned with
intellectual property and data rights later, during discussions in source
selection, when you are trying to obtain access to data rights for the
Government.

(continued on next page)
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11.2 Categories of Intellectual Property (continued)

Essentially, there are three parties who are concerned with data rights:

• the contractor, which is concerned with protecting its data rights,
and normally wishes to place maximum restrictions on the use or
release of the data to other parties, so as not to lose trade secrets;

• the Government, which is acquiring a FIP resources and wishes
unlimited rights on the use of data, including release to third parties;
and

• third parties, such as other contractors or subcontractors, who may
require to the use of data for work on other Government contracts,
but prefer not to pay royalties or other fees to the original owner of
the data.

You can see there may be a conflict because it is in the interest of the
original contractor or owner to place maximum restrictions on data rights by
the Government, while it is in the Government’s best interest to obtain
unlimited rights, so it can use the data wherever it wishes.

In order to obtain this maximum flexibility, the Government usually tries to
obtain data rights which give it the least restrictions over use, without being
unfair to the contractor or offeror.  This requires balancing the interests of
the Government and the offeror.  Of course, in any given acquisition, the
Government should not attempt to obtain more data rights than necessary
for the technical requirements of that acquisition.

For example, DoD Directive 5010.12, Data Management Program,
provides policy guidance to DoD agencies concerning acquisition of
technical data rights by DoD agencies.  Other agencies have similar
guidance, and you should check your agency’s guidance on data rights
before preparing the RFP.

There are three basic types of data rights which you should understand:

1. Unlimited Rights;

2. Government Purpose License Rights (GPLR) and

3. Limited Rights.

(continued on next page)
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11.2 Categories of Intellectual Property (continued)

Often, in a FIP resources acquisition, the Government will assert unlimited
rights to the technical data.  Unlimited rights means rights to use, duplicate,
release, or disclose, technical data or computer software in whole or in part,
in any manner and for any purpose whatsoever, and to have or permit
others to do so (FAR 27.401).

For example, the Government receives unlimited rights in cases where
development has been paid for exclusively by Government funds.  You can
see that unlimited rights give the Government the greatest flexibility and
advantages and give the least advantage to the contractor or offeror.
However, even in cases where most or all of the funding was provided by
the Government, it may allow the contractor to market (“commercialize”) an
invention, so long as the Government can continue to use it without paying
royalties (FAR 27.302).

In some cases, especially where the contractor or offeror has expended its
own funds for development, it may not be willing to allow the Government
unlimited rights, but may agree to GPLR, which are not quite as broad.

(continued on next page)
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11.2 Categories of Intellectual Property (continued)

Government Purpose License Rights (GPLR) means the rights to use,
duplicate or disclose data in whole or in part and in any manner, for
Government purposes only, and to have or permit others to do so for
Government purposes only.  Government purposes include competitive
procurement, but do not include the right to have or permit others to use
technical data for commercial purposes (DFARS 227.401).

You can see that GPLR do not give the Government as much flexibility and
control over data as “unlimited rights.”  However, it is still often in the
Government ‘s interest to accept GPLR for technical data, because it
encourages the use of new technology developed under Government
contracts, but for which the Government did not pay all the development
costs.

GPLR still allows the Government the rights to use, duplicate and disclose
data for Government purposes only, and to allow others to do so on
Government business, without paying royalties, for a stated period of time
(usually several years).  After the stated period of time has expired, the
Government is then usually entitled to unlimited rights.

In many cases, an offeror or contractor may not wish to give the
Government either “unlimited rights,” or GPLR, but may settle for allowing
the Government to assume certain limited rights  concerning the technical
data (FAR 27.401).

“Limited rights means rights to use, duplicate, or disclose technical data, in
whole or in part, by or for the Government, with the express limitation that
such technical data shall NOT, without the written permission of the party
asserting limited rights, be:

• released or disclosed outside the Government;

• used by the Government for manufacture, or in the case of computer
software documentation, for preparing the same or  similar computer
software;

(Topic continued on next page)
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11.2 Categories of Intellectual Property (continued)

• used by a party other than the Government, except that the
Government may release or disclose technical data to persons
outside the Government, or permit the use of technical data by such
persons if such release or disclosure is necessary for emergency
repair and overhaul; or is a release or disclosure of technical data
(other than detailed manufacturing or process data) or use of such
data by a foreign government that is in the interest of the
Government and is required for evaluation or informational
purposes.”

You can see that limited rights still gives the Government much of the
flexibility it requires to use the data as necessary in its own interests, such
as maintenance by other parties.

However, when using limited rights, during the contract administration
phase, you must also ensure that:

• the original owner (contractor or subcontractor) permits the release
of the data.

• the persons to whom the data is released may NOT further release or
disclose or use such data beyond the terms and conditions of the
contract; and

Do not confuse “limited rights” with “restricted rights.”  Restricted rights
apply only to  commercial computer software and include as a minimum:

• the right to use computer software with the computer for which it
was acquired, including use at any Government installation to which
the computer may be transferred by the Government;

• use computer software with a backup computer if the computer for
which or with which it was acquired is inoperative;

• copy computer programs for safekeeping (archives) or backup
purposes; and

• modify computer software, or combine it with other software,
subject to the provision that those portions of the software
incorporating restricted rights software are subject to those same
restricted rights.

Restricted rights for commercial software are set forth in a Restricted
Rights Notice (FAR 27.401).  For restricted rights on DoD commercial
software acquisitions, check DFARS 252.227-7013(c)(1)(ii).

 (continued on next page)
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11.2 Categories of Intellectual Property (continued)

FAR 27 provides guidance on data rights clauses and requires that all
contracts which require acquisition of data must contain a data
rights clause explaining the rights of each party.  You should also
check FAR 27.303 and 52.227-14 for  information on data rights clauses.
However, in some FIP  resource acquisitions, you may then need help of
legal counsel to modify or “tailor” the data rights clause.

For example, if the Government requires minimum rights to certain
technical data for a major system contained in a proposal, you might select
and tailor a clause such as the following, from FAR 52.227-23.

SAMPLE DATA RIGHTS CLAUSE

 “Except for data contained on pages ______, it is agreed that as a condition of award of
this contract, and notwithstanding the conditions of any notice appearing thereon, the
Government shall have unlimited rights (as defined in the “Rights in Data-General” clause
contained in this contract) in and to the data contained in the proposal dated ___________,
upon which this contract is based.”

Basically, you should select, and tailor as necessary, one of the appropriate
clauses in order to provide the desired level of data rights to the
Government.

The DFARS generally parallel the FAR and FIRMR requirements, but
include some specific guidance on clauses concerning DoD agency
acquisitions of commercial items, including FIP resources developed
without Government funding.

Civilian data and software requirements are provided in FAR Part 27.  DoD
requirements are shown in the DoD FAR Supplement.  For example, the
Unlimited Rights in Software provisions of the FAR allow  the Government
to disclose restricted computer software to support service contractors or
their subcontractors.  It also provides for the rights to copy with a
replacement computer.  The DoD provisions DO NOT provide the
Government these rights.

(continued on next page)
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11.2 Categories of Intellectual Property (continued)

For example, DFARS 227.402-71 explains that you should establish the
minimum Government needs, use the least intrusive procedures, and obtain
only the minimum essential technical data.

You should consider whether third parties, such as other contractors, will
require access to the data, for the convenience of the Government.

For example, if the agency intends in the future to “contract out”
maintenance of FIP hardware or software, then you should obtain relatively
unlimited data rights.  Otherwise, you may not be able to provide to a future
contractor the technical data required to perform proper maintenance.

On the other hand, if you are obtaining a FIP resource (hardware or
software) from a sole source, that source will probably be the only qualified
source for maintenance, and unlimited data rights are not so essential.

Of course, you should expect that the greater the degree of data rights you
require, the more money the offeror will require.  Generally, you can expect
to pay more for unlimited rights than for limited rights.  However, the exact
cost of data rights will depend on the licensing agreement and results of
negotiations.

Once you have determined what the minimum data rights are, then you are
ready to obtain access to those data rights through an appropriate licensing
agreement.

Establishing
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for Data Rights

 DFARS 227.402-71

Payment for Data
Rights
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11.3  Types of Licensing Agreements

Now that you understand the requirements for data rights, you should know
how the Government obtains data rights.  The Government normally
attempts to acquire data rights as a regular part of each FIP resource
acquisition through licensing agreements, in order to:

1. Protect the Government against any future claims that it used
intellectual property without compensation; and

2. Provide the Government with the greatest degree of flexibility in
using the resource as it sees fit, with minimum future restrictions by
the offeror or contractor.

In order to ensure that all offerors understand the intent to obtain data rights,
this intent is clearly stated in a data rights clause in the solicitation, but
sometimes you may modify data rights requirements during discussions
prior to contract award.

As a contracts specialist, you should be aware of the unique considerations
that will apply to licensing of data rights as part of a FIP resource
acquisition.  Depending on the specific FIP resource acquisition, these
unique considerations can include:

• General considerations

• Small Purchase considerations

• GSA Nonmandatory FIP Schedule considerations

• Requirements and Agency Contracts considerations

• Specific Contracts considerations

(continued on next page)
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11.3  Types of Licensing Agreements (continued)

In any FIP resource acquisition, you will be concerned with certain general
licensing considerations which will include:
• Federal and state laws - the license agreement should not violate the

laws of the various states where the equipment or data will be used.
However, federal Government preemption applies if there is a conflict
with state law in a licensing agreement.

• entire agreement clause - an “entire agreement clause” is one which
states that the contract now constitutes the entire agreement between all
parties and that it supersedes all previous discussions, representations
and agreements.  You should be careful before agreeing to an entire
agreement clause that you indeed agree to superseding all such previous
agreements.  For example, you  might not want to agree to an entire
agreement clause if it provided fewer data rights to the Government than
an earlier agreement.

• nondisclosure clauses - In some contracts, the offeror or contractor will
ask for a nondisclosure clause, as part of a licensing agreement for
either limited or GPLR data rights.  Usually, a nondisclosure clause
may require that all employees who are authorized access to the data
must sign a “nondisclosure statement.”

• warranties - A warranty is a written guarantee of the integrity of a
product or the technical data concerning the product, and of the manu-
facturer’s responsibility for the repair or replacement of defective parts
or other repairs.  A contractor may require that only its personnel have
access to its equipment for operation, maintenance and servicing, or else
the warranty will be void.  If you enter into a warranty agreement as part
of a FIP resource acquisition, if possible avoid warranties that limit the
Government’s right to have third party personnel perform operation,
servicing and maintenance tasks.  Check FAR 46.703 and DFARS
252.246-7001 for guidance on including clauses concerning warranties.

• other restrictive clauses - In addition to the limitations and restrictions
described in the clauses above, there may be other restrictive clauses
which the contractor or offeror wishes to include in the contract
language.  For example, the offeror or contractor may wish to impose
some additional restrictions on other contractors who are given access to
data by the Government.

• general contract clauses - Finally, in addition to those special clauses
which are intended to be restrictive or impose limits, you should also be
aware of the general contract clauses .  These clauses are mandatory for
inclusion in  the contract and explain the basic rights of each party and
may impose further limitations or restrictions on the Government.

(continued on next page)
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11.3  Types of Licensing Agreements (continued)

In those cases where the FIP resources acquisition will fall under the small
purchase rules, you may be concerned with pre-award and post-award
licensing considerations.  Small purchases are NOT exempt from the
regulations governing data and software rights and licensing.

If you acquire FIP resources through small purchase procedures (FAR Part
13) you must still follow the guidance for acquiring data rights. For
example, you must require that even small business contractors obtain
permission or licenses from copyright owners before including privately-
owned copyrighted works in data to be delivered under Government
contracts.

In those cases where the acquisition may be accomplished through use of
the GSA nonmandatory FIP schedules, you may have both pre-award and
post-award considerations.  Since the GSA Nonmandatory FIP Schedules
are based on existing contracts, all users of these schedules are bound by
the contract agreements in place.

If your agency acquires software through the Nonmandatory Schedules, it
must observe the software vendor’s existing licensing under the GSA
contract.  For example, you could not acquire such software and then give
to another contractor the permission to make unlimited copies of the
software for its own use.

In some cases, you will find that the specific requirement and/or the agency
contract already in place may impose certain licensing considerations that
you must observe.  If there is already an agency contract in place, you must
ensure that any FIP resources acquired under that contract and used by any
other contractors meet the original licensing requirements.

Normally you will state clearly in the RFP that there is a requirement that an
acquisition of commercial software requires the offeror to obtain licensing
of the software as a condition of award.

(continued on next page)
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11.3  Types of Licensing Agreements (continued)

For example, for DoD agencies, DFARS 211.7004-1(h)(2)(iii) requires that
“A tailored license shall clearly set forth the conditions under which the
Government may use the commercial computer software and any related
commercial computer software documentation.  Solicitations containing a
tailored license must require an offeror who is not the commercial computer
software or documentation licenser to obtain, and submit with its offer, the
licenser’s written agreement to the tailored license as a condition for award.
You should include tailored license agreements in Section H, ‘Special
Contract Requirements,’ of the contract.”

You will find that there are several types of licensing agreements which may
apply in a FIP resource acquisition.  Licensing agreements can cover long
term periods, short terms, be joint or consist of “sole proprietorship.”  In
addition, the Government may acquire a license for only one computer
platform, one site, one agency or for unlimited Government-wide use.  The
type of license that you must consider in a FIP resource acquisition will
depend on the agency’s requirements.

One question you must answer in a licensing arrangement is the number of
sites that will require the license.  This is often of concern in software
licensing.  Typically, software licenses can be obtained for a single site,
multiple sites, or on an unlimited basis.

1. Single Site License - useful if the software or other FIP resources
will only be required at a single location, such as one research lab.

2. Multiple Site License - useful if the agency requires the software or
other resource to be used at several sites, possibly exchanging
information.

3. Unlimited License - useful if the agency requires very widespread
use of the software or other resource and may wish to expand use in
the future.  In cases, the unlimited license may apply to
Government-wide use by all agencies and allow release to other
parties with no limitations.  Normally, the Government prefers the
broadest possible licensing arrangements for maximum flexibility,
while observing the valid concerns of the owner or offeror.

Clearly, if you intend to transfer data to third parties in the future for the
convenience of the Government, you will want a licensing agreement that
provides for this flexibility, without excessive payment of royalties.

(continued on next page)
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11.3  Types of Licensing Agreements (continued)

Other types of licensing agreements include:
• Perpetual—one-time payment and use forever
• Term—limited use for month or year, etc.
• Exclusive—only one licensee is authorized to use
• Nonexclusive—multiple users
• Enterprise—see Chapter 12, “Acquiring Commercial Software”

A second question that you should ask concerns who will require access to
the technical data in a FIP resource acquisition.  In most cases, you should
determine if third parties, such as future maintenance contractors or others,
may require access to the data.  If so, you acquire a licensing agreement for
unlimited data rights.

Another consideration that you must make concerns cost to the
Government.  In general, you can expect an offeror or contractor may ask a
higher price in royalties if the Government requests unlimited data rights in
the licensing agreement, because that can mean the loss of future sales to the
Government and loss of future commercial sales.

For these reasons, you should select a licensing agreement that reflects the
most advantageous position for the Government.  Ideally, this would
include the fewest restrictions, such as unlimited access to data.  However,
if the cost in royalties or other payments is too high, you may  have to make
a tradeoff and settle for some restrictions in the licensing agreement, such as
a limited data access.

(continued on next page)
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11.3  Types of Licensing Agreements (continued)

This table summarizes the objectives of this chapter and your actions in
obtaining data rights.

SUMMARY TABLE

I f . . . Then. . .

A FIP resource acquisition is planned... You must state that offerors must obtain

necessary licenses from the owners.

A FIP resource contract will require the

production of data....

You must tailor and include appropriate

data rights clauses in the contract.

The Government will require access to

technical data...

You should determine the minimum

requirements for data right and determine

whether you require:

• Unlimited data rights

• GPLR, or

• Limited data rights

A contractor develops data, such as

software during a contract paid exclusively

by Government funds....

The contractor can request permission to

market, or “commercialize” the discovery

but the Government retains full use

without paying royalties.

You acquire FIP resources through small

purchase...

The bidders are still bound by existing data

rights and intellectual property laws.

You acquire FIP resources, or allow a

contractor to acquire FIP resources through

a GSA Schedule...

You are bound by the data and software

rights in the GSA contract.

An agency acquires FIP resources under an

existing agency contract...

The acquiring agency is bound by the data

rights and licensing agreements in the

original contract.

An agency requires widespread use of a FIP

resource, such as software...

Consider an unlimited license.

Summary Table
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SUMMARY

In this chapter, you learned to compare and contrast regulatory
standards, procedures, and processes for Government acquisition
of various types of intellectual property and data rights.  In the
next chapter, you will distinguish among and choose the
appropriate method of acquisition available for acquiring
commercial software.
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CHAPTER 12

ACQUIRING SOFTWARE

Chapter Vignette

You know,” said Mark, “throughout our discussion of
FIP resource acquisitions, you keep hinting that soft-
ware is some sort of special area, something I have to be
really careful about. Is that so?”

“Well,” said Marcia,  "I have also tried to alert you to
the unique or special considerations about each type of
FIP resource, but you’re right.  Software, especially
commercial software, is really a special case, with its
own unique considerations.  You know, it is policy to
pursue a software solution, if possible, rather than
buying new hardware.  But, software usually has a much
shorter life cycle before it is modified or made obsolete.
Authors have to make their money on new software very
quickly or risk losing out to rivals, and you will find that
market surveys for software usually reveal there is less
free and open competition than for hardware or
services.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Distinguish among and choose the appropriate method
of acquisition available for acquiring commercial
software.

Individual:

12.1 Explain what is not commercial software.

12.2 Explain key terms as they relate to commercial
software acquisition.

12.3 Describe categories and types of commercial
software.

12.4 Explain pricing structures and the effect on
licenses for commercial software.

12.5 Contrast the differences in the commercial
software life cycle and the software life cycle.

12.6 Distinguish among and explain the various
methods of acquisitions available for commercial
software.

12.7 Discuss the current major issues involving
commercial software.
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Chapter Overview

This chapter describes commercial software and a discussion of what is
not commercial software.  It identifies categories and types of commercial
software, including operating software, utilities software, and application
programs.  It further explains that changes in commercial software are
among the fastest in the entire field of FIP resources and discusses the life
cycle process for the acquisition of software.

This chapter explains key software terms.  It also provides examples of
“minor modifications,” “maintenance updates,” and “new versions.”  It
also explains the need for language in a contract to exclude beta versions
(prototypes) and vaporware.

Not all software is FIP software.  Some software is “embedded” in non-
FIP equipment.  For example, special software that is embedded in a blood
analyzer is currently considered non-FIP software.

One section distinguishes among and explains various methods available
for acquiring commercial software.  It will also distinguish effect on
pricing of minor modifications, maintenance updates and new versions.

Another section distinguishes among the various methods of acquisition
available for acquiring commercial software, including single license,
multiple licenses, and site license.

The final section discusses current major issues involving commercial
software.

(continued on next page)
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Chapter Overview (continued)

This chapter includes the following topics:Topics in This
Chapter

SECTION TITLE PAGE

12.1 What is Not Commercial  Software 12-7

12.2 Key Terms in Commercial Software Acquisition 12-10

12.3 Categories and Types of Commercial Software 12-11

12.4 Common Pricing Structures and the Effect on
Licenses

12-14

12.5 Commercial Software Life Cycle 12-16

12.6 Methods for Acquiring Commercial Software 12-19

12.7 Current Major Issues Involving Commercial
Software

12-32

It is recommended that you have the following references available in
order to understand the topics in this chapter:

• FAR Subparts 6, 14, 19

• FIRMR 201-4.001

• FIRMR Bulletin C-12 on the Federal Software Exchange Program

• DFARS 252.227-7013 and DFARS Subpart 227.4

• FIPS PUBS applicable to commercial software

• GSA Guidebook - “A Guide for Acquiring Commercial Software”

• GSA Guidebook - “Guide for Requirements Analysis and Analysis
of Alternatives”

There are several key terms in acquiring software that you should
understand.  The table on the following page shows these key terms in
alphabetical order. You should also consult the Glossary at the end of this
text, if you see a term you do not understand.

(continued on next page)
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Chapter Overview (continued)

KEY TERMS IN SOFTWARE

Beta Version a prototype version of software, before complete “debugging.”

Brand Name or Equal a commercial software product or its equivalent.

Commercial Software software developed at the contractor’s expense and available for sale or leasing to the
general public.

Common-Use Software software that deals with applications common to many agencies, that would be useful to
other agencies, and is written in such a way that minor variations in requirements can
be accommodated without significant programming effort.

Compatibility-Limited
Specifications

specifications which state that the required software must be compatible with existing
hardware and/or software on hand in the requiring agency.

Conversion Study a study to determine the impact on cost and time of relocating software from one
hardware/operating system to another.

Data Linking the ability to embed references to data which has been developed with another
application within the current application.  For example, a common use of data linking
is linking a word processing application to a spreadsheet package.  It uses “dead links,”
“live links” or “object- oriented programming” (OOP).

File Conversion Utilities software programs used to convert data between the de facto standard and a vendor’s
proprietary software package.  Contractors are usually willing to provide file
conversion utility programs as part of a commercial software package.

File Import/Export the ability to read and write data files directly to or from a de facto standard format.
The most commonly used method to do this is ASCII.

Graphical User Interface
(GUI)

the use of “icons” or objects which represent a function on the computer screen (usually
in a “pull down menu”).  The user activates the function by pointing at the icon with a
“mouse.”  Common examples include the Macintosh and Microsoft Windows.

Hostile Software software programmed to delay, damage, or destroy other software.

Integrated Software
Packages

computer software applications packages which are fully linked and offer multiple
applications, usually word-processing, graphics and spreadsheets.  An example is
Microsoft’s “Works.”

Intermediate File
Formats

a format used when the conversion utility does not work with a file conversion utility
because it cannot convert directly to a de facto standard.  In this case, a software
package first converts the proprietary file to an intermediary and another software
package then converts the intermediary file into a proprietary file.

(Terms continued on next page)
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Chapter Overview (continued)

KEY TERMS IN SOFTWARE

Software Conversion modifying programs and data used on one system so that they can be used on another
system.  Sometime the cost of conversion can be greater than the cost of acquiring new
commercial software.

Software Documentation printed material which explains how the software operates

Specific Make and
Model Specifications

specifications that describe the exact commercial software product required.

Template a part of software which acts as a generic “framework” or set of instructions to permit
easy customization by a programmer

Vaporware commercial software which does not yet exist in a format fully developed for
prototyping, testing, or sale/lease.
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12.1  What Is Not Commercial Software

The following are NOT commercial software:

• Software embedded or included in the price of equipment;

• Embedded software, such as software used in weapon systems and
machinery.  This type of software is typically not acquired
separately from equipment it supports.

• Software not available for lease or purchase in the commercial
market place by the date set for receipt of proposals ; and

• Public domain software available from Special Interest Groups
(SIGs) through electronic bulletin boards or such devices .

If you are acquiring special software developed at Government expense, or
software already embedded in a machine, such as a computer-operated
elevators, you are NOT acquiring commercial software.

One risk in the acquisition of commercial software is the issue of Beta
versions (prototypes of software) and vaporware.  Often, it is in the
interest of an offeror to propose either a Beta version or vaporware as part
of a FIP acquisition, because it passes the cost of completion on to the
Government.

Both Beta versions and vaporware pose a serious problem to a timely
acquisition.  Both are not fully developed versions of software and the
effort and cost to complete development is a risk that should not be
assumed by the Government in most cases.

Because Beta versions are further along in development, they are
somewhat less risky.  However, even a Beta version of commercial
software may contain serious defects that have not yet been discovered
and corrected.  The problem is that some of these serious defects can only
be discovered after intensive use and defects can be so serious that they
can cause an entire system to fail.

Vaporware is even more risky from the Government’s point of view as a
purchaser.  Usually, vaporware may consist of no more than a design
(process flow diagram) for the software.  Little of the software may have
been written.  There can be no reasonable guarantee that vaporware can be
delivered on time and according to design and performance specifications.

(Topic continued on next page)
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12.1  What Is Not Commercial Software (continued)

For these reasons, it is very rarely in the Government’s interest to accept
either Beta versions or vaporware as part of a FIP software acquisition
solution.

It is strongly recommended that a requirement for software acquisition
be written to include language that prevents acceptance of Beta versions
and vaporware.

Begin Early.  The GSA Guidebook warns you to begin the acquisition
process for software as early as possible, because the process can be
complex and take up to 18-24 months for a large negotiated procurement.

Consult FIPS PUBS.  If you are not familiar with the requirement, you
may have to ask technical experts and do some research.  You can also
consult the FIPS PUBS for guidelines on software.

The National Institute of Standards and Technology (NIST) provides FIPS
PUBS for scientific services and advice to Government agencies on FIP
standards, including software.  NIST publishes standards, guidelines and
program information documents in seven categories.  If you have some
questions about software maintenance, consult FIPS PUB 106, “Guideline
on Software Maintenance.”  Ensure you understand various alternatives
proposed in the requirements analysis.

Remember, you are not expected to become an expert on software, but you
should understand what the acquisition is about before you continue to
review a requirements analysis.

Is a Conversion Study Needed?  If there is something unclear or
incomplete in the requirement, ask for any necessary clarification.  For
example, if the requiring activity has specified a specific make and model,
a sole source, or a compatibility-limited requirement, make sure that a
conversion study has been performed and any necessary justifications have
been prepared.

Beta Versions and
Vaporware
(continued)
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12.1  What Is Not Commercial Software (continued)

Noncontractual Options:
Noncontractual options include:

• Do nothing.  If your analysis shows that cost of obtaining software
will be greater than benefits, the best acquisition option will be to
do nothing.

• Reassign software within the agency.  If it is possible, reassign
copies of existing software within the agency, as long as this does
not violate licensing agreements.

• Reschedule software use.  Another noncontractual option is to
reschedule use of existing software so that more than one activity
or office can use it.  Again, make sure this will not violate any
licensing agreements.

• Change work shifts.  If it is possible, the agency may be able to
schedule use of existing copies of software by splitting personnel
into more than one shift.

• Re-engineer the existing software.  If it is possible, another
noncontractual option may be to re-engineer the existing software.
This might be done with either in-house resources or through an
existing support services contract without purchasing new
software.

• Share with another agency.  A final noncontractual option is to
share copies of existing software with another Government agency,
on a timesharing basis.  For example, the National Institutes of
Health offer such timesharing arrangements to other Federal
agencies.  Again, make sure that such arrangements will not violate
any software licensing agreements.

Non-contractual
Considerations for
Developmental
Software
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12.2  Key Terms in Commercial Software Acquisition

Other aspects of FIP resource acquisition (hardware and services) have
their own unique considerations which must be observed to minimize
problems in the acquisition.  This is also true of software acquisition,
including commercial software.  This section of the chapter presents a
detailed discussion of the unique considerations associated with
acquisition of commercial software.

Remember that commercial software may be acquired either separately or
as an integrated part of a FIP resources system of hardware, software and
services.

GSA’s “A Guide for Acquiring Commercial Software” defines
commercial software as “software that is available for lease or purchase
in the commercial market from a concern representing itself to have
ownership or marketing rights in the software.  Software that is furnished
as part of the ADP system but that is separately priced is included.”  The
DFARS defines commercial software as that software developed at private
expense and available in the commercial market through lease or
purchase (including licensing agreements) from a concern representing
itself to have ownership and/or marketing rights in the software.  Software
which is furnished as part of a computer, but is separately priced from the
computer is included in this category.

For example, if you have ever purchased a word processing application or
a computer game for a child, you have bought commercial software.

In addition the DFARS defines “commercial computer software” as
computer software which is used regularly for other than Government
purposes and is sold, licensed, or leased in significant quantities to the
general public at established market or catalog prices.

You can see that the key to defining commercial software is that it must
have been developed at private expense of an offeror or author and be
available to the general public.

Software
Considerations

Definition of
Commercial
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12.3  Categories and Types of Commercial Software

You will find that commercial software products fall into three broad
categories: operating environment, applications development, and utility
software.

• Operating environment supports the operation of hardware and
software on a single platform.  System software can also support
the development and operation of application software.  System
software includes the operating environment, applications
development, and utility software programs.  This is the type of
software that makes your computer “run” or operate.  It performs
such functions as running the operating system, security, job
scheduling, transaction processing and performance monitoring.

Operating environments usually come already “loaded” in the
hardware, but can also be installed either as original packages or as
updates.

• Applications development software is the software which most of
us use to support daily work activities.  Application software
includes office and functional programs such as word processing,
graphics, spreadsheets, and data bases.

• Utility software performs those functions required to support the
applications programs, such as code conversion, copying, disk
management, backup, and archiving.  For example, when you order
your computer to print a letter, you are using the utility program.
The utility program software, like the operating environment
software, usually comes already mounted in the computer.

(continued on next page)
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12.3  Categories and Types of Commercial Software (continued)

In addition to the three broad categories of commercial software, you may
sometimes hear about “types” of commercial software.  Do not confuse
types of commercial software with categories of commercial software.
The most common types of commercial software that you may hear
mentioned include:

• Shrink-wrapped commercial software.  This is commercial
software that is completely self-contained and requires little or no
modification.  Most of it is application software.  You can usually
install it using only floppy diskettes and the user’s manual.  You
would usually use this type of commercial application software on
a single microcomputer, such as your desktop computer.

• Multi-user Software intended to be used on a minicomputer,
mainframe computer or server, may require the services of
technical personnel to install, maintain and periodically service,
but requires no modification to the applications package itself.

For example, if you acquire a data base applications package to be
mounted on a server so that many persons in the office can use it
(multiuser software), you will probably need technical assistance to
install it, but the software will not require any modifications,
although a vendor will probably have to service it periodically.

• Customized packaged software is commercial software which
provides certain functions already “built in,” but requires
additional software development in order to provide all the
functions required by the requiring agency.  Customized software
often requires significant vendor support services, such as design,
training, and maintenance.  You may obtain these support services
at the time of acquisition from the same vendor, or from a third
party.

There are many packages of application software to support many
different requirements.  The following table is adapted from the GSA
Guide and shows most of the common types of commercial software
which are available to match the most common requirements.

(continued on next page)
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12.3  Categories and Types of Commercial Software (continued)

Requirement... Available Software...

• Heavy typing of reports memos and
studies; many revisions

Word Processing

• Combining graphics and text;
producing document for external
distribution

Desktop Publishing

• Producing form letters List processing

• Filling large numbers of standard
forms

Forms Processing

• Short memos or messages Electronic mail

• Accessing main frames; transferring
data files

Telecommunications

• Manipulating numbers Spreadsheet

• Maintaining data and indexes Database management

• Document searches Text retrieval

• Presenting numerical data in graph
formats

Business graphics

• Free-form graphics Drawing

• Project management Project management

• Scheduling Calendar

• Reviewing data in data bases Executive information systems

• “What-If” financial analysis;
modeling

Decision support system

• Analysis of data Statistical analysis

In many cases, it will be possible to acquire commercial software that
meets agency requirements “as is” with no further modifications or
programming required.  However, in some cases, an agency may require
that a commercial software package be “customized” to meet the agency’s
special needs.  For example, an agency may need to customize a certain
commercial database to add special features.  Many commercial software
packages contain a “template” to permit easy customizing or modification.
A template is a sort of built-in software framework which allows a
programmer to change the software.  In some cases, the ease of
customizing, and amount of programming needed, may be important
factors in source selection.

Table for
Matching
Requirements and
Available
Software

Customizing
Commercial
Software
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12.4  Common Pricing Structures and the Effect on Licenses

This section explains key terminology, pricing structure, and licensing
arrangements that you may encounter in a commercial software
acquisition.

The type of license that you acquire will also have an effect on the pricing.
Usually, the licensing agreement will be either:

A. Single license, limited to one computer and one user (e.g., your
home computer);

B. Site license/Enterprise License, is for use by any site or location
connected with an enterprise, project, or program.  Enterprise can
be defined as a physical location or an entire agency.

Contractors who have commercial software packages seek to maximize
profit in the shortest time.  They do this by licensing or leasing to as many
sites and platforms as possible.

It is in the Government’s best interest to enter into multiple-year licensing
agreements with the vendor, who provides the agency’s suite of
commercial software products.  Based on current market conditions most
software resellers/developers will only enter into licensing agreements for
a two-year period.  This equates to a base contract performance period
with one 12-month option.

Chapter 11, “Intellectual Property and Licensing Agreements,” provides
information on general licensing considerations on page 11-18.  As a
contract specialist, you should be aware that each of these areas can be a
negotiation issue.

Terminology

Effect of
Licensing on
Pricing

General Licensing
Considerations
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12.4  Common Pricing Structures and the Effect on Licenses (continued)

The competition to develop and market commercial software is very
strong, although different applications programs may not be compatible
with one another.  This strong competition means that commercial
software companies constantly strive to upgrade and improve their version
of software programs.  Some major software companies release a minor
modification, a maintenance update or a new version frequently, in order
to stay current with competitor’s products, and to encourage customers to
keep upgrading.

Each of these has a different pricing structure and effect on licenses
for commercial software.

• A minor modification is a relatively minor change to existing
software, usually adding or enhancing a particular feature, such as
ease of use, of the existing software.  Usually, the vendor will
charge only a small nominal fee for the minor modification.  For
example, some minor modifications for popular word processing
applications programs are available for as little as twenty to thirty
dollars apiece.

• A maintenance update is a more extensive change to a commercial
software package.  A maintenance update may contain a number of
new upgrades of added features, usually to a software program that
is several years old.  The vendor will normally charge more for a
maintenance update, sometimes several hundred dollars for each
licensed or leased package.  For example, a vendor may offer an
update in a data base package.  Typically, the update is identified
by adding a decimal point and a number and/or letter to distinguish
the new update from the older version, such as 5.1 or 5.1a.  A
maintenance update may be called a “new release.”

• A new version is commercial software that is intended to supersede
or replace the older versions available to the public.  Usually, the
new version of commercial software contains many features that
are not available with the older versions and may even be fully or
partly incompatible with the older versions.  Usually the vendor
will demand more money for a new version than for a minor
modification or maintenance update.  The vendor may not even
grant any credit for purchase of earlier versions and require each
purchase to be at the new higher cost.

Minor
Modifications,
Maintenance
Updates, and New
Versions
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12.5  Commercial Software Life Cycle

The acquisition of commercial software is similar in many ways to the
acquisition of any other commodity, but there are some special
considerations.  Likewise the life cycle process is similar, but there are
some special considerations.  These differences are emphasized in this
section.

The GSA Guide Book for the acquisition of commercial software warns
that a large scale commercial software acquisition can take up to 18-24
months for completion.  This is important because, compared to most
other FIP resources, commercial software has a relatively short life cycle.

Because of this shorter life cycle, vendors and software developers must
maximize profit, and sell or license commercial software packages
(especially applications) as fast as possible, before a competitor releases a
newer version that makes its version obsolete or less desirable to the
market.

As with all system life cycles, the system life cycle for commercial
software begins when a need is established, and ends when a contract is
closed out and the user disposes of the software.  Disposal of the software
is dependent upon the terms of the contract’s licensing agreement.  The
life-cycle for commercial software acquisition has five phases.  Each of
the five phases also has several steps.  The GSA Guide for Acquiring
Commercial Software lists the phases and steps shown in the table on the
following page.

(continued next page)
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12.5  Commercial Software Life Cycle (continued)

THE COMMERCIAL SOFTWARE LIFE-CYCLE

PHASE “STEPS”

Planning •  Identifying Automation Needs

•  Planning

•  Budgeting

Acquisition •  Requirements Analysis

•  Analysis of Alternatives

•  Developing the Solicitation Package

•  Developing the Source Selection Plan

•  Advertising the Requirement

•  Issuing the Solicitation

•  Receiving Proposals

•  Source Selection

Implementation •  Installation

•  Acceptance

•  Training

•  Conversion

Operation and Maintenance •  Maintenance

•  Support

•  Enhancement

End of Life-Cycle •  Contract Closeout

•  Disposition

(Adopted from A Guide for Acquiring Commercial Software, Acquisition of Information

Resources, GSA, 1990)

(continued next page)
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12.5  Commercial Software Life Cycle (continued)

You can see that the system life cycle for commercial software acquisition
is very similar to most other system life cycles that you have seen.
However, there are several key differences.

• Planning Phase differences.  First of all, in the Planning Phase,
remember that a large, complex commercial software acquisition
may take up to two years, so you must try to minimize delays by
identifying the requirements and conducting the acquisition
planning as soon as possible.  To minimize delay, you should ask
“up front” whether a software solution has been considered, before
you expend a great deal of time on a hardware acquisition.

• Acquisition Phase differences.  One key difference in the
acquisition phase is the requirement for a conversion study.  A
conversion study is often required if the “old” software is supposed
to be compatible with new hardware and software.

Another key difference in this phase is that, during the market
study in the analysis of alternatives, you may find that there will be
less than full and open competition.

• Implementation Phase differences.  In the Implementation Phase,
some key differences between commercial software and other
system life-cycles concerns the steps for installation, acceptance
and conversion.  The initial installation for large main-frame
computers and LANs will typically be performed by computer
specialists from the contractor, not Government personnel.

The Government will then typically operate the software for a
testing period or transition period until it finally accepts the
installed software.  Typically, the Government will choose, as a
safety measure, to continue to operate the “old” software side-by-
side with the new software until acceptance.

Conversion is the third major difference in the Implementation
Phase.  Often, the requiring agency will have very large files to
convert from the old software formats to the new software format,
and may require contractor assistance as part of the acquisition.

Similarities and
Differences



Acquiring Software

Acquisition of FIP Resources 12–19

12.6  Methods for Acquiring Commercial Software

This section discusses the methods for acquiring commercial software.
You may recall that commercial software may be acquired either as a
separate acquisition, or as part of a larger FIP resources system

As you have learned, one of the goals and objectives in the acquisition of
commercial software is to maximize competition.  However, you have also
learned that a market survey for commercial software may often reveal
that there is less than full and open competition in the market place for
commercial software.  Nevertheless, your goal is to always attempt to
maximize competition in a commercial software acquisition.

You will recall that the FAR describes three degrees of competition:

• Full and open competition;

• Full and open competition after exclusion of sources (including
small business set-asides and 8(a) set asides; and

• Other than full and open competition.

There are times when you may be able to exclude some sources.  This
exclusion of sources may be possible when:

• Establishing or maintaining alternative sources; or

• Establishing a set-aside for small business and labor surplus areas;
or

• Following procedures of implementing the Small Business Act,
Section 8(a).

Of these three exclusions, in the case of commercial software acquisition,
you will only be concerned with small business set-asides and 8(a)
contractors.  Many software companies qualify as small businesses, until
they become very successful and grow larger.  (See FAR Part 19 for
policies and procedures on set-asides and the 8(a) program).

In addition, there are times when you may acquire commercial software
under certain conditions without full and open competition.

(continued on next page)
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12.6  Methods for Acquiring Commercial Software (continued)

Requirements for other than full and open competition with appropriate
justification has been previously covered.  However, in a commercial
software acquisition, you will more often deal with the issue of
compatibility-limited requirement.  This type of commercial software
requirement claims that any new software must be compatible with the
software already on hand in the requiring agency.

If you receive a compatibility-limited requirement, you should usually
ask for a conversion study, before completing justification.  (See Chapter
25, “Determining If Conversion Studies Are Necessary.”)

The conversion study may show that the files can be converted or that the
agency can switch to another commercial application software.

(continued on next page)
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12.6  Methods for Acquiring Commercial Software (continued)

Once you have received a requirement for commercial software, you
should follow a certain sequence of events and actions to make sure that
you conform to all the statutory requirements and regulations in order to
minimize the risks and increase the chances of success.

The following flow chart shows the step by step sequence of events
recommended for the acquisition of commercial software.  Note that this
flow chart emphasizes the actions to be taken by the acquisition team.  The
contract specialist performs steps 5 and 6.  However, the contract specialist
is responsible for documentation and review of steps 1 through 4.

1  Review the
    Requirements
    Analysis

2  Begin Review of
    Analysis of
    Alternatives

3  Conduct Market
    Survey

4  Analyze the
    Technical Options

5  Analyze
    Acquisition
    Options

6  Select the Most
   Advantageous
   Alternative  

    

(continued on next page)
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12.6  Methods for Acquiring Commercial Software (continued)

The first step is to review the requirement thoroughly.  Take the time to
read the requirements analysis completely until you understand it.  If the
requirements analysis is for a common item of commercial software, you
may have no trouble understanding it.  In fact, you may be very familiar
with the required commercial software.

However, in many cases, the requirement may be for a very unusual or
unfamiliar type of commercial software, such as might be used in
computer-assisted software engineering (CASE) or computer-assisted
manufacturing (CAM).

Checklist for Any Key Assumptions and Constraints.  This is the type
of information that you will require at this point to understand the
requirements analysis, and later to develop the appropriate negotiation
areas for the licensing agreements.

Check the following list when reviewing the requirement analysis.

CHECKLIST FOR KEY ASSUMPTIONS AND CONSTRAINTS

• Is there any special requirement for customization of the commercial software?
(Customization means the addition of agency-specific information to the
commercial software.)  If so, this will add to the cost, depending on the scale of
customization.

• What are the desired licensing agreements?  Does the requiring agency need a
single license, a multiple or a site license?  Which site locations?

• Are the requirements for training, maintenance and support (if any) clearly
specified?

• Are there any special security requirements?

• Is necessary language included to exclude Beta versions and vaporware?

• Does the requiring agency have a need to disclose any of the technical data or
documentation associated with the software to other parties, including other
contractors who might be competitors of the vendor?  Is a there a requirement
for access to the source code?

• Is there a need to apply the licensing agreement to any subsequent version of
the commercial software?

• What is hardware on which this commercial software will be used?  Is it clearly
specified?

• What will be the disposition of the software at the end of the contract term?

• Are the essential requirements (“must have”) clearly separated from the
desirable requirements (“nice to have”)?

Step 1–Review
the Requirement
Analysis
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12.6  Methods for Acquiring Commercial Software (continued)

The purpose of the Analysis of Alternatives is to evaluate the cost and
benefits of the various alternatives contained in the requirements analysis.

Once you fully understand the requirement, key assumptions and
constraints, and are certain that any necessary conversion studies and
justifications have been done, you are ready for the next step, reviewing
the analysis of alternatives.

As you begin your review, you will assure that the technical team has
defined and examined the acceptable technical options.

As you conduct your review, remember that there are some key factors for
a successful analysis of alternatives that you should look for.

• Did the technical team complete the analysis of alternatives
BEFORE deciding on a solution?

Sometimes, there is a temptation to jump to a conclusion or “best
solution” before going through a fair analysis of alternatives.  Do
not allow yourself to be pushed into a preferred solution or
alternative by the requiring agency without a fair and complete
analysis.

• Did the technical team reach consensus, and document all
assumptions and constraints?

Remember that nearly all plans and projections and requirements
are based on some kind of assumptions and constraints, which may
be wrong.  Make sure that these are clearly written out.  You may
be surprised to find out that the assumptions have sometimes not
been written down, because “everybody knows that...”

(Topic continued next page)
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12.6  Methods for Acquiring Commercial Software (continued)

• Did the technical team use a limited set of key criteria to
distinguish among options.

Usually, you can judge and evaluate each alternative based on no
more than a few criteria.  Usually, five or six key criteria are all
that you will need to review the Analysis of Alternatives.

Rank these key criteria, starting with the most important and
working downward to the least important.  Of course, the “must
have” or essential requirements take priority over the “nice to
have” or desirable requirements.  If you try to use too many criteria
for evaluation of the alternatives, you may become confused and
give too little value and weight to the really important criteria, such
as “capability” or “ease of use.”

• Did the technical team NOT automatically eliminate those
alternatives or options that cannot provide desirable features.

Remember that desirable features (“nice to have”) are not as
important as the valid mandatory features.

• Did the technical team recognize that software requirements
and alternatives change over time.

The area of commercial software is very dynamic and changes
rapidly.  Requiring agencies often increase their requirements
frequently, several times per year as requirements and new
capabilities are added.  Do not be surprised if you have to change
the original requirements after you have begun the Analysis of
Alternatives.

• Did the technical team test the sensitivity of an analysis to
changes in key assumptions and constraints.

Key assumptions and constraints may not remain valid.  If they
change, you may have to change one or more parts of your analysis
or your conclusion.  For example, if a key performance constraint
was that “the software must be installed and fully operating within
30 days,” and you later find that you have much more time, that
might change your analysis and conclusions.

(continued on next page)
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12.6  Methods for Acquiring Commercial Software (continued)

Although the market survey is performed by the contract specialist for
most acquisitions, for a FIP resources acquisition, the contract specialist
assists the technical and program personnel in conducting a market survey
for the Analysis of Alternatives documentation.  You have already learned
the importance of a market survey in an Analysis of Alternatives.  The
market survey is crucial to the Analysis of Alternatives, especially for
commercial software.  However, you may find that a market survey for
commercial software can be somewhat different than a market survey for
other types of FIP resources.

Remember, one major difference in a market survey for commercial
software is that there is less chance of free and open competition.

Many types of commercial software, from different developers and
companies, may not be compatible with one another.  The developers of
commercial software wish to maximize profit by selling or leasing
commercial software which is proprietary, so compatibility with other
companies’ software is not one of their goals.

As a result, requiring agencies often feel obliged to specify a requirement
for “sole source,” “specific make and model,” or a “compatibility-limited”
requirement.  Of course, this limits full and open competition.
Nevertheless, you must still conduct a thorough market survey, because it
is crucial to the Analysis of Alternatives.

Objectives of a Market Survey for Commercial Software.  The
objectives of a market survey for commercial software are similar to those
for any market survey.  When you conduct a market survey you will be
trying to:

• Verify the technical feasibility of the requiring agency’s
requirements.

You will try to determine if each of the alternatives are technically
feasible.  Find out if any vendor can technically satisfy the
requirement.  If not, you should notify the requiring activity and
ask it to revise or remove the requirement.

• Determine the amount of competition available to provide the
capabilities required.

 If the requiring activity placed any restrictions on the requirement,
such as sole source, specific make and model, or a compatibility
limitation, there may be very little or no competition.

(Topic continued on next page)
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12.6  Methods for Acquiring Commercial Software (continued)

Objectives of a Market Survey for Commercial Software (continued)

• Collect pricing information for cost estimates and comparative
cost analysis.

Try to collect the likely price for each alternative and for each
likely supplier or offeror.

• Determine the industry norms and business practices for this
type of software product.

For example, you might try to determine how frequently this type
of commercial software is upgraded; what are the typical
warranties and licensing agreements for this type of acquisition.

What Solutions Are Available?  Overall, your basic goals in the market
survey is to ask and determine the answer to the questions, “What
technical solutions are available in the market place?” and “What is the
best acquisition option?”  The technical and program personnel are
primarily responsible for the technical solution.  You, as a contract
specialist, are responsible for the acquisition option.

Sources of Information for a Market Survey.  There are several sources
of information for your use in a market survey for commercial software:

• Industry and Government publications, such as Datapro and the
Thomas Register are available in most Government offices.

• Trade show literature is available at various exhibitions throughout
the country each year, or by writing to associations or individual
vendors;

• Product demonstration, which you can request from various
vendors of commercial software, including on-site demonstrations
at Government locations;

• Vendor marketing literature, such as brochures, (although these
may have limited value because they show only the best features
and do not discuss any shortcomings);

• Government user groups often include one or several technical
experts who are familiar with the commercial software; and

• Information concerning product acceptability maintained by the
information management group, which collects and maintains files
on this type of information.

(Step 3 continued on next page)
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12.6  Methods for Acquiring Commercial Software (continued)

Types of Factors to Consider. (continued)

Life-cycle cost.  This is often a key discriminator in very large acquisitions
of commercial software that are intended to be used for some years at
many sites.  The consideration of life-cycle costs analyzes not just the
initial purchase or licensing cost, but the entire cost of the commercial
software over the expected life cycle.

For example, if the recurring costs, such as training and maintenance, will
be too high, that might offset low nonrecurring costs (the purchase price)
and make the total life-cycle costs too high overall.

Availability.  The availability of a commercial software package is also
often used as a key discriminator.  The software must be available during
the time frame and in the quantities and with the capabilities required.
This is one area where you must be careful about Beta versions and
vaporware.  Often, a potential source might make extravagant, but
inaccurate, claims about the availability of its software.  Software in
prototype (Beta versions) or in vaporware are not considered to be
available because they may require extensive further development.

Risk.  This factor is often related to availability.  Generally, a commercial
software package that has been on the open market successfully for some
time offers a low risk to the Government, because it should have all the
bugs worked out.  On the other hand, a software package still under
development, even if it promises to be much better than anything available
on the market now, offers a higher degree of risk.  You must understand
the degree of acceptable risk in the acquisition.

Effect on competition.  One key discriminator that may often be
misunderstood is the effect on competition.  If the Government continually
buys very large quantities of one commercial software package, it can
have the effect of discouraging or even stifling competition.  Smaller
vendors in particular, may never generate the number of sales necessary to
recover development costs if the Government always buys from one larger
rival.  You can see that this is one reason why “portability” of software is
important to competition.

These are only some of the most frequently used discriminators.  You may
find that it is necessary to recommend one or more additional factors to
discriminate among technical options, depending on the acquisition.

(continued on next page)
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12.6  Methods for Acquiring Commercial Software (continued)

Once the best technical option has been recommended, you are now ready
in the Analysis of Alternatives to analyze the best acquisition option.  For
any acquisition of commercial software, there are usually a number of
options.  Your acquisition options will depend on the answers to the
following kinds of questions:

• What is the long-term viability of a noncontractual option?  (If you
select a noncontractual option, how long will this solution last?)

• Are the range of available resources adequate to support a
noncontractual option?  (For example, does the requiring agency
really have the time and personnel to work in shifts?)

• What are the customization requirements?  (If you obtain software
from a noncontractual source “as is,” can the agency handle
customization in house without further contractual help?)

• What is the control and priority over the software resources?  (For
example, if you decide to share software, rather than buy, who
determines the priority in using the software?)

If you obtain suitable answers to these kind of questions, then you may
decide on noncontractual options.  Otherwise, you will have to rely on
contractual options for software acquisition.

The following information shows the most likely acquisition options that
you should analyze.

(Step 5 continued on next page)
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12.6  Methods for Acquiring Commercial Software (continued)

Contractual Options:
If for any reason the noncontractual options are not feasible, you must
consider the contractual options.  Contractual options include:

 • Small purchases. The first contractual option for acquiring
commercial software is through small purchases.  This option can
be used when the total award amount will not exceed $25,000.

• Established sources of supply.  Commercial software may be
obtained from either mandatory or GSA non-mandatory sources of
supply.

Mandatory sources of supply include:

– FTS 2000;

– Financial Management System Software (FMSS); and

– Agency specific mandatory sources.

GSA non-mandatory sources include:

– GSA Non-mandatory ADP Schedule Contracts;

– Agency specific non-mandatory contracts; and

– the Office of Technical Assistance (OTA).

Note that the same guidelines that apply for use of non-mandatory
ADP Schedule Contracts also apply to a commercial software
acquisition.

(Step 5 continued on next page)
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12.6  Methods for Acquiring Commercial Software (continued)

2.  Contractual Options: (continued)

• Sealed bidding is the third contractual option for acquiring
commercial software.  FAR Part 14 explains the requirements for
sealed bidding.  You will probably only use this contractual option
if there is considerable competition, many qualified offerors, low
risk to the Government, and the determination will be based solely
on the lowest price.  This does not always occur in a commercial
software acquisition.  Be cautious when using sealed bidding for
software; problems may arise.  It may be more appropriate to use
negotiation.

• Negotiated procurement is the fourth and final contractual option.
This will usually require extensive negotiations on price,
schedules, technical factors, types of contract and other terms.

The GSA has delegated “threshold levels” or prescribed levels of
procurement authority, which give procurement authority to all agencies
for acquiring commercial software.  This is known as “Delegated
Procurement Authority” or regulatory DPA.  The GSA may also give
special delegations to agencies based on dollar limits.

Remember, both types of delegations permit an agency to acquire
commercial software up to a designated dollar limit without GSA
approval.

When you complete this step, you will have selected the best acquisition
option.  Now you are ready to go on and select the most advantageous
alternative.

Step 5–Analyze
Acquisition
Options
(continued)

 FAR Part 14
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12.6  Methods for Acquiring Commercial Software (continued)

Once you have analyzed the acquisition options and selected the best
acquisition option, you are finally ready to select the most advantageous
alternative.  In this final step, you will select that one alternative which
offers the greatest advantage to the Government.  Be sure that you fully
document the reasoning behind your choice of this particular alternative,
and obtain agreement and consensus from the requiring agency and any
technical experts and other advisors.  Your explanation should include a
discussion of both price/cost and technical reasons.

In order to obtain consensus, you may have to conduct one or more formal
briefings for the requiring agency, technical experts and other advisors.
These briefings may also include the Source Selection Authority, if this is
to be a formal source selection.

Once you have established consensus about the most advantageous
alternative, this information becomes part of the acquisition objective and
is written into the acquisition plan.

Step 6–Select the
Most
Advantageous
Alternative
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12.7  Current Major Issues Involving Commercial Software

There are currently several major issues involved in the acquisition of
commercial software.

• Rate of Technological Change

• Portability

• Violation of Licensing Agreements

• Hostile Software

• Rapid Application Development

The first major issue you should understand about commercial software is
the rate of technological change. The rate at which new versions and major
upgrades appear is increasing, as software companies strive to bring new
products to market more quickly than their competitors.  A commercial
software application package may become obsolete in about three years.

When you consider that it may take you two years for a large scale
commercial software acquisition, you can see that there is a good chance
that a particular application software package can easily become
obsolescent during the acquisition process.

One example of technological change is the way in which commercial
software is packaged.  Most of us are familiar with software packaged in
“floppy disks” or available electronically from LAN systems.  However,
an increasing amount of software is now also packaged in CD/ROM
(Compact Disc/Read Only Memory) and in the PCMCIA standard.

PCMCIA (Personal Computer Memory Card International Association)
cards are about the length and width of plastic credit cards, but slightly
thicker, and are inserted into a special portable computer slot.  (Note that
PCMCIA cards can also be used to boost memory, add modems and
network adapters.)

There is not much you can do about this speed of technological change in
software as it affects the acquisition process.  However, one thing you can
do is to speed up the process to the extent that you can, such as by
minimizing the delays over which you have any control.  One way you can
speed up the development of the RFP is by using an automated system to
write the solicitation more quickly.

(continued on next page)
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12.7  Current Major Issues Involving Commercial Software (continued)

Another major issue in commercial software acquisition is the issue of
portability.  Portability refers to the ability to use a software package on
more than one type of platform.

You can see that it is not usually in the Government’s interest to acquire
software that is restricted to only one manufacturer’s proprietary system.
In other words, you should strive to achieve portability, so that the user
can use the software on as many types and makes of computer as possible.
If you acquire software that is not portable, you may find that you cannot
use it later on new types of computers, and you will have to buy new
software all over again.

The ideal, therefore is to acquire software that has maximum portability.
Portability depends in part on the type of hardware operating environment.
Some operating environments are proprietary.  Other manufacturers
cannot use them, and usually, only special proprietary software can run on
them.

The opposite of a proprietary operating environment is an open operating
environment.  Some manufacturers publish the technical details about their
operating systems, so that other manufacturers can also produce hardware
which will accept and operate the same software.  This is said to be an
open system.

It is the Government’s policy to support the use of open systems.  For
example, FIPS PUB 151 now requires open systems in all new
commercial software acquisitions.

The Government also supports an initiative called the Portable Operating
System Interface (POSIX).  The purpose of POSIX is to encourage
commercial software manufacturers to use open systems.

In addition to FIPS PUB 151, you might also check the literature available
from the X/Open association.  X/Open is an independent, not-for-profit
consortium of end users.  It sells no products, but provides information on
open systems.  You can obtain information on open systems from X/Open
by calling 1-800-568-OPEN.

(continued on next page)

Portability

Proprietary vs.
Open Systems

FIPS PUB 151

POSIX

X/Open



Acquiring Software

12–34 Acquisition of FIP Resources

12.7  Current Major Issues Involving Commercial Software (continued)

Another current issue in software concerns the violation of licensing
agreements.  Most violations occur when one single user copy is copied
many times for use by other persons.  These “pirated” versions violate the
licensing and copyright laws.  For this reason, pirated software should
never be tolerated or used on Government-owned computers.

In recent years, software trade associations have become more aggressive
in seeking out violators and demanding large fines.  Usually, a disgruntled
employee provides a tip that persons in his/her former office are using
pirated software.

In addition to the violation of the law, the use of pirated versions also
exposes the user to hostile software.

Hostile software is software that is intentionally programmed to delay,
damage, or destroy other computer software and data.  The effects of
hostile software can be devastating, especially if the software spreads
rapidly over a computer network.  This can happen easily if the software is
not obtained from a reputable source.

The most common types of hostile software are:

• viruses, which insert new code into existing programs and
“reproduce” themselves, much like a biological virus:

• worms, which reproduce on their own;

• bombs, which activate at either a specified point in a program or at
a specific clock time; and

• trap doors, which allow unauthorized users to gain access to a
system.

Hostile software is often spread through electronic bulletin boards, pirated
copies of floppy disks, and unauthorized access to computer networks.

Fortunately, hostile software can be detected by special anti-viral software,
which can act as system execution monitors, file monitors and virus
detectors.  It is a good idea to mount a copy of anti-viral software on each
computer, and to test all new software “off-line” on a computer not
connected to the network, before using it to enter the network.

(continued on next page)
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12.7  Current Major Issues Involving Commercial Software (continued)

Finally, one issue in commercial software that is growing in importance is
the practice of Rapid Application Development (RAD).  RAD is the
practice of greatly speeding up the development of an applications
software package, especially one-of-a-kind software, such as might be
required by a Government agency.

In a RAD project, the software developer uses the latest computer-assisted
software engineering (CASE) packages with graphical user interfaces
(GUI) and very fast computer work stations and works very closely and
intensively with the customer through the software development steps,
such as information engineering, systems analysis, joint design, interactive
prototyping and “debugging” to reduce the usual development time from
about 18 months to as little as three months.

The advantage of RAD is that it enables the requiring agency to obtain the
needed customized application software package much sooner than normal
(as little as three months versus 18 months for normal development).

The disadvantage of RAD is that it requires extremely close cooperation
and commitment of technical personnel resources to work with the
software developer.

Unless the requiring agency can make the intense personnel commitment
that is necessary for success using RAD techniques, you are not advised to
request RAD in a solicitation.

Also, if a requiring agency urgently needs an application developed using
RAD techniques, it may be necessary to pay a higher price, because the
software developer may plan on overtime and compress the labor costs
into a very short period.

Of course, you should require full justification if the requiring agency
makes such a request.

If the time pressures for completion and availability are really urgent, you
may decide to use a Cost Plus Incentive type of contract to provide an
incentive for the software developer to complete by a certain date.

Rapid Application
Development
(RAD)

Advantage of
RAD

Disadvantages of
RAD

Costs of RAD

Use of Cost Plus
Incentive
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12.7  Current Major Issues Involving Commercial Software (continued)

The following decision table summarizes your actions if you should
receive a requirement for RAD in a software procurement.

DECISION TABLE FOR A RAD REQUIREMENT

If... Then...

• A requiring agency has an urgent
requirement for early development
of an application software package...

and...

• Can justify the requirement...

and...

• Can commit the personnel resources
required for intensive development
and cooperation with the software
developer...

Consider RAD...

• Time pressure is urgent and funding
is available...

Consider a Cost Plus Incentive contract.

Decision Table for
RAD
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SUMMARY

In this chapter you learned to distinguish among
and choose the appropriate method of acquisi-
tion available for acquiring commercial soft-
ware.  In the next chapter, you will learn about
the statutes, OMB circulars, and other regulatory
requirements which apply to or have impact on
acquisitions of telecommunications.
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CHAPTER 13

LAWS AND REGULATIONS APPLICABLE
TO TELECOMMUNICATIONS

Chapter Vignette

“So far, we have been discussing hardware, soft-
ware, and services for a FIP resource acquisition,”
said Marcia.

“Of course, there is more,” she added, “and that is
telecommunications.  Increasingly, computers talk to
each other in the same office or in other offices
anywhere in the country or in the world.  Many
experts argue that computers, telephones, Fax
machines and even television are all merging into
telecommunications and soon we will think of these
as components, not as separate entities, as we do
now.  In the meantime, let’s look at the laws and
regulations that apply to telecommunications.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Explain the statutes, OMB Circulars, and other
regulatory requirements which apply to or have impact
on acquisitions of telecommunications.

Individual:

13.1 Determine regulations, or provisions of
regulations, or policies that apply to (or have
unusual impact on) the acquisition of FIP
resources including:

• FIRMR Parts 201-4.001, 201-20.103-7, 201-20.303,
201-20.305, 201-20.306, 201-20.6, 201-24.1, 201-
39.8, 201-39.1002-1, 201-39.1002-4, and 201-
39.5202-2.

• FIRMR Bulletins A-1, C-1, C-3, C-5, C-6, C-8, C-9,
C-10, C-11, C-13, C-15, C-16, C-18, C-19, C-20,
C-21, C-22, C-23, and C-34.

• FAR Parts 7, 10, and 39 (DFARS 239.74)

13.2 Determine laws and regulations applicable to the
FIP resources industry, to include:

• FCC Rulings,

• Tariffs,

• Carterfone decision,

• Modified final judgment (MFJ), and

• Computer Inquiry II.
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Chapter Overview

This chapter will explain statutes, OMB Circulars, and other regulatory
requirements which apply to or have impact on acquisitions of
telecommunications.  Telecommunications is a special part of FIP
resources and is heavily regulated.

FIRMR and FAR.  This chapter will explain how to determine the
regulations or provisions of regulations, or policies that uniquely apply to,
or have unusual impact on, the acquisition of FIP resources, including the
FIRMR and FAR Parts 39, 7, and 10.

Laws.  You already learned of the laws that have a major impact on the
acquisition of FIP and telecommunications resources.  You will recall that
these included the:

• Brooks Act (P.L. 89-306)

• Warner Amendment (P.L. 97-86 and P.L. 99-500)

• Paperwork Reduction Act (P.L. 96-511)

• Paperwork Reduction Reauthorization Act of 1986 (P.L. 99-500)

• Competition in Contracting Act (P.L. 98-369)

• Computer Security Act of 1987 (P.L. 100-235)

• Office of Procurement Policy Act (41 U.S.C. 423)

• Privacy Act of 1974 (P.L. 93-579)

• Various Patent and Trademark Laws (35 U.S.C.)

These laws are discussed in detail in Chapter 1, “Statutes that Apply to the
Acquisition of FIP Resources.”  They are also reviewed briefly in this
chapter, along with several other laws that directly affect acquisition of
telecommunications, including the:

• Service Contract Act of 1965 (41 U.S.C. 351-358); and

• Telecommunications Accessibility Act of 1988 (P.L. 100-542).

(continued on next page)

Scope
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Chapter Overview

Regulations.  You will also recall from Chapter 2 that certain regulations
have a major impact on the acquisition of FIP resources.  These
regulations are incorporated into OMB Circulars and include:

• A-76, Policies for Acquiring Commercial or Industrial Products;

• A-109, Major System Acquisitions.; and

• A-130, Management of Federal Information Resources.

These circulars are also reviewed briefly in this chapter.  If you need a
more detailed review, please see Chapter 2.

Rulings.  This chapter will also explain the rulings applicable to the FIP
telecommunications industry, to include:

• FCC rulings;

• Tariffs;

• Carterfone Decision;

• Modified Final Judgment; and

• Computer Inquiry II.

It will also review the impact of FIPS PUBS and Federal Standards for
telecommunications.

This chapter includes the following topics:Topics Covered in
this Chapter

SECTION TITLE PAGE

13.1 Regulations and Policies That Impact on
Acquisition of Telecommunications Resources

13-6

13.2 Rulings Applicable to FIP Resources and the
Telecommunications Industry

13-16
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Chapter Overview (continued)

In order to understand the material and perform the procedures discussed
in this chapter, you may require access to the following references:

• FIRMR Parts 201-4.001, 201-20.103-7, 201-20.303, 201-20.305,
201-20.306, 201-20.6, 201-24.1, 201-39.8, 201-39.1002-1,
201-39.1002-4, and 201-39.5202-2

• FIRMR Bulletins A-1, C-1, C-3, C-5, C-6, C-8, C-9, C-10, C-11,
C-13, C-15, C-16, C-18, C-19, C-20, C-21, C-22, C-23, and C-34

• FAR Parts 7, 10, and 39; DFAR 239.74

• OMB Circulars A-76, A-109, and A-130

• GSA’s “Federal Telecommunications Standards Index”

• GSA Handbook, “Managing End User Computing for Users With
Disabilities”

• GSA Handbook, “A Guide for Acquiring Telecommunications
Equipment and Service”

• Federal Directory of Telecommunications Devices for the Deaf

• FTS2000 Agency Reference Guide (published by the US Sprint
Network).

References
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13.1 Regulations and Policies That Impact on Acquisition of
Telecommunications Resources

Telecommunications are a very special part of FIP resources and the
acquisition of telecommunications resources requires you to have some
special knowledge and make some special considerations.  We often think
of telecommunications resources mainly as the telephone, because it is the
most visible part of telecommunications.  However, FIRMR Part 201-
4.001 states that telecommunications resources “means
telecommunications equipment, facilities and services.”

FIRMR Part 201-4.001 further defines telecommunications facilities as
“...equipment used for such modes of transmission as telephone, data,
facsimile, video, radio, audio, and such corollary items as switches, wire,
cable, access arrangements, and communications security facilities.”

Finally, FIRMR Part 201-4.001 defines telecommunications services as
“the transmission, emission, or reception of signals, signs, writing,
images, sounds, intelligence of any nature, by wire, cable, satellite, fiber
optics, laser, radio, or any other electronic, electric, electromagnetic, or
acoustically coupled means.  The term includes the telecommunications
facilities necessary to provide such services.”

You can see that this is a very broad definition of “services.”  Note that it
includes some telecommunications facilities.  That is, some
telecommunications facilities (such as dedicated lines) may be a part of
telecommunications services.

In some ways, the most confusing part of FIP resource acquisition in the
future may be acquisition of extensive telecommunications services.  In
fact, this definition of telecommunications services may be broader than
you may first imagine.  We often think of the telephone, computer and
television as separate technologies, but these are rapidly merging into one
huge world-wide technology.

Telecommunications is so vast and advancing so rapidly, that it demands a
special emphasis in any discussion of FIP resource acquisition.  This
requires that you understand the laws, regulations, policies and precedents
that affect telecommunications.

Definition of
Telecommun-
ications Resources

 FIRMR 201-4.001

Definition of
Telecommun-
ications Facilities

Definition of
Telecommun-
ications Services
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13.1 Regulations and Policies That Impact on Acquisition of
Telecommunications Resources (continued)

In Chapter 1 you learned about the statutes that apply to the acquisition of
FIP resources, including telecommunications.  In Chapter 2, you learned
about the OMB Circulars that apply to FIP resources acquisitions, and
Chapter 3 discussed the various policies that apply to the acquisition of
FIP resources, including telecommunications.

First, you will recall that certain laws and statutes affect all FIP resource
acquisitions, including telecommunications.  Briefly, these laws and
statutes include:

• the Brooks Act of 1965 (P.L. 89-306) established the basic policy
for managing ADPE

• the Privacy Act of 1974 (P.L. 93-579) which mandated protection
of sensitive information concerning individuals, that might be
stored on Government FIP resources and protects the information
which the Government keeps in Federal information systems

• the Paperwork Reduction Act of 1980 (P.L. 96-511) to ensure that
ADP and telecommunications resources would be used to improve
delivery of Government services, program management, increase
productivity, reduce waste and fraud and reduce the information
processing and reporting burden on contractors

• the Paperwork Reduction Reauthorization Act of 1986 (P.L. 99-
500) which added telecommunications, computer software and
computer-related services to the Brooks Act

• the Warner Amendment of 1981 (P.L. 97-86, P.L. 99-500) to the
Brooks Act, which exempted the DoD from the Brooks Act, for
certain defense-related requirements

• the Competition in Contracting Act of 1984 (P.L. 98-369) which
mandated full and open competition (with certain key exceptions);

• the Computer Security Act of 1987 (P.L. 100-235), which required
all Federal agencies to develop security plans for computer
systems, including telecommunications networks

(continued on next page)
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13.1 Regulations and Policies That Impact on Acquisition of
Telecommunications Resources (continued)

• the Trade Secrets Act of 1905 (18 U.S.C. 351-358) which provided
penalties for improper disclosure of trade secrets (now including
telecommunications) entrusted to the Government;

• the Office of Procurement Policy Act (41 U.S.C. 423) which
prohibits certain conduct by contractors and Government personnel
in the course of Federal procurements (including
telecommunications);

• Copyright Laws (17 U.S.C.)which allow for the realities of modern
technology for copying software for backup and archival, but still
try to protect unauthorized duplication of copyrighted software and
documentation; and

• Patent and Trademark Laws (35 U.S.C.) which are intended to
protect the rights of patent holders (including those in telecommun-
ications) against unauthorized use, disclosure, or copying.

(For a more detailed discussion of laws which affect overall FIP resource
acquisition, see Chapter 1, “Statutes That Apply to the Acquisition of FIP
Resources.”)

In addition to these laws affecting telecommunications which you already
learned about in Chapter 1, you should also know about several other laws
which can affect the acquisition of telecommunications.  These include:

• the Service Contract Act of 1965 (41 U.S.C. 351-358) which
concerns contractor employees working on Government contracts.
This Act covers the minimum wages, fringe benefits, notification
to employees of minimum allowable compensation, and safe and
sanitary working conditions.  This Act also limits certain service
contracts, to a period of five years or less.

• the Telecommunications Accessibility Act of 1988 (P.L. 100-542),
which required that Federal agencies make certain that the Federal
telecommunications system is fully accessible to hearing-impaired
and speech-impaired Federal employees and other workers, for
communications within Federal agencies.  Note that this is largely
done through the use of a device called the standard
Telecommunications Device for the Deaf (TDD).

Major Laws
Affecting
Telecommun-
ications
(continued)
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13.1 Regulations and Policies That Impact on Acquisition of
Telecommunications Resources (continued)

You will recall from Chapter 2 that there are also OMB Circulars that
uniquely apply to, or have an unusual impact on, the acquisition of FIP
resources (including telecommunications).  Briefly, the most important of
these OMB Circulars include:

• A-76, Policies for Acquiring Commercial or Industrial Products
and Services Needed by the Government, which discusses policies
and procedures for “outsourcing” (determining whether functions
should be performed by outside contractors, or by Government
employees).

• A-109, Major System Acquisitions, which describes policies you
should follow when acquiring major systems.  It requires agencies
to express needs in mission and functional terms; interact with
Congress; establish clear lines of responsibility, authority and
accountability; and allow for competition through multiple awards.

• A-130, Management of Federal Information Resources, which
consolidates the policy for the management of FIP resources in the
executive Federal agencies.  Recall that A-130 discusses
responsibilities for maintaining records about individuals; cost
accounting, cost recovery, and interagency sharing of FIP
resources; and security of automated information systems.

(For a more detailed discussion of the OMB Circulars, see Chapter 2,
“OMB Circulars That Apply to Acquisition of FIP Resources.”)

Certain parts of the FAR also have some special impact on the acquisition
of telecommunications, especially FAR Parts 7, 10, and 39.

• FAR Part 7 concerns acquisition planning, and includes guidance
on equipment lease or purchase (FAR Subpart 7.4).  It discusses
general procedures, economic quantities, contractor versus
Government performance, and equipment lease or purchase.  The
lease or purchase guidance is of particular interest, since many
telecommunications resources will be leased, rather than
purchased.

(Topic continued on next page)
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13.1 Regulations and Policies That Impact on Acquisition of
Telecommunications Resources (continued)

• FAR Part 10 discusses specifications, standards and other purchase
descriptions.  It includes definitions, policy, responsibilities,
selecting specifications or descriptions for use, management of
purchase descriptions, deviations, acquiring used or reconditioned
material and solicitation provisions and contract clauses.  Much of
this guidance applies directly to the acquisition of
telecommunications.

• FAR Part 39 briefly addresses the acquisition of information
resources, but refers you to the FIRMR, especially FIRMR Part
201-23 (on disposition of FIP equipment), as a primary source of
policy.

In turn, the FIRMR is the greatest source of guidance concerning the
acquisition of telecommunications.  You should be especially aware of the
following FIRMR references and their contents:

FIRMR 201-4.001 Provides key definitions about telecommunications,
including telecommunications resources, telecommuni-
cations services, telecommunications switching function,
television equipment, toll-free telephone service and
telecommunications device for the deaf (TDD).

FIRMR 201-20.103-7 Discusses accessibility requirements for individuals with
disabilities.  It requires that you provide telecommunications
access to hearing and speech-impaired individuals, including
education and training on the GSA relay service, TDD-
related devices, and refers you to FIRMR Bulletins C-8 and
C-10.

FIRMR 201-20.303
(Standards)

Prescribes policies and procedures for FIP Standards (FIPS)
and Federal Telecommunications Standards (FED-STDS).
It also refers you to the GSA’s “Federal ADP and Tele-
communications Standards Index” the official standards for
telecommunications developed for the National Telecom-
munications System.  You must be aware of these standards
for any telecommunications solicitation.

FIRMR 201-20.305-1
(Regulatory delegations)

Discusses regulatory delegations to agencies, including
those for telecommunications, within the scope of FTS2000
services and GSA’s Consolidated Local Telecommuni-
cations Services Program.

(Topic continued on next page)

Impact of the
 FAR on Telecom-
munications
(continued)

FIRMR Guidance
on Telecommun-
ications
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13.1 Regulations and Policies That Impact on Acquisition of
Telecommunications Resources (continued)

FIRMR 201-20.306 Discusses the delegation of GSA’s multiyear contracting
authority for telecommunications services.  It authorizes
agencies to enter into multiyear contracts for
telecommunications resources under certain conditions.

FIRMR 201-21.6 Discusses use of Government telephone systems, including
use of long distance telephone services, collection for
unauthorized use, listening -in or recording telephone
conversations and toll-free telephone service.

FIRMR 201-24.1 Discusses GSA mandatory-for-use programs, including the
mandatory FTS2000 telecommunications network,
consolidated local telecommunications service.

FIRMR 201-24.2 Discusses GSA mandatory-for-consideration programs,
including telecommunications assistance programs and
services, and the Federal Secure Telephone Service (FSTS)
and Information systems security (INFOSEC).

FIRMR 201-39.8 Discusses required sources of supplies and services,
including nonmandatory FIP schedules.

FIRMR 201-39.1002-1 Mentions the GSA handbook “Federal ADP and
Telecommunications Standards Index” as a source of
guidance on Federal standards, and the use of the “Standards
Checklist” to incorporate standards into a solicitation.  (See
Chapter 16 for a further discussion on standards in FIP
resource acquisitions.)

FIRMR 201-39.1002-4 (Solicitation provision) advises that, if any of the
terminology you use to incorporate standards (including
telecommunications standards) is incorporated by reference,
you should insert in the solicitation the provisions of § 201-
39.5202-2, “Availability of the Federal ADP and
Telecommunication Standards Index.”

FIRMR Guidance
on Telecommun-
ications
(continued)
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13.1 Regulations and Policies That Impact on Acquisition of
Telecommunications Resources (continued)

In addition, you should be aware of the several FIRMR Bulletins which
provide detailed guidance to implement the intent of the FIRMR and
various policies concerning telecommunications.  Of course, you will
probably not need all of these in a given telecommunications buy, but you
should check these FIRMR bulletins before initiating the
telecommunications acquisition.  These bulletins include:

A-1 Which discusses implementation of the Paperwork Reduction Reauthorization
Act of 1986.

C-1 Which provides information and guidance on the sharing of local
telecommunications resources.  Note that this may be an alternative to
acquiring additional telecommunications resources.

C-3 Which discusses the “Federal ADP and Telecommunications Standards
Index,” a major reference for standards in any telecommunications
acquisition.

C-5 Which discusses delegation of procurement authority for acquisitions
(including telecommunications).

C-6 Which discusses review responsibilities under the Federal Information
Resources Management Review Program, including reviews for
telecommunications.

C-8 Which discusses information accessibility for employees with disabilities.  It
also refers you to the GSA Handbook, “Managing End User Computing for
Users with Disabilities.

C-9 Which concerns nonmandatory GSA services and assistance programs,
including purchase of telecommunications services contracts, and
telecommunications support contracts.  It explains that GSA can provide
technical assistance in developing SOWs for telecommunications support
contracts.

C-10 Which discusses telecommunications accessibility for hearing and speech-
impaired individuals.  This includes explanation of the Federal Information
Relay Service (FIRS), to allow individuals with speech and hearing
impairments to communicate with and within the Federal Government, and the
Federal TDD directory, which provides a single source where access numbers
can be found on Telecommunications Devices for the Deaf (TDD) and TDD-
related equipment for Federal agencies.

FIRMR Bulletins
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13.1 Regulations and Policies That Impact on Acquisition of
Telecommunications Resources (continued)

C-11 Which discusses the sharing of ADP resources, including GSA’s ADP Sharing
Program, OMB sharing requirements, provider agency responsibilities, user
agency responsibilities, and locations of potential sources for sharing.

C-13 Which discusses management of long distance telephone services, including
FTS2000 information for Networks “A” and “B,” agency responsibilities,
GSA responsibilities, and examples of calls necessary in the interest of the
Government.

C-15 Which discusses mandatory local telecommunications service, including
definitions, acronyms, description of service, mandatory service, exceptions,
customer premise equipment, ordering, billing, cancellation, locations for
designating local service locations operated by GSA, termination charges, and
information and assistance.

C-16 Which discusses emergency telecommunications, including non-wartime
emergencies, telecommunications in wartime, agency responsibility,
cancellation, and GSA branch offices that provide emergency
telecommunications assistance.

C-18 Which provides detailed information on the Federal Telecommunications
System 2000 (FTS2000) operated by AT&T and Sprint and managed by GSA.
It explains FTS2000 services and features, assignment of agencies to
networks, mandatory use of FTS2000 services, exceptions, agency support,
ordering of services, emergency calling alternatives to FTS2000, and National
Security and Emergency Preparedness Services.  Note that, although the
FTS2000 system is also mentioned in other references, this is the basic
reference you must use in regard to FTS2000 services.

C-19 Which concerns information system security (INFOSEC), including
information and assistance, definitions, TEMPEST, acquisition of equipment
and services, National Security Agency (NSA) certification, interagency
agreements, and special support services available.  (Note that this is one of
the critical references if your telecommunications acquisition contains
security requirements.)

(Topic continued on next page)

FIRMR Bulletins
(continued)
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13.1 Regulations and Policies That Impact on Acquisition of
Telecommunications Resources (continued)

C-20 Which discusses national security and emergency preparedness (NSEP)
telecommunications, including guidance to Federal agencies on how
GSA implements its telecommunications responsibilities.  Note that this
is also an important reference if your telecommunications acquisition
includes security requirements.

C-21 Which concerns purchase telecommunication service (POTS) contracts.
It provides guidance on purchase, installation, maintenance, repair,
removal, and relocation of new and used telephone equipment.

C-22 Which explains security and privacy protection of FIP resources,
including telecommunications and those resources provided by
contractors.  (Note that this is another critical reference for virtually all
telecommunications buys.)

C-23 Which concerns limitations on the use of halon fire suppressant in
telecommunications facilities.

C-34 For guidance on video teleconferencing and FIP audiovisual and
telecommunications resources.  (This is a critical reference, because the
field of teleconferencing is one of the fastest growing areas in
telecommunications.)

Probably the most common area of telecommunications acquisition in
which you may become involved is requests for telephone services.  The
FIRMR provides a large amount of policy guidance on acquisition of
telephone services, including the mandatory use of such services as local
service and long distance.  FIRMR 201-24.101 requires the use of
FTS2000 network services by Federal agencies (with certain exceptions).
FIRMR Bulletin C-18 explains the mandatory FTS2000 contract services.

One feature of the FTS2000 service contract is the assignment of agencies
to certain designated networks.  Before you initiate a request for telephone
services, you should also check Attachment C to FIRMR Bulletin C-18 for
a listing of the organizations assigned to each network.

FIRMR Bulletins
(continued)

FTS2000 Policy

Assignment of
Agencies to
Networks
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13.1 Regulations and Policies That Impact on Acquisition of
Telecommunications Resources (continued)

If you are acquiring telephone long distance services, you should be aware
that “an agency must request and obtain approval from the GSA office of
FTS2000 to acquire long distance services other than those available on
the FTS2000 network,” (unless it can demonstrate that the agency’s
requirements are unique and cannot be satisfied by the FTS2000 network).

(Note - Chapter 14, “Acquiring Telecommunications,” discusses in greater
detail the various types of telecommunications you may acquire.)

Policy for Long
Distance Services
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13.2 Rulings Applicable to FIP Resources and the Telecommunications
Industry

In addition to the FIRMR and FAR regulations already discussed, there
are several rulings which have impact on a telecommunications resources
acquisition.  These include:

• Federal Communications Commission (FCC) rulings;

• Tariffs;

• the Carterfone decision;

• Modified final judgment

• Computer Inquiry II

The FCC is the Federal agency responsible for regulation of the
telecommunications spectrum.  This includes assignment and monitoring
of all civilian signal frequencies to ensure that the available
electromagnetic spectrum is used in accordance with laws, regulations and
the public interest.  The National Telecommunications and Information
Administration assigns frequencies for Federal agencies.

As a regulatory agency, the FCC establishes policy through regulations
and rulings which can have major impact on the acquisition and use of
telecommunications.

One way that FCC policy affects telecommunications acquisitions is
through the use of regulations and standards.  All manufacturers of
telecommunications equipment must comply with well known FCC
manufacturing and operating standards.  For example, every manufacturer
must certify that telephones and other telecommunications equipment do
not interfere with the operation of telecommunications by other parties.

The other way that the FCC has a major impact on telecommunications is
through rulings.  For example, in response to demands from the public and
telecommunications companies, the FCC has reserved a part of the 40
megahertz radio spectrum for the use of Personal Communications
Services (PCS).  This will permit users of personal digital assistants, such
as the Tandy Zoomer or Apple Newton to transmit data as a radio
signal, without licensing, and without paying carrier and service charges.

Impact of Rulings

FCC Rulings
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13.2 Rulings Applicable to FIP Resources and the Telecommunications
Industry (continued)

There are some key FCC rulings concerning telecommunications that you
should understand.  Until recently, telecommunications in the U.S. was
very highly regulated, but recent FCC and court rulings, have greatly
reduced the overall regulation of telecommunications services.  This has
greatly increased the level of competition and innovation in
telecommunications.

There have been a large number of FCC rulings (and court cases) that
affect the acquisition of telecommunications.  Several of the most
important, including the Carterfone ruling, and Modified Final Judgment,
are discussed in more detail later in this section.

However, you should understand that the summary impact of these FCC
rulings is:

1. In the United States, all communications facilities are regulated by
the Federal Government.  The agency responsible is the Federal
Communications Commission, followed by state regulations.  Any
organization that wishes to offer common carrier services must
submit a tariff to the FCC.  A tariff is a list of services and rates to
be charged for those services.

2. One of the results of deregulation and divestiture of Bell Operating
Companies is the creation of the value added network (VAN).  A
value added network carrier leases communications circuits from a
common carrier.  The line quality is then enhanced to reduce errors
and provide faster response time.  This is then repackaged and
resold as a separate commodity.

3. In 1972, communications companies were authorized to launch
their own satellites, creating another market niche for
communications companies to compete.

Because of these FCC rulings, deregulation and divestiture, there is now
great competition in data service, long distance service, satellite service
and equipment manufacturing within the telecommunications
environment.

Effect of FCC
Rulings on
Competition

Summary of Key
FCC Rulings
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13.2 Rulings Applicable to FIP Resources and the Telecommunications
Industry (continued)

A very important way in which the FCC affects the use and acquisition of
telecommunications is through the setting of tariffs.  Communications
vendors must submit tariffs which they propose to charge to customers for
approval by the FCC (and state public utilities commissions).  In many
cases, vendors of telecommunications services must charge only a rate that
is already established for those services and are therefore not free to offer
a different rate to customers.

So, if you are entering into a telecommunications services contract, one of
the things that you must know is the prevailing tariff for that type of
service which has been established by the FCC.

Periodically, the FCC (and the various state public utilities commissions)
will review established tariffs to determine if they should be changed.
You should be aware of any pending changes in rates if you are planning
to acquire telecommunications services, and take the planned rates into
account in your cost considerations.

You are not expected to be a legal expert on telecommunications, but you
should at least know about three important rulings:

• Computer Inquiry II;

• the Carterfone decision; and

• Modified Final Judgment.

This case affected the ability of the telephone company to control the sale
and use of terminals and other such “foreign” (non telephone company-
owned) equipment.  Briefly, as a result of the Computer Inquiry II and
similar related rulings, the telephone company lost a degree of control
over what terminals and other devices could be sold, purchased by users,
and be attached to telephone outlets by the users.

As a result of this and similar rulings, the user now has considerable
leeway over the attachment of computer terminals and other devices to
telephone outlets in the home or office without requiring the approval of
the telephone company.

Tariffs

Specific Rulings

Computer
Inquiry II
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13.2 Rulings Applicable to FIP Resources and the Telecommunications
Industry (continued)

You should also know about the Carterfone decision because of its impact
on the acquisition of telecommunications.  The Carterfone decision (and
several related rulings by the FCC and courts) paved the way for the
sweeping deregulation of telecommunications (especially telephone
services) and the increase in competition.

The Carterfone was a device designed to be connected via two way radio
at a base station serving a mobile radio station.  When callers on the radio
and telephone are both in contact with a base station, the operator’s
telephone hand set is placed in a Carterfone cradle.  The Carterfone
contained a voice control circuit which automatically switched on a radio
transmitter (voice activated).  When the telephone caller stopped speaking,
the radio returned to a “receive” mode.

The American Telephone and Telegraph Company sued to stop use of the
Carterfone on the grounds that there was a prohibition against telephone
users attaching a “foreign” (non-phone company) device to phone
company equipment.  AT&T argued that since telephone companies were
responsible to establish, operate and improve telephone systems, they must
have absolute control over quality, installation, and maintenance of all
system parts.

The FCC ruled that the use of a Carterfone to connect telephone landlines
with mobile radio systems had no adverse effect on telephone use.
Therefore, it became legal to connect devices manufactured and
controlled by other than telephone companies (“foreign devices”) for use
with phone company equipment.

As a result of the Carterfone decision (and related rulings), many
inventors, manufacturers and vendors became encouraged to develop and
market various telecommunications devices, such as facsimile and other
devices, which no longer required approval by the telephone company for
connection.  Again, this greatly increased competition.

Carterfone
Decision
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13.2 Rulings Applicable to FIP Resources and the Telecommunications
Industry (continued)

Another landmark decision affecting acquisition of modern telecommun-
ications which you should know is the Modified Final Judgment by D.C.
Circuit Court Judge Harold Greene.  This ruling was so important because
it broke the long standing near monopoly of AT&T.

This case concerned Videotex, an early cable information service
company.  Videotex offered a variety of tailored services based on two
telecommunications technologies, “electronic publishing” (text concerning
any subject, received on a computer screen by the user) and “electronic
fund transfers” (authorizing money credits or debits to a bank account by
computer).  Both of these technologies delivered the final product
(computer data) to the user via the lines owned and operated by the phone
company (then a local monopoly) to the home or office.

In order to encourage competition, the MFJ required AT&T to divest itself
of its local operating monopolies, in order to remove incentives for AT&T
to discriminate against customers seeking the benefits of competitive
interexchange service, and barred AT&T from providing information
services (such as Videotex) over its own transmission lines for seven years
after divestiture.

This decision has made possible an almost infinite variety of new
telecommunications services, with a great increase in competition and
many new sources and vendors.

You can see that there is a great deal of guidance available on the topic of
telecommunications policy.  It is easy to become confused, but you should
also know that help is available.

If you have to acquire telecommunications resources, first review all the
references discussed in this chapter.  This will give you a basic
understanding of the available guidance.

After reviewing these documents, if you have any questions, contact the
sources of assistance.  These include the various GSA information
resources management services located at the zone, regional, and area
office levels.  You can find the telephone number for the GSA source of
assistance nearest you in Appendix C of the GSA’s “A Guide for
Acquiring Telecommunications Equipment and Services.”

Modified Final
Judgment (MFJ)

Getting Assistance
on Guidance for
Telecommun-
ications
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13.2 Rulings Applicable to FIP Resources and the Telecommunications
Industry (continued)

You can see from this chapter that there are certain key points you must
remember about acquiring telecommunications:

1. Telecommunication resources are a part of overall FIP resources,
but require some special considerations, because of their unique
nature.  These considerations will depend on the agency’s special
requirements, the analysis of alternatives, and existing
telecommunications programs.

2. The laws, regulations and policies that apply to other FIP resources
also apply to telecommunications resources; in addition there is
extensive guidance in the FIRMR, especially in FIRMR bulletins,
in standards developed by NIST and the GSA’s “A Guide for
Acquiring Telecommunications Equipment and Services.”

3. There are certain mandatory-for-use and mandatory-for
consideration programs managed by GSA that you must consider,
including FTS2000, and FSTS.

4. Finally, you should make use of the sources of assistance for
telecommunications, especially GSA sources in the zone, regional
and area offices.

Key Points You
Must Remember
About Acquiring
Telecommun-
ications:
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SUMMARY

In this chapter, you learned about the statutes, OMB
Circulars, and other regulatory requirements which
apply to or have impact on acquisitions of telecom-
munications.  In the next chapter, you will learn how
to distinguish among and choose the appropriate
method of acquisition available for acquiring tele-
communications.
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CHAPTER 14

ACQUIRING TELECOMMUNICATIONS

Chapter Vignette

“Keep in mind,” said Marcia, “that when we talk of
FIP resources, most people think of equipment to be
installed and operated at one location only.  The
thing about telecommunications is that it covers a
very wide area, and is subject to both federal and
international regulations.  Technology is advancing
very rapidly in this area and the types of services
that are becoming available are almost beyond our
ability to understand them and to keep pace.”

“The telecommunications net is largely in place and
invisible to most of us, so we just take it for granted
when we use the various services available, but
procuring those services and incorporating them into
a FIP acquisition is no small task.  I suppose we
should begin with a good look at the various types of
telecommunications services available.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Distinguish among and choose the appropriate method of
acquisition available for acquiring telecommunications.

Individual:

14.1 Explain Terminology Necessary for Acquiring
Telecommunications.

14.2 Distinguish between voice and data transmission.

14.3 Distinguish between local area networks (LAN)
and wide area networks (WAN).

14.4 Explain types of lines.

14.5 Choose the special characteristics of a
telecommunications requirement.

14.6 Identify the role of standards in the telecommun-
ications area.

14.7 Identify telecommunications sources provided by
GSA and other than by GSA.

14.8 Distinguish the differences in the approval process
for the acquisition of all types of telecommuni-
cations services.
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Chapter Overview

This chapter explains how you can distinguish among the various methods
of acquisition available for acquiring telecommunications and how to
choose the appropriate method.  You will learn that it is possible to meet
many requirements with programs that are mandatory-for-use or
mandatory-for-consideration.

It will identify items associated with telecommunications, including voice
transmission, data transmission, local area networks (LAN) and wide area
networks (WAN) and explains how to choose the special characteristics of
a telecommunications requirement and the types of lines.

It also identifies the role of standards in the telecommunications area, such
as GOSIP and POSIX, and identifies telecommunications sources
provided by the GSA and by other than the GSA.

Finally, it distinguishes the differences in the approval process for the
acquisition of all types of telecommunications services.

You may need to refer to the following references in order to fully
understand some parts of this chapter:

• FIRMR Bulletins, especially A-2, C-3, C-13, C-15, C-18, and C-19

• FIRMR 201-24.101, 201-20.303, 201-20.305, 201-39.1002, 201-
39.802(b)

• GSA’s “A Guide for Acquiring Telecommunications Equipment
and Services”

Scope

References
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Chapter Overview (continued)

This chapter includes the following topics:Topics Covered in
this Chapter

SECTION TITLE PAGE

14.1 Terminology Necessary for Acquiring
Telecommunications

14-5

14.2 How to Distinguish between Voice and Data
Transmission

14-8

14.3 How to Distinguish between Local Area Networks
(LAN) and Wide Area Networks (WAN)

14-9

14.4 Types of Lines 14-10

14.5 Choose the Special Characteristics of a
Telecommunications Requirement

14-12

14.6 The Role of Standards in the Telecommunications
Area

14-21

14.7 Telecommunications Sources Provided by GSA
and Other Than by GSA

14-25

14.8 How to Distinguish the Differences in the Approval
Process for the Acquisition of All Types of
Telecommunications Services

14-30
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14.1 Terminology Necessary for Acquiring Telecommunications

In order to understand the requirements in this chapter, you should be
familiar with the definitions concerning telecommunications acquisition.
These definitions provide for a common understanding of telecommuni-
cations terms by you, the contractors, and the various agencies.  Other
terms are discussed in Sections 3.2, 3.3, and 3.4.

Telecommuni-
cations
Definitions

Call Detail Report In accordance with FIRMR Bulletin C-13, this means a record of long distance
telephone calls showing the originating number; destination number; city and state; date
and time of day the call was made; and the duration of the call.  (Note that the Call
Detail Report can provide a valuable tool to track the use or abuse of telephone service,
but is subject to some restrictions.)

Central Office of Record
(COR)

In accordance with FIRMR Bulletin C-19, this means a central office within an agency
or organization that maintains and safeguards records of accountable communications
security (COMSEC) materials received or created by Government organizations subject
to COR oversight.

Communications
Security (COMSEC)

In accordance with FIRMR Bulletin C-19, this means communications security
systems, services and concepts that constitute protective measures taken to deny
unauthorized persons information derived from telecommunications of the United
States Government related to national security and to ensure the authenticity of any
such communications.

Common Distributable
Charge

In accordance with FIRMR Bulletin C-15, this means a charge that GSA adds to the
cost of each agency line served by a GSA-provided local service entity to recover
management and overhead costs.  This charge comprises those costs applicable to the
particular local service entity as a whole and are not identified to any particular line or
agency.

Consolidated Local
Telecommunications
Service

In accordance with FIRMR Bulletin C-15, this means local communications service
provided by GSA to all Federal agencies located in a building, complex, or
geographical area.

Cut-over Means the physical changing of lines from one telephone system to another, or the
installation of a new system.  According to Newton’s Telephone Dictionary, there are
two types of cutovers, flash and parallel.  A flash cut-over occurs when the existing
telephone traffic is completely changed from the “old” to the “new” system all at once
(usually over a weekend when there is no office telephone traffic.)  A parallel cut-over
occurs when the old system is left in operation and the new one is installed around it.
(For a time there are two systems operating.)

(Note that one key factor you must consider in acquiring telecommunications is the
requirement for a cut-over period.)

Federal Security
Telephone Service
(FSTS)

In accordance with FIRMR Bulletin C-19, FSTS is a worldwide secure voice service
designed to protect sensitive and classified voice transmissions.

(Table continued on next page)
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14.1 Terminology Necessary for Acquiring Telecommunications (continued)

Federal Telecommuni-
cations Standards (FED-
STDS)

FIRMR 201-20.303 defines these as official Government publications relating to
standards developed by the National Communications System under delegation from
GSA.  FED-STDS include those categories in the Federal Supply Class (FSC) for
“Telecommunications” of the Federal Standards Program as redefined as Automatic
Data Processing Equipment by Public Law 99-500.

(Note that in researching standards for a telecommunications acquisition, you should
refer program office or agency technical personnel to these standards as a basic
reference for developing the acquisition plan and include reference to these standards,
as appropriate, in the solicitation.)

Federal Telecommuni-
cations System (FTS)

FIRMR 201-4.001 defines this as the umbrella for local and long distance
telecommunications services, including FTS2000 long distance services, provided,
operated, managed, or maintained by GSA for the common use of all Federal agencies
and other authorized users.

(Note - FTS2000 is the largest and best known of these and is discussed in detail
elsewhere in this chapter.)

Government-Furnished
Services

According to FIRMR Bulletin C-18, means those services directly acquired by the
Government and subsequently made available to a contractor.

Information
Accessibility

FIRMR Bulletin C-10 identifies this as the application or configuration of FIP
resources in a manner that accommodates the functional limitations of individuals with
disabilities so as to promote productivity and provide access to work-related or public
information resources.

An example in telecommunications would be the use of Telecommunications Devices
for the Deaf (TDDs) or special headphones to provide louder signals.

Information System
Security (INFOSEC)

According to FIRMR Bulletin C-19, means a composite of factors necessary to protect
FIP systems and the information they process to prevent exploitation through
interception, unauthorized electronic access, or related technical intelligence threats,
and to ensure authenticity.  This protection results from the application of security
measures; including cryptosecurity, transmission security, emission security, and
computer security, to systems that generate, store, process, transfer, or communicate
information of use to an adversary, and also includes the physical protection of
sensitive material and sensitive technical security.

(Note - for a more complete discussion of security issues, see Chapter 19, “Computer
Security for FIP Resources Acquisitions.”)

Intercity According to FIRMR Bulletin C-18, as it applies to FTS2000, means a
telecommunications transmission between two or more locations that cannot be
accomplished within a local service area.  “Intercity” and “long distance” mean the
same thing.

Inherently Long
Distance Feature

Defined by FIRMR Bulletin C-18 as a feature that can be provided only as part of or by
a long distance network.

(Table continued on next page)
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14.1 Terminology Necessary for Acquiring Telecommunications (continued)

Local Network Defined by FIRMR Bulletin C-18, as locations within a local service area,
interconnected by communications circuits.

Long Distance
Telephone Service

FIRMR 201-4.001 defines this as any service or facility purchased with Government
funds for completing telephone calls outside of the local service area.

Local Service Area Defined by FIRMR Bulletin C-18, as service within a 25 mile radius, within a Local
Access and Transport Area (LATA), or within a metropolitan area.

Non-inherently Long
Distance Features

Those features that can be provided without the use of a long distance network (FIRMR
Bulletin C-18).

Point of Connection A location within a building where an agency’s wire or cable connects to the
consolidated system’s facilities.  Most office buildings have several such points on each
floor or hallway.

Single Server Concept A concept under which either GSA or another agency is responsible for providing
service to all agencies at a location (FIRMR Bulletin C-15).  For example, GSA may
provide all telephone services in a building occupied by several Federal agencies.

Switching Function Any switching equipment or switching arrangement used to connect agency Customer
Premise Equipment (CPE) phone exchange to telephone company equipment that
would permit or cause a line to function as a trunk.  Only GSA will provide this type of
a switching function at a consolidated location.

Telecommunications
Resources

Telecommunications equipment, facilities and services (FIRMR 201-4.001).

Telecommunications
Services

The transmission, emission, or reception of signals, signs, writing, images, sounds, or
intelligence of any nature, by wire, cable, satellite, fiber optics, laser, radio, or any other
electronic, electric, electromagnetic, or acoustically coupled means,  The term includes
the telecommunications facilities necessary to provide such services (FIRMR 201-
4.001).

Telecommunications
Switching Function

Any service or equipment that has a primary function to switch telephone calls at a
location.  This term excludes service or equipment necessary to meet agency
requirements that cannot be met by an existing switching function.

Termination Charges Those charges that GSA and other agencies will incur when an agency leaves a GSA
consolidated service location.  The agency leaving a GSA consolidated location is
responsible for its appropriate share of the termination liability.

Toll-free Telephone
Service

According to FIRMR 201-4.001, means any incoming circuit arrangement that allows
the public to make long distance telephone calls to authorized locations at Government
expense.  Toll-free telephone service is used for providing or obtaining information
concerning Government programs, such as social welfare, disaster aid, veterans’ affairs,
and income tax assistance.
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14.2  How to Distinguish Between Voice and Data Transmission

This section discusses how you can distinguish between voice and data
transmissions.  Although we often think of telecommunications primarily
as voice telephone service, a huge and increasing amount of
telecommunications traffic is the transmission of data, often between
computers, without human involvement.  Voice transmission must be
“slow” enough to be understood by a human receiver.  Data transmission
can be extremely fast (in human terms) because it does not have to be
heard by a human.  Usually, an agency requirement will specify that it
needs BOTH voice and data transmission.

Voice Transmission is any transmission of information using the human
voice over telecommunications media.  We commonly think of the
telephone lines or radio for voice transmission, but the voice transmission
may also be relayed by satellite, microwave antennas, or buried fiber optic
cables.  During transmission, the human voice may be transmitted “as is”
or encoded, compressed or otherwise altered so that it cannot be
recognized without special equipment.

The present amount of voice transmission is more than 50% of the total
transmission traffic, but even though the total amount of voice
transmission is growing, the percentage is falling as data transmission
grows more rapidly.

Data Transmission, in the broad sense, is the transmission of data relying
on a medium other than the human voice.  The most common example is
facsimile (FAX) transmission, now found in nearly every office.  But,
increasingly, this will be electronic communication between computers
which can exchange information around the clock with little or no human
involvement.  Data transmission is growing faster than voice transmission

For example, an increasing number of contractors and offerors are
adopting Electronic Data Interchange (EDI) to obtain information on
Government contracts and solicitations through computer-to-computer
linkups, without requesting bulky paper solicitations.  Some estimate that
by the year 2000 the great majority of private sector firms will request,
receive and exchange solicitation data solely by computer-to-computer
exchanges over telecommunications with Government contracting offices.

Differences
Between Voice
and Data
Transmissions
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14.3. How to Distinguish Between Local Area Networks (LAN) and Wide
Area Networks (WAN)

This section explains how you can distinguish between a local area
network (LAN) and a wide area network (WAN).

A LAN is a private data communications network, usually within a single
office or building, that connects a number of microcomputers.  The LAN
permits users to share software applications and data with other users on
that LAN.  For example, a word processing program can be loaded on just
one computer (called a server) which then permits all users on the LAN to
access and use that program, or to look up and modify files (such as
reports) that have been prepared by other users.

A WAN is a data communications network, covering a larger geographic
area, in which the communications is carried, at least part of the way,
between locations by telephone lines.  For example, an agency may have a
number of offices throughout several states connected by a WAN.  A
WAN may have many of the same features as a LAN, such as ability to
share files, but the transmissions leave the originating office and travel
(usually over commercial telephone lines) to the receiving office.  Since
the traffic is often carried between cities, it is subject to higher costs.

Difference
Between LAN and
WAN
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14.4. Types of Lines

This section explains the types of telecommunications lines that are
available to support a requirement.  In the broad sense, a line (sometimes
called a “loop”) is the connection between a customer’s station and a
switching system.  Remember, the design, establishment and operation of
these lines are all subject to standards.  The traffic over these lines are
subject to tariffs.

DO NOT CONFUSE THESE LINES WITH THE WIRING INSIDE THE
USER’S BUILDING.  Although users often speak of the two as if they are
the same, they are not.  The use of the lines is usually leased by the
Government to connect to a telecommunications switch owned and
operated by the telecommunications company.  Most of the lines are
outside the building.  “Wiring” in a Government office is inside the
building and is considered to be a part of that building.

Depending on the nature of the requirement, you may acquire service over
lines which are:

• local;

• long haul;

• dedicated (voice, data, or combination); or

• multiple use (voice, data, or combination).

The local lines are those which connect the user’s equipment (such as a
telephone) to the nearest system switch.  The telecommunications signals
enter and depart the user’s equipment over these local lines.  These are
often called “access lines,” or “loops,” and include those parts of the
telephone line system which are most visible to the user.

Long haul lines are those which carry telecommunications traffic over the
“trunk” of the telecommunications system, usually for long distance or
“intercity” communications.  Traffic over these lines usually costs more (is
subject to a higher tariff).

Types of Lines

Lines vs. Wiring

Local Lines

Long Haul Lines
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14.4. Types of Lines (continued)

Often called “Dedicated Access Lines” (DAL) are those lines which
connect the user’s device directly with the telecommunications company
switch, with no intermediate connections to any other switches.  Note that
these are usually obtained only by special arrangement, because dedicated
lines are not used by other users.  Dedicated lines may be requested for
special transmission requirements for voice, data, or a combination.
Dedicated lines may require special installation and will cost more.

Unlike the dedicated lines, multiple use lines allow many users to share
access from their devices to the telecommunications company switch.
Unless dedicated lines have been requested, the user will normally be
assigned to a multiple use line.  These can also carry voice, data, or a
combination of traffic.

Dedicated Lines

Multiple Use
Lines
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14.5 Choose the Special Characteristics of a Telecommunications
Requirement

This section discusses how you should choose the special characteristics
that you will need in a telecommunications requirement.  The method of
acquisition will depend largely on special characteristics of the proposed
telecommunications acquisition.  You will find that, for many
telecommunications requirements, there are already mandatory-for-use
contracts and sources that should be used, unless the requiring agency or
program office can demonstrate special characteristics that require an
unusual acquisition.

Usually, the reasons for NOT using mandatory-for-use contracts must be
justified by the requiring agency and will depend on the results of the
requirements analysis and special characteristics such as one or more of
the following:

• Bandwidth;

• Main station capacity;

• Amount of communications traffic;

• Growth expected;

• Reliability desired;

• Availability desired;

• Grade of service;

• Access;

• Control;

• Security and privacy;

• Emergency preparedness;

• Requirements for interoperation;

• Documentation;

• Training requirements;

• Cutover plan;

• Acceptance criteria;

• Maintenance requirements; and

• Technology refreshment.

Special
Characteristics of
a Telecommuni-
cations Require-
ment
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14.5 Choose the Special Characteristics of a Telecommunications
Requirement (continued)

You can see that these are technical characteristics which will require the
judgment of results of telecommunications and program specialists during
the requirements analysis, which occurs in the planning phase of the
acquisition life cycle.

As a contract specialist or contracting officer, you will probably not be
directly involved in the technical decisions that lead to the writing of the
Acquisition Plan, but you may be required to coordinate with, and provide
advice to, the technical members of the planning staff during the
requirements analysis.

For example, you might guide them to appropriate references, such as the
FIRMR, Bulletins, FED-STDS, “A Guide for Acquiring
Telecommunications Equipment and Services,” published by the
Information Resources Management Service of GSA, and inform them of
existing telecommunications resources and support available through
existing programs, such as GSA’s Telecommunications Support Contract
and or Direct Assistance Program.

In addition, you will probably become involved in the planning phase
either performing or assisting in such tasks as:

1. Explaining statutes, OMB Circulars, policies, rulings, standards
and references that apply to the acquisition of telecommunications
resources;

2. Assisting or guiding market research, including explanation of
available telecommunications programs and resources managed by
other agencies, such as GSA’s FTS2000;

3. Reviewing standards, specifications and SOW proposed for the
telecommunications acquisition to determine if they appear
appropriate;

4. Determining the scope of competition;

5. Determining available funding and financing, and performing
present value analyses and lease vs. purchase analyses, and

6. Reviewing the requirements analysis to be sure that it is complete,
not ambiguous, and not overly restrictive to limit competition.
This is critical because you may later wish to incorporate much of
the information in the requirements analysis into other key
documents for which you will be responsible, including the Source
Selection Plan and the solicitation.

(Topic continued on next page)
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14.5 Choose the Special Characteristics of a Telecommunications
Requirement (continued)

If you have concerns or doubts about the completeness of the requirements
analysis for a telecommunications acquisition, be sure to consult with the
program staff, telecommunications experts and contractors or consultants
who performed the requirements analysis.  Document and be specific
about your concerns.

For example, you might wish to express your concern about whether they
adequately considered such factors and questions as those stated in the
GSA’s “Guide for Acquiring Telecommunications and Services.”  Of
course, you might not be concerned about all of the following in any given
requirements analysis, but these are typical of the kinds of questions or
concerns you might raise:

• A requirements survey.  Was a requirements survey performed in
order to define the present (installed) telecommunications system
and explain why it is not sufficient?

• Identification of the agency (or program) mission and functions.
Are these properly identified?  If not, it will be harder to
understand why a new telecommunications resource is needed.
The requirements analysis should explain how and why the
telecommunications acquisition is required to support the mission
and functions.

• Agreement with the long range IRM plan.  Does the
telecommunications acquisition agree with the agency’s long range
(updated) IRM plan, as required by the FIRMR?

• Explanation of special characteristics and requirements.  Does the
requirements analysis explain the special telecommunications
requirements such as geographic location or siting within the
agency, combination or separation of voice and data,
telecommunications workload, backlogs, special directory or
communications requirements, security (INFOSEC or COMSEC),
traffic, growth, in-house management, reliability, availability,
access, off-premise extensions, control, emergency preparedness,
interoperation, training, cutovers, technology refreshment, or other
such special characteristics or requirements?

The Contract
Specialist in the
Requirements
Analysis
(continued)
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14.5 Choose the Special Characteristics of a Telecommunications
Requirement (continued)

If the telecommunications acquisition will be large and complex, you may
wish to issue a Request for Information (RFI) to obtain information from
potential offerors as to whether there are available cost-effective technical
solutions to the agency requirements.  If you do this, allow for sufficient
time to review responses.

Once you are satisfied that the requirements analysis presents the
necessary information that you will need on the special characteristics and
requirements, you will be ready to check these against available programs.
Although the special characteristics and requirements will vary among
acquisitions, you will probably have to consider at least the four following
characteristics in most telecommunications acquisitions:

1. Cutover plan

2. Termination liability;

3. Contract term; and

4. Lease vs. purchase decision.

The first characteristic of the telecommunications requirement that you
may consider will be the cutover plan for services and operations.
Whenever any new telecommunications resource, such as a new telephone
service, replaces an existing system, there can be serious problems.  The
cutover plan is a subpart of the implementation plan.

Cutovers can be either “flash” (happening suddenly, such as over a
weekend - no overlap with existing services) or “parallel” (overlap of days
or weeks with the existing system).  Flash cutovers appear to be more
attractive, because they are done all at once, do not drag on for days and
weeks, and may cost less.  However, in many cases, a flash cutover may
be too risky or even impossible.

(Topic continued on next page)
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14.5 Choose the Special Characteristics of a Telecommunications
Requirement (continued)

For example, if there is a requirement for extensive previous training,
danger that data or communications might be lost, inconvenience to
critical users, or security problems, then a flash cutover might not be
possible and it may be necessary to operate the “old” and “new”
telecommunication systems side-by-side for some time.  However, the
conversion period should be clearly spelled out in a cutover plan, to
prevent unnecessary waste of time and money in maintaining parallel
systems.  You can see that the type of cutover will depend on the agency
or program operations, such as schedule, security and access by critical
users.

In most cases, the requirements analysis and the acquisition plan should
include a detailed cutover plan, explaining how the cutover will be
accomplished and including time frames for the completion.

It is difficult to predict which type of cutover will be the most
advantageous for a given acquisition, but the following decision table may
help you.

If... Then... Otherwise...

• Special or extensive

training or orientation of

users will be required

before cutover, or...

• Consider a parallel

cutover, because the

risks may be too high.

• Consider flash cutover

for convenience.

• Schedule or workload,

such as around-the-clock

operation, will not permit,

or...

• Backlog of work demands

use of the old system, or...

• There are special security

requirements, or...

• Certain critical users will

limit the cutover, or be

seriously inconvenienced

or...

• There is a risk that

required data or

information may be lost.

Flash vs. Parallel
Cutover
(continued)
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14.5 Choose the Special Characteristics of a Telecommunications
Requirement (continued)

Remember, if the agency’s cutover plan determined that a parallel cutover
must be carried out for a long period of time, this might have a significant
impact on the acquisition costs, since you may be paying for use of two
systems at the same time.

A second characteristic of a telecommunications requirement that you
must consider is termination liability on the part of the agency.  A
termination liability is the financial liability that an agency or user
assumes when it terminates or disconnects from a telecommunication
system for which it had signed a contract.

For example, suppose that an agency was already contracted and
connected to a telecommunications system operated by the GSA for
mandatory local telecommunications service and that agency then
determined that it must eliminate half of its telephone line connections and
replace them with special connections unique to that agency for security
reasons.  In such a case, the agency would incur a termination liability and
be charged for leaving the system before the contract expired.

FIRMR Bulletin C-15 (Mandatory local telecommunications service)
contains an Attachment C which explains the termination charges which
apply to any agency that leaves a mandatory service location or reduces its
requirement, during the life of the contract, to less than half its
requirement at the time the contract was signed.

It explains that the agency can be charged a certain amount of money,
based on the size and timing of the reduction or termination. The reason
for this termination liability is because it raises the overhead cost share for
the remaining users who stay in the contract and may cause the
Government to violate the Rate Stabilization Agreement signed with the
telecommunications company.

Impact of a
Parallel Cutover

Termination
Liability

FIRMR Bulletin
C-15,
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14.5 Choose the Special Characteristics of a Telecommunications
Requirement (continued)

Therefore, in order to minimize the termination liability, you may be able
to advise the agency to time its departure from a GSA consolidated
telecommunications system to coincide with the end of a rate stabilization
agreement, end of a contract payoff date, or the end of the GSA contract.
This could have an impact on the timing of the cutover.

If the agency is unwilling or unable to time its departure and must accept
the termination liability, you should explain that this will add to the life
cycle cost of the acquisition and must be understood.

It is also important to consider the length of time, or contract term, that an
agency will require the telecommunications service, facility or equipment.
In considering the contract term, you must include:

• One-time-costs, such as start-up costs for space renovation,
switching installation, recabling, and other such on-site costs.
These costs can be difficult to amortize over a short life cycle but
are easier to amortize over a longer period of time.  For example, it
would probably not be cost-effective to completely recable a
building one month before a planned agency reorganization that
will result in large scale transfers of personnel.

• Building leases, which should NOT expire before the
telecommunications contract.  If a building lease expires, and the
agency leaves the building, it may also have to pay for termination
costs of the telecommunications contract.

Remember that the maximum contract term, including all options, will
be no more than ten years.

In some special cases, an agency or program office may have a unique,
relatively short term requirement which includes special characteristics,
such as an early start date, which cannot be met by FTS2000, or some
special security characteristics (such as INFOSEC requirements) .
Remember, FIRMR Bulletin C-18 explains that the agency must prepare a
cost/benefit analysis that considers alternatives to satisfy the requirement.

In any case, regardless of the term of the contract, you should always
consider both the mandatory-for-use and mandatory-for-consideration
sources among the alternatives.

Minimizing
Termination
Liability

Contract Term
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14.5 Choose the Special Characteristics of a Telecommunications
Requirement (continued)

Another decision that you will encounter in almost every
telecommunications acquisition is the lease vs. purchase decision.  Of
course, you will normally make a lease vs. purchase analysis in any large
scale acquisition, but there are some special considerations for
telecommunications.

When you perform a lease vs. purchase analysis for a telecommunications
acquisition, you must consider the following special considerations,
including “mandatory-for-use” and “mandatory-for-consideration
programs,” total allowed life of contract, and purchase as the preferred
method for acquisition of services.

There are already in being certain “mandatory-for-use” programs with
many features that should meet nearly all requirements that an agency
might have, so it is usually not advantageous to go outside these programs.

The largest and best known of the programs is certainly FTS2000,
managed by GSA.  FIRMR Bulletin C-18 (Federal Telecommunications
System 2000) explains the system.  Briefly, FTS2000 is a contract for
telecommunications services with AT&T (Network “A”) and US Sprint
Telecommunications Company (Network “B”).

FTS2000 assigns agencies to one of the two networks for switched voice
service, switched data service, switched digital integrated service, packet
switched service in digital form, video transmission service, dedicated
transmission service (point-to-point private line transmission of voice and
data) and integrated service digital network.

FTS2000 is intended to provide modern telecommunications, is constantly
being upgraded and enhanced, and should meet even the special
requirements which some agencies may have.  For example, it can provide
special features such as on and off net calling, call screening, network
conferencing, enhanced 800-type services, dedicated transmission
services, two-way video transmission and many other services which an
agency may require.

You should be aware that an agency must justify any requirement for
comparable services, and request an exception and explain why FTS2000
or other contracts do not meet its requirements.
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14.5 Choose the Special Characteristics of a Telecommunications
Requirement (continued)

In addition to the mandatory-for-use programs, there are also mandatory-
for-consideration programs such as the Federal Software Exchange
Program

The third special consideration that you must remember in your lease vs.
purchase decision is that, in a telecommunications contract, the total
contract term allowed, including all options, is ten years.

That means that, even if an agency believes that it can enter into a very
advantageous contract to meet its long-term-special telecommunications
requirements, it may not exceed ten years with options, and then only after
showing that it cannot use the “mandatory-for -use” and “mandatory-for-
consideration” contracts and/or obtain an exemption.

Finally, the fourth special consideration for a lease vs. purchase decision
in telecommunications is the preference for purchase of services.  In this
type of telecommunications acquisition, the supplier (telecommunications
company) remains responsible for providing all the services at a favorable
negotiated rate, including upgrades and options, while the Government is
free to acquire equipment from other sources at lower prices, as needed.

This type of arrangement is usually the most advantageous alternative for
the Government, and your lease vs. purchase decision for
telecommunications should consider this fact.

At a minimum, you should consider the four methods of acquisition in
your analysis: lease, Lease To Ownership (LTOP), Lease With Option To
Purchase (LWOP), and purchase.  Remember that you should keep in
mind the special considerations mentioned above, including the
Government’s preference for purchase of services.

(Note - for a detailed explanation of these four methods, see Chapter 29,
“Lease vs. Purchase of FIP Resources.”)
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14.6. The Role of Standards in the Telecommunications Area

This section discusses the role of standards in telecommunications.  Since
telecommunications is so complex, it is essential to have and use certain
standards.  The standards for telecommunications have been worked out
over time among the Government (FCC), the private sector
telecommunications companies and foreign governments.  You must
consider standards in all acquisitions of telecommunications resources.

Telecommunications standards exist for virtually all aspects of design and
operations, including open system architecture, transmission types (packet
vs. envelope), switches, line types and data.  Many of these standards are
closely related to the standards approved by groups such as the American
National Standards Institute, the Electronic Industries Association (EIA),
and the Telecommunications Industry Association (TIA).

Although you are not expected to be an expert on any of these standards,
you should understand the types of standards discussed in this section,
know where to find them and refer using agencies to these standards, as
necessary, during acquisition planning.

The first type of standards that you should understand are those standards
which concern the “architecture” or structure of a telecommunications
system.  These standards are critically important because they can affect
the life cycle cost of a system, and restrict competition if proprietary or
“closed” system architecture is used.  You can see that if one vendor was
allowed a monopoly due to special equipment or design, and other vendors
could not access the telecommunications system, competition could be
severely restricted.

For that reason, it is the position of the Government that, whenever
possible, a telecommunications system will make use of “open”
architecture, so that different vendors can access and offer services and
equipment to connect with the system.  One way to do this, is to publish
standards with which all vendors of telecommunications resources must
comply.

You have already learned to consult the FIPS PUBS and FED-STDS as
basic references on FIP and telecommunications standards.  You should be
aware of two particular standards which govern the architecture of
telecommunications systems, GOSIP and POSIX.

The Role of
Standards in
Telecommuni-
cations

Open Architecture
Standards

Government
Preference for
Open Architecture



Acquiring Telecommunications

14-22 Acquisition of FIP Resources

14.6. The Role of Standards in the Telecommunications Area (continued)

GOSIP is the Government Open Systems Interconnection Profile (FIPS
PUB 146), a standard for the acquisition of networks and services.  It
defines a common set of protocols for data communications.  These
protocols allow systems from different manufacturers and vendors to
access, operate, and exchange information together.  A goal of this
standard is to allow a user to send information across any vendor’s
networks using procedures that are automatically accepted by all elements
of the network system.

For example, if you send a data transmission from one point on the east
coast to another point on the west coast, the message should pass through
every switch and line owned by different vendors, to the recipient,
connecting everywhere throughout the system, automatically.

Of course, if you are acquiring a new telecommunications network, you
would want it to be compatible and interconnect with the existing
networks and services under this standard.

POSIX is the Portable Operating System Interface for Computer
Environments (FIPS PUB 151), a standard for portable computer operating
system and application development.  This standard is intended for
professional software developers.  However, you should know that it is
critically important because of the integration of software, portable
computers, telephones and television into one massive
telecommunications technology.

As a result of GOSIP and POSIX, it will be possible for two small portable
computers anywhere in the world to communicate and exchange voice or
data.

This means that if you are acquiring portable computers, you should be
aware of these standards, especially if it is intended to connect these
computers to the communications systems.

GOSIP

POSIX
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14.6. The Role of Standards in the Telecommunications Area (continued)

There are also standards established for the actual transmission of the
signals over the system.  These standards ensure that all users and
telecommunications carriers follow the same procedures and protocols, so
that there is no interference with traffic by other parties.

For example, CCITT Standard X.25 governs “packet switching.” It
permits a telecommunications company offering FTS2000 service to break
data transmission down into small units called “packets,” which are then
individually addressed, switched, and routed through the network.  At the
destination, the message packets are electronically “reassembled” and the
recipient receives what appears to be an unbroken message.  This is a very
cost effective way to transmit data across a large system with many users
and switches.

The opposite of such packet switching is the transmission of the entire
message in unbroken “envelopes.”  For example, if an agency required a
dedicated line that was connected between two points and not open to any
other users, it might NOT require packet switching and might have each
message transmitted as an entire envelope.  Note that this is not
economical or practical for high traffic with many users and switches.

The type of switch and the function it performs determine the standard that
applies.  Therefore, you should also understand switch types.  The switch
permits many users to share the telecommunications system by connecting
them to parts of the total system only as they require such access to those
parts.  Without a switch, each user would have to be directly connected to
all other users at the same time, an impossible arrangement for more than
a few users.  Even when you make a local telephone call, you are probably
using at least several switches.  The use of various switching options
incurs different costs in a system.  You should understand at least the
following switches which may be part of a telecommunications
requirement.

The local switch connects users who are close together and who are served
by that same switch.  For example, two telephones or FAX machines in
the same neighborhood or small town may be connected during a call by
only one local switch.  If they are farther apart, they may be connected by
more than one local switch.

Transmission
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14.6. The Role of Standards in the Telecommunications Area (continued)

The intercity switch connects users who are too far removed from each
other to be connected by local switches.  For example, on a long distance
telephone call, your call may pass through several local, then several
intercity switches, then finally through more local switches, before
reaching the destination.

You learned that “lines” and “wiring” are not the same.  There are
standards that apply to lines and also standards that apply to the wiring in
buildings.  These standards are needed to insure that the building’s wiring
can accommodate the necessary connections to the telecommunications
system.  You can see that if the wiring in a building cannot support a
planned telecommunications system, there is no point in proceeding with
the acquisition until the wiring is upgraded.

You can find information on the standards for building wiring in:

• the Federal Building Telecommunications Wiring Standard  (FIPS
PUB 174).  It provides characteristics for a building’s
telecommunications wiring to support different products from
different vendors.  You must specify in a telecommunications
solicitation and contract that all wiring complies with FIPS PUB
174.

• the Federal Building Standard for Telecommunications Pathways
(FIPS PUB 175).  It specifies the minimum requirements for
telecommunications pathways and spaces within a Federal office
building and between office buildings.  You will need this standard
for the architectural design of new buildings.

• the Residential and Light Commercial Telecommunications Wiring
Standard (FIPS PUB 176).  It specifies the standards for the
telecommunications wiring in small buildings, such as those that
were not originally designed as modern Federal office buildings.

Intercity Switch
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14.7. Telecommunications Sources Provided by GSA and Other Than by GSA

This section explains the various sources available for
telecommunications, including both GSA and non-GSA sources.  Sources
may be either mandatory-for-use, mandatory-for-consideration or
contractual, if neither of these meets the requirements.

The Government prefers commercial off-the-shelf (COTS) items whenever
possible in a FIP resources acquisition.  This is based on the experience
that the acquisition of COTS items allows the Government to avoid
expensive development costs and promote more competition in the market
place.  This is also true of telecommunications acquisitions.  Consolidated
Local Service is considered COTS.

For this reason, you should check agency requirements to make sure that
they are expressed in functional terms.  If requirements are not expressed
in functional terms, the result may be to generate specifications that are
overly restrictive and favor one vendor, thus restricting competition.

FIRMR 201-24.1 provides information on mandatory-for-use programs,
including FTS2000, consolidated local telecommunications service, and
the National Security and Emergency Preparedness (NSEP).  In
accordance with the intent of FIRMR 201-20.203-1(a)(3), agencies should
use mandatory-for-use programs when their requirements can be met by
these programs and when their use is advantageous to the Government.

FIRMR 201-24.2 provides information on the mandatory-for-
consideration programs, including FSTS and INFOSEC.
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14.7. Telecommunications Sources Provided by GSA and Other Than by
GSA (continued)

As with other FIP resource acquisitions, the method of acquisition and
source that you choose will depend on the result of the requirements
analysis and analysis of alternatives.  However, in the case of
telecommunications, the requirements analysis must consider factors such
as the agency’s mission and functions, the long range plan, the current
system, interviews with key technical and supervisory persons, special
requirements and in-house management capability.

The agency’s technical requirements depend on factors such as the types
of services required during the life cycle of the system, expected traffic,
growth, the grade of service desired, reliability and availability demanded.

These factors can usually only be determined by telecommunications
experts who will perform the requirements survey and the requirements
analysis.  However, you must review their findings, conclusions, and
recommendations in your analysis of alternatives to determine the most
advantageous method of acquisition and source.

There are three general sources for telecommunications.  Basically, these
sources for telecommunications include leasing or buying from:

1. Sources that are mandatory-for-use;

2. Sources that are mandatory-for-consideration; and

3. Other contractual sources (when justified).

Reliance on the
Requirements
Analysis

Types of
Requirements

Basic Sources for
Telecommuni-
cations Resources
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14.7. Telecommunications Sources Provided by GSA and Other Than by
GSA (continued)

As you have learned, FTS2000 is managed by GSA and is mandatory-for-
use by other agencies, unless an agency can justify an exemption based on
special requirements, or has been delegated procurement authority for
special reasons.  FTS2000 is the most widely used and best known of the
mandatory-for-use systems available, and provides a wide range of voice
and data transmission and supporting services.  (See FIRMR Bulletins C-
15 and C-18).

In addition, secure voice service to protect sensitive and classified
information is available through the Federal Security Telephone Service
(FSTS).  This service is available for worldwide service and will meet
most agency requirements of this type.  (See FIRMR Bulletin C-19.)

Another mandatory-for-use program that you may encounter is
consolidated local telecommunications services.  This GSA program is
explained in FIRMR 201-24.102.  This service is available in most
buildings occupied by Federal employees and includes switching, certain
universal features and applications and wire and cable to designated points
of connection.  (Also see FIRMR Bulletin C-15.)

National Security and Emergency Preparedness (NSEP) is another
mandatory-for-use program managed by GSA, and is described in FIRMR
201-24.106.  It provides for emergency telecommunications for wartime
and non-wartime emergencies.  It is intended to allow non-defense
agencies to plan, obtain and maintain continuity of telecommunications,
including local, long distance and special telecommunications during
emergencies, including wartime.  (Also see FIRMR Bulletin C-20.)

Remember, these mandatory-for-use services will satisfy many agency
telecommunications requirements.

Mandatory-for-
Use Contracts

Consolidated
Local
Telecommuni-
cations Services

NSEP
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14.7. Telecommunications Sources Provided by GSA and Other Than by
GSA (continued)

In addition to the mandatory-for-use systems, there are mandatory-for-
consideration systems which you should know about, because they must at
least be considered in a telecommunications acquisition.  These include
FSTS and INFOSEC.

The Purchase of Telecommunication Services (POTS) program, as
described in FIRMR 201-24.104, is a nonmandatory program that provides
for the purchase, installation, maintenance, repair, removal and relocation
of telephone equipment, such as telephones.  It too provides for
exemptions, but should meet many agency requirements for telephone
equipment.  (Also see FIRMR Bulletin C-21.)

The Federal Secure Telephone Service (FSTS) is described in FIRMR
201-24.201-1 as a “worldwide secure voice service designed to protect
sensitive and classified voice transmission.”  It should be considered for
all agency requirements for transmission of sensitive or classified voice
information.  (Also see FIRMR Bulletin C-19.)

Information security (INFOSEC) is the composite of factors necessary to
protect FIP systems and the information they process to prevent
exploitation and to ensure authenticity.  This mandatory-for-consideration
program is also offered by GSA to agencies.  It includes installation,
maintenance, key distribution, design, engineering and consulting.  (Also
See FIRMR Bulletin C-19.  Chapter 19 provides more discussion of
security.)

If you need assistance or information on telecommunications, especially,
local telecommunications such as local telephone services available, you
are encouraged to contact the Washington Interagency Telephone Service
(WITS).  Those civilian offices not covered by WITS are covered by
Centrex.

Remember, if you need assistance or information on long distance services
available, contact the appropriate FTS2000 service oversight center.

Mandatory-for-
Consideration
Contracts

POTS

FSTS

 FIRMR 201-24.201-1

INFOSEC

Additional
Assistance WITS
and the Service
Oversight Center
(SOC)
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14.7. Telecommunications Sources Provided by GSA and Other Than by
GSA (continued)

DoD utilizes local telephone services.  For DoD agency requirements, you
should also check DFARS 239.7407-2, concerning Communication
Service Authorizations (CSAs), DD Form 428.  A requiring agency or
activity can submit a CSA to award, cancel, modify or terminate
telecommunications services.  The CSA must:

• reference the existing basic agreement for telecommunications;

• specify the types and quantities of telecommunications services
required, as well as the tariff (or other price if a tariff is not
available) of those services and equipment;

• specify the premises involved;

• cite the address for billing;

• identify the disbursing office; and

• provide funding information.

The CSA should also include an expiration date.  As a contract specialist,
you are responsible to check the contents of the CSA.  You should also be
prepared to modify the CSA to reflect any price increases.

You should be aware that the price for the telecommunications services
may be subject to the existing tariffs that have been approved by the FCC
and public utilities commissions.  The tariffs are subject to change, so you
should determine the existing tariffs and any expected changes when
calculating the expected price for services.

DoD Agency
Requirements

 DFARS 239.7407-2
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14.8. How to Distinguish the Differences in the Approval Process for the
Acquisition of All Types of Telecommunications Services

This final section in this chapter discusses the differences in the approval
process for the acquisition of all types of required telecommunications
services.  You will see that the approval process may vary for the different
types of telecommunications services that you may request.  This section
emphasizes those actions in the approval process for which you as a
contract specialist or contracting officer will have responsibility.

The approval process will depend on factors such as:

• whether a DPA has been granted;

• whether an exemption or deviation has been requested and
granted;

• availability of the service from mandatory-for-use or mandatory-
for-consideration.

• determination of the most advantageous source to the Government.

You will recall that GSA has the exclusive procurement authority for all
types of FIP resources, including telecommunications.  Under FIRMR
201-1.003, this is not intended to interfere with the determination by
agencies of their individual FIP resource requirements (including
telecommunications resources.)  Moreover, GSA can delegate some of this
authority to agencies, using a Delegation of Procurement Authority (DPA)
for GSA’s multiyear contracting authority for telecommunication
resources (FIRMR 201-20.306).

Also, you will recall that FIRMR 201-2.001 requires the head of each
agency to name a designated senior official (DSO) who will be responsible
for the conduct of and accountability for acquisitions made under the DPA
(FIRMR 201-2.001(6)(b)).

In some cases, the agency will already possess a DPA from GSA in either
a regulatory delegation, specific agency delegation or specific acquisition
delegation.  If this is the case, the agency will have the authority to
proceed with an acquisition of telecommunications resources and not
require further GSA review or approval.

Differences in the
Approval Process
for Telecommuni-
cations

GSA’s Authority

 FIRMR 201-1.003
 FIRMR 201-20.306

Agency DSO

DPA
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14.8. How to Distinguish the Differences in the Approval Process for the
Acquisition of All Types of Telecommunications Services (continued)

The sequence of events in the approval process for a telecommunications
acquisition begins when the agency or program office develops the
requirement.  The following flow chart depicts these events, with
emphasis on the actions with which you will be concerned.

1  Agency States Requirements
    in Functional Terms

2  Check for Exemption and
    Deviations

3  Determine If the FIRMR
    Applies

4  Determine If the Standards
    Are Appropriate

5  Consider Mandatory-for-Use
    Sources

6  Consider Mandatory-for-    
    Consideration Sources

7  Consider Contracting

Sequence of
Events
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14.8. How to Distinguish the Differences in the Approval Process for the
Acquisition of All Types of Telecommunications Services (continued)

The requiring agency should state the requirement in functional terms,
including the use of functional specifications and prepare a detailed
requirements analysis (FIRMR 201-20.1), including justification (if
necessary) as to why a “specific make and model” or “compatibility-
limited requirement” may be necessary, or why an exemption or deviation
is required from mandatory-for-use sources, such as FTS2000.

If the requirement is NOT stated in functional terms, it may be more
difficult for you to later determine which sources are appropriate.

For example, if the requirement is solely for providing electronic office
equipment accessibility for employees with disabilities, the agency’s DSO
(or authorized representative) may authorize an exemption from the
FIRMR (FIRMR 201-3.402).  In this case, you, as a contract specialist,
would probably not be very involved in the initiation of the requirement,
except perhaps to provide information on references to technical personnel
from the agency.

If a deviation has been requested for the telecommunications acquisition,
you should follow the deviation procedures in FAR Subpart 1.4, and
FIRMR 201-39.104-1 as part of the overall approval process.  Requests for
deviations from the FIRMR should be forwarded to:

General Services Administration
Policy and Regulations Division
18th and F Street, NW
Washington, DC 20405

Step 1–
Agency States
Requirement in
Functional Terms

Step 2–Check for
Exemptions and
Deviations
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14.8. How to Distinguish the Differences in the Approval Process for the
Acquisition of All Types of Telecommunications Services (continued)

The contracting office reviews the requirements analysis, to see if it meets
the requirements of the FIRMR, FAR and other appropriate references.  If
the requirement meets the guidelines for an exemption, you will still
review the exemption.  If the requirement contains a request for a
deviation (FIRMR 201-4.001), this will require greater effort to determine
whether a deviation should be granted.

As with any FIP resource acquisition, you will also review the requirement
for compliance with the predominant considerations (FIRMR 201-17.001),
including an acquisition that results in the most advantageous alternative
to the Government.  In the case of telecommunications, this includes:

• Sharing and reuse of existing resources

• Use of GSA services (such as WITS); and

• Acquisition of agency resources by contracting.

A telecommunications acquisition is a FIP resources acquisition, so one of
your first actions in the approval process is to determine if the FIRMR
applies.  (See FIRMR Bulletin A-1).  If it does, you are then concerned as
to whether the proposed standards for the acquisition are appropriate.

Of course, in any acquisition, you will check the proposed standards to
determine if they appear appropriate, and consult with technical experts if
you have any questions before you incorporate the standards into the
solicitation.  However, in a telecommunications acquisition, you will
check the proposed standards to make sure they conform (if applicable) to
the appropriate Federal Telecommunications Standards (FED-STDS).

The Contracting
Office Review

Step 3–
Determine If
FIRMR Applies

Step 4–
Determine If the
Standards Are
Appropriate
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14.8. How to Distinguish the Differences in the Approval Process for the
Acquisition of All Types of Telecommunications Services (continued)

Assuming there are no exemptions or deviations requested, and the
requirement is applicable under the FIRMR, the next thing you will do is
consider the applicability of mandatory-for-use sources (including
telecommunications services and contracts) such as FTS2000,
consolidated local telecommunications services or NSEP, in accordance
with FIRMR 201-24.1.

Remember, it is not necessary that the mandatory-for-use source fit the
entire requirement.  Such sources may be used to meet only a part of the
requirement, such as purchase of telephones and services, even if the
remainder of the requirement must be met through acquisition by further
contracting.

In any case, even where it appears that a mandatory-for-use source must
be used, be sure to check for exemptions.  For example, the FIRMR
provides for some exemptions based on reasons such as special needs,
equipment or services unavailable from the contractor, unique budget
problems, short term lease requirements, or other reasons approved by the
GSA regional Telecommunications Office (See FIRMR Bulletin C-21).

If it appears that one of these mandatory-for-use sources is appropriate,
even for part of the requirement, you should inform the agency.

Step 5–
Consider
Mandatory-for-
Use Sources

Remember the
Exemptions
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14.8. How to Distinguish the Differences in the Approval Process for the
Acquisition of All Types of Telecommunications Services (continued)

If the mandatory-for-use sources are not appropriate to meet the
requirement, you should next consider whether mandatory-for-
consideration sources, such as FSTS and INFOSEC, are appropriate.
Again, it is not necessary that the mandatory-for-consideration source
meet the entire requirement; it may be appropriate for only a part of the
requirement, but you should not overlook it.

If neither the mandatory-for-use nor the mandatory-for-consideration
sources are appropriate for the requirement, you will then approve the
requirement for acquisition by contracting.  If you proceed with
contracting, the appropriate FED-STDS and specifications for
telecommunications must be incorporated into the solicitation.  If these are
not appropriate at this point, you will not approve the acquisition until they
are corrected.

Step 6–
Consider
Mandatory-for-
Consideration
Sources

Step 7–
Consider
Contracting
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SUMMARY

In this chapter, you learned to distinguish among and
choose the appropriate methods of acquisition avail-
able for acquiring telecommunications.  In the next
chapter, you will learn how to determine whether an
acquisition is covered by the FIRMR.
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CHAPTER 15

DETERMINATION OF ACQUISITIONS
COVERED BY THE FIRMR

Chapter Vignette

Mark was already becoming impressed with all the
special considerations that affect a FIP resources
acquisition.  It really is different from the more general
types of acquisitions that he had done previously.  He
realized that Marcia had been properly cautious in
getting him to first read all the background information
before digging into the technical requirements.  Still, he
was eager to get into the actual requirement.

“I think we can finally get a look at the requirement
now,” he said.

“Yes, I think so too,” she said.  “I think we are ready to
determine how this proposed acquisition is covered by
the policies in the FAR and FIRMR, and whether it is
‘incidental’ or ‘significant.’”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Determine if proposed acquisitions are covered by
the FIRMR (FIRMR Bulletin A-1)

Individual:
15.1 Determine if proposed acquisitions are covered

by the FIRMR (FIRMR Bulletin A-1).

15.2 Distinguish between the terms “incidental” and
“significant” as they apply to the acquisition of
FIP resources by Government contractors.

15.3 Explain the importance of FIRMR Bulletin A-1.
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Chapter Overview

This chapter presents the information you will need to determine whether
a proposed acquisition is covered by the FIRMR.  You will learn that not
all acquisitions of FIP resources are automatically covered—and that some
acquisitions you would not expect to be covered are!

You should consult the following references in order to understand topics
discussed in this chapter:

FIRMR 201-1.002

FIRMR 201-4

FIRMR 201-20.305(b)(3)

FIRMR 201-39.101-3

FIRMR 201-39.2

FIRMR 201-39.5202-1

FIRMR Bulletin A-1

DFARS 239.001

This chapter includes the following topics:

Scope

References

Topics Covered in
this Chapter

SECTION TITLE PAGE

15.1 How to Determine If Proposed Acquisitions Are
Covered by the FIRMR

15-4

15.2 “Incidental” versus “Significant” Acquisition of
FIP Resources by Government Contractors

15-14

15.3 The Importance of FIRMR Bulletin A-1 15-17
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15.1  How to Determine If Proposed Acquisitions Are Covered by the FIRMR

Not all acquisitions associated with FIP equipment and resources are
covered by the FIRMR.  As a contract specialist or contracting officer, one
of the key decisions that you will have to make is determining whether or
not your acquisition is covered by the FIRMR.  You are not alone in
making this decision.  Seek assistance from your agency Designated
Senior Official (DSO).  This chapter discusses how you and other agency
officials can use certain tests to determine whether the FIRMR applies to
an acquisition.

As you learned in Chapter 15, the FIRMR defines those types of FIP
resource acquisitions that are covered by the FIRMR.  However, the
definitions alone are not sufficient.  You must also be able to apply your
judgment in “exemption and applicability tests” to determine whether the
FIRMR applies to the acquisition in question.  To do so, you must
understand the differences between FIP resource requirements that are
“significant” and those that are merely “incidental.”

You decide whether the FIRMR applies to an acquisition in a three stage
process.  In any one of the stages, you can decide that the FIRMR
definitely applies or definitely does NOT apply to your acquisition.  At the
point that you make your decision, you no longer need to proceed in the
process.  In the three-stage process, you decide:

Stage 1.  The Definition Test
Are you buying FIP resources?

Stage 2.  The Exempted Test
Is this acquisition exempted 
from the Brooks Act?

Stage 3.  The Applicability Test
Does the FIRMR apply to this 
acquisition?

Introduction

Definitions,
Exemptions, and
Applicability
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15.1  How to Determine If Proposed Acquisitions Are Covered by the FIRMR
(continued)

As you learned in Chapter 6, FIRMR 201-4, Definitions and Acronyms,
defines most terms you will encounter in a FIP resource acquisition.  Of
the terms, the most crucial is the definition for FIP resources (which is
also repeated in FIRMR Subpart 201-39.2).  You should also recall that in
defining FIP resources, GSA adopted the statutory terminology for
“ADPE” and also defined FIP equipment, maintenance, supplies, services,
software, support services, and system.

In FIRMR Bulletin A-1, Federal Information Resources Management
Regulation (FIRMR) Applicability, Appendix A, GSA expands on these
definitions with examples of what is—and is not—a FIP resource.  See the
following table.

In the first stage of your determination, you must decide if part or all of
the resources you will be buying are—or may be—FIP resources.  The
following table has some of the examples from FIRMR Bulletin A-1.
When you are on the job, you should refer to the bulletin itself when
determining whether you are buying a FIP resource.

(continued on next page)

Stage 1:  The
Definitions Test

 FIRMR 201-4
 FIRMR 201-39.2
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Stage 1:  Definitions Test

Category Definition
Includes,

for example
Excludes,

for example

FIP system Any organized
combination for FIP
equipment, software,
services, support services,
or related supplies

A minicomputer with a
printer, workstations, and
a tape drive, the associated
systems programs and
applications programs, and
the backup tape, disks, and
printer paper—a PBX
(Private Branch Exchange)
with software, telephones,
and fax equipment and the
connecting cables or wires

An organized combination
of non-FIP products with
embedded FIP resources

FIP Equipment Any equipment or
interconnected system or
subsystems of equipment
used in the automatic
acquisition, storage,
manipulation management,
movement, control,
display, switching,
interchange, transmission,
or reception of data or
information

Data processing and
switching equipment,
including computers and
PBXs; ancillary
equipment, such as disk
and tape drives, plotters,
printers, storage and
backup devices, digital
imaging and optical
storage devices, office
automation equipment,
etc.; telecommunications
networks and related
equipment, such as voice
and data networks,
modems, data encryption
devices, microwave and
satellite equipment,
facsimile equipment, etc.

Embedded FIP
equipment—meaning FIP
equipment that is
embedded in and an
integral part of a product
that is NOT FIP
equipment—when the
embedded FIP equipment
cannot operate
independently without
substantial modifications
OR when the value of the
embedded FIP resource is
less than $500,000 OR less
than 20% of the value of
the product, whichever is
lower.  Examples include
automobiles, elevators,
blood analyzers, and drill
presses that use
microprocessors for
control

FIP software Any software, including
firmware, specially
designed to make use of
and extend the capabilities
of FIP equipment

Systems programs, such as
compilers, interpreters,
utility programs, and diag-
nostic programs;
application programs and
commercially available
programs, such as word
processing, graphics,
communications, and
database management
systems; independent
subroutines; databases;
and software documen-
tation, etc.

Software for embedded
FIP resources, such as that
required for the blood
analyzer

(Table continued on next page)
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Stage 1:  Definitions Test (continued)

Category Definition
Includes,

for example
Excludes,

for example

FIP services Any service, other than
FIP support services,
performed or furnished by
using FIP equipment or
software

Teleprocessing, local
batch processing,
electronic mail, voice
mail, centrex, cellular
telephone, facsimile, and
packet switching

Transcription services for
hard copy of dictated or
recorded information

FIP support services Any commercial
nonpersonal services,
including FIP maintenance
used in support of FIP
resources

Source data entry;
computer output
microfilming; software
conversion; training; FIP
resource planning;
capability and per-
formance validation;
studies, such as
requirements analyses,
alternatives analyses,
benefit-cost analyses, and
conversion studies;
facilities management;
software development;
systems analysis and
design; equipment
operation; network
management; site
preparation; etc.

Support services for
embedded FIP resources,
such as the development of
custom software for
numerically controlled
drill presses

FIP Support Services
(FIP maintenance)

Those examination,
testing, repair, or part
replacement functions
performed on FIP
equipment or software

Preventive and remedial
equipment diagnostic and
repair services, field
engineering equipment
change or modification,
and software
modifications and
upgrades

Maintenance of products
with embedded FIP
resources, such as elevator
maintenance

FIP-related supplies Any consumable item
designed specifically for
use with FIP equipment,
software, services, or
support services

Telecommunications fuses
and connectors, floppy
disks, CD-ROM and laser
optical disks, backup
cartridges, cables and
wires, print wheels and
ribbons, FIP equipment
cleaning kits, tapes, disks,
etc.

Supplies for products with
embedded FIP resources,
such as paper for a blood
analyzer

(continued on next page)
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15.1  How to Determine If Proposed Acquisitions Are Covered by the FIRMR
(continued)

If you determine that part of the resources you are buying are FIP
resources, the FIRMR requires that you consider severing the FIP
resources and buying them separately when:

• The requirement for FIP resources can be clearly identified and
explicitly stated in a solicitation,

• The technical and operational needs can be satisfied by severing
requirements for FIP resources from requirements for other
resources,

• The items can be acquired by the Government and delivered to the
contractor as required by the production schedule,

• Adequate price competition can be achieved on the FIP resources
portion of the requirements,

• The expected cost reduction will exceed the added costs of the
additional acquisition by contracting,

• Severing will not affect the contractor’s ability and responsibility
to perform as required by the contract, AND

• The estimated dollar value of FIP resources explicitly required by
the agency in the solicitation exceeds the thresholds for regulatory
delegations specified in FIRMR 201-20.305-1—the thresholds at
which a specific acquisition delegation of procurement authority is
required.

Given these conditions that must be met when severing a FIP resources
buy, it is unlikely you will do so.  Nonetheless, you should be aware of the
requirements, since documenting the basis for your decision not to sever
may be prudent.

(continued on next page)

Severing FIP
Resources
 FIRMR
  201-20.305(b)(3)
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15.1  How to Determine If Proposed Acquisitions Are Covered by the FIRMR
(continued)

As you learned in Chapters 1 and 6, the law sets forth certain exemptions
to the applicability of the Brooks Act.  If you are exempted from the
Brooks Act, you are exempted from the FIRMR, since it is prepared by
GSA under the law’s authority.  You will recall, for example, that certain
DOD buys and buys for radar, sonar, and television equipment are
exempted by the Warner Amendment and Paperwork Reduction
Reauthorization Act.  There are board decisions which illustrate that
decisions of applicability and exemption are not clear cut when
determining FIP applicability to radar, sonar, and television.

If you decided in Stage 1 that part or all of what you are buying is FIP
resources, you need to determine if any exemptions apply.  If any of the
exemptions apply, you do not need to proceed to the Stage 3 applicability
test.  Your procurement is NOT subject to the FIRMR.  However, these
decisions are not always clear cut.  As you learned in Chapter 1, the
General Services Administration Board of Contract Appeals has authority
under the Paperwork Reduction Reauthorization Act to interpret what is
“ADPE” under the law.  This means that GSBCA protest decisions can
affect your decision.  Therefore, before deciding conclusively that a
procurement is exempt from the FIRMR, you should check with your legal
department.  The flowchart on page 15-10 summarizes the exemptions to
FIRMR applicability.

It’s easy to use the flowchart to help with your determination.  For
example, if you are buying a FIP resource, such as a computer, to analyze
classified military intelligence information, the FIRMR would NOT apply.
Using the Stage 2 flowchart, you would make these determinations:

Question Answer Result

Are you buying FIP resources for
the CIA?

No (continue to next question)

Are you buying FIP resources for
the DOD?

Yes (continue to next question)

Will FIP resources perform
intelligence, cryptologic, or
command and control activities?

Yes FIRMR is not applicable
to contract action.  (End)

(Topic continued on next page)

Stage 2:  The
Exemptions Test

 FIRMR 201-1.002-2

Flowchart Use:
Exemptions to the
FIRMR
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Stage 2: Exemptions Test

NO

NO

YES

NO

NO

YES

NO

NO

YES

NO

Yes

Yes

Yes

Yes

No

A
No

A
No

Are you buying FIP
resources for the CIA?

201-1.002-2(a)(1)

Will FIP resources
perform intelligence,

cryptologic, or 
command

and control activities?
201-1.002-2(a)(1)

Are you buying FIP
resources for the DOD?

201-1.002-2(a)(2)

Are you buying
equipment that is an

integral part of a weapon
or weapons system?
201-1.002-2(a)(2)(i)

Is your procurement
critical to the direct

fulfillment of military or
intelligence missions?
201-1.002-2(a)(2)(ii)

Will the FIP resources be
used for routine

administrative and
business applications?

201-1.002-2(a)(2)(ii)

A
Yes No

Yes

Are you buying radar,
sonar, or television

equipment?
201-1.002-2(b)

Are FIP resources
embedded in your buy?

201-1.002-2(e)

Are you buying radio
equipment?

201-1.002-2(b)

Would embedded
resources need

substantial modification
for stand-alone use?

201-1.002-2(e)(1)

Is embedded equipment
worth less than the lower

of $500,000 or 20% of
product's value?

201-1.002-2(e)(2)

Are FIP resources and
other resources being

acquired?
201-1.002-2(c)

FIRMR is not applicable
to contract action.

(End)

FIRMR may apply.
Go to Applicability Test

Only FIRMR FED-STDs
for radio equipment

apply.
(End)

FIRMR may apply, but
only to FIP resources.
Go to Applicability Test

Yes

Yes

Yes

Start A



Determination of Acquisitions Covered by the FIRMR

Acquisition of FIP Resources 15–11

15.1  How to Determine If Proposed Acquisitions Are Covered by the FIRMR
(continued)

However, if you are buying a computer to write routine, unclassified
correspondence, such as letters or personnel record files, in the same
military intelligence organization, the FIRMR WOULD apply.  Using the
Stage 2 flowchart primarily, you would make these determinations:

Question Answer Result

Are you buying FIP resources for
the CIA?

No (continue to next question)

Are you buying FIP resources for
the DOD?

Yes (continue to next question)

Will FIP resources perform
intelligence, cryptologic, or
command and control activities?

No (continue to next question)

Are you buying equipment that is
an integral part of a weapon or
weapons system?

No (continue to next question)

Is your procurement critical to the
direct fulfillment of military or
intelligence operations?

Yes (continue to next question)

Will the FIP resources be used
for routine administrative and
business applications?

Yes (continue to next question)

Are you buying radar, sonar, or
television equipment?

No (continue to next question)

Are you buying radio equipment? No (continue to next question)

Are FIP resources embedded in
your buy?

No FIRMR may apply.  Go to
Applicability Test in Stage
3.

Does the solicitation or contract
require the delivery of FIP
resources for use by a Federal
agency or by any non-Federal
users designated by the agency?

Yes FIRMR is applicable to
contract action

You MUST be careful NOT to assume that just because a FIP resource is
acquired by a military unit, that it is exempted from the terms of the
FIRMR.  However, if you decide that the FIRMR does exempt your
acquisition, you should document your decision in accordance with your
agency’s procedures.

(Topic continued on next page)

Flowchart Use:
Exemptions to the
FIRMR
(continued)
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15.1  How to Determine If Proposed Acquisitions Are Covered by the FIRMR
(continued)

DFARS 239.001 (Policy) explains that when a DOD acquisition of FIP
resources is subject to the Brooks Act, then the FIRMR takes precedence
over the DFARS.  DFARS 239.001-70 (Warner Amendment Exemptions
for FIP resources) elaborates on the applicability of the Warner
Amendment exemptions.

Specifically, DFARS 239.001-70 clarifies that equipment being exempted
on the basis of the first four conditions—intelligence, cryptology,
command and control, and weapons-system integral—may also be used
for other purposes such as routine administrative and business functions.
However, if equipment that directly fulfills a military or intelligence
function (the fifth exemption) also supports routine administrative and
business functions, then the FIP resources may NOT be excluded from the
FIRMR.  These conditions are reflected in the Stage 2 flowchart.

Remember that these types of decisions are not always clear.  Most DoD
activities are given in-house authority.  At a certain level, however, they
must seek guidance.

Flowchart Use:
Exemptions to the
FIRMR
(continued)

 DFARS 239.001 &
 239.001-70
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15.1  How to Determine If Proposed Acquisitions Are Covered by the FIRMR
(continued)

If part or all of what you are buying is FIP resources and none of the
exemptions to the use of the FIRMR apply, you must next consider the
applicability tests.

FIRMR 201-39.101-3 discusses “Applicability.”  It explains that the
FIRMR applies to a FIP resources acquisition whenever certain conditions
are met.  These conditions include:

If the acquisition, management, and/or use of the FIP
resources... Then the FIRMR...

Is by a Federal agency (or non-Federal users designated by
the agency) and no exemptions apply

Applies

Is by any Federal agency solicitation or contract when:

• the solicitation or contract requires delivery of FIP
resources for use by a Federal agency or users designated
by the agency OR

• the solicitation or contract explicitly requires the use by
the contractor of FIP resources that are NOT incidental to
the performance of a contract OR

• the solicitation or contract requires the performance of a
service or the furnishing of a product that is performed or
produced making significant use of FIP resources that are
NOT incidental to the performance of the contract.

Applies

You will note that this decision table primarily tests the applicability of the
FIRMR to contractor acquisition or use of FIP resources.  This is the final
stage of determining FIRMR applicability.  A flowchart for the
applicability test is on page 15-18.

But, before you start to use the flowchart, you need to review the
significance of the terms “incidental” and “significant.”

Stage 3:  The
Applicability Test

 FIRMR
 201- 39.101-3
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15.2  “Incidental” versus “Significant” Acquisition of FIP Resources by
Government Contractors

Because a key part of the applicability test is whether or not a contract or
solicitation requires “incidental” or “significant” use of FIP resources by
the contractor, you must know the meaning of the terms, the differences
between them, and how to apply them.  This is important, not only to
determine FIRMR applicability, but also because contractors can charge
the costs of “significant” FIP resources directly to a specific contract.

Embedded FIP equipment is FIP equipment that is an integral part of the
product, where the principal function of the product is not the “automatic
acquisition, storage, manipulation, management, movement, control,
display, switching, interchange, transmission, or reception of data or
information.”

“Incidental.”  Contractor-acquired FIP resources are incidental to
performance of a contract when:

• Condition 1:  None of the principal tasks of the contract depend
directly on the use of the FIP resources,

OR

• Condition 2:  The requirements of the contract do not have the
effect of substantially restricting the contractor’s discretion in the
acquisition and management of FIP resources, whether the use of
FIP resources is or is not specifically stated in the contract.

Since most products and services are now typically produced with at least
some FIP resource use, the primary test for incidental use is the latter of
the two conditions.  To use this test, you would review the solicitation
provisions or contract clauses.  If the document specifies, in a way that
restricts the contractor, . . .

• What FIP resources will be used,

• How FIP resources will be bought or used,  or

• When or where FIP resources will be used

. . . then FIP resources are NOT INCIDENTAL and may be significant to
contract performance.

On the other hand, a solicitation requiring that (not what) FIP resources be
used or that (not what) machine-readable information be provided does not
restrict the contractor’s actions and provides for incidental use.

(Topic continued on next page)

“Incidental” and
“Significant”

 FIRMR 201-39.101-3

 FIRMR 201-29.101-
 3(b)(5)(ii)



Determination of Acquisitions Covered by the FIRMR

Acquisition of FIP Resources 15–15

15.2  “Incidental” versus “Significant” Acquisition of FIP Resources by
Government Contractors (continued)

“Significant.”  Contractor-acquired FIP resources are significant to
performance of a contract when:

• Condition 1:  The service or product of the contract could not
reasonably be produced or performed without the use of FIP
resources

AND

• Condition 2:  The dollar value of FIP resources expended by the
contractor to perform the service or furnish the product is expected
to exceed $500,000 or 20% of the estimated cost of the contract,
whichever amount is lower.

Again, in today’s workplace, most products and services cannot
reasonably be produced or performed without the use of FIP resources.
Consider such products and services as:

• Design and development of new products [computer-aided design
(CAD) and computer-aided manufacturing (CAM)];

• Production of studies, manuals, and handbooks (word processing,
graphics, and spreadsheets);

• Management of information (databases); and even

• Contract performance reporting (spreadsheets, project
management, and word processing).

So again, the most meaningful test becomes Condition 2.  To apply this
test, you follow five steps:

Step 1:  Calculate 20% of the estimated total contract cost

Step 2:  Compare the number from step 1 to $500,000

Step 3:  Select the lower of the two costs

Step 4:  Determine the estimated value of the FIP resources

Step 5:  Compare the value of FIP resources (step 4) to the step 3 number.

If FIP resources will cost more than the step 3 number (the lower of
$500,000 or 20% of estimated contract value), then FIP resources are
significant and the FIRMR applies.

(Topic continued on next page)

“Incidental” and
“Significant”
(continued)
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15.2  “Incidental” versus “Significant” Acquisition of FIP Resources by
Government Contractors (continued)

If FIP resources will cost less than the step 3 number, then FIP resources
are NOT significant and the FIRMR does NOT apply.

Examples:  If a construction contractor is required to submit a routine two
page status report each month, that task does not reasonably demand the
acquisition or use of FIP resources (a computer) because it can be done on
a typewriter.

In another case, a contractor on a complex manufacturing project worth
$2,000,000 will acquire a computer to assist in designing and developing
the products (CAD-CAM) and to track on-going changes in hundreds of
computer-generated engineering drawings every day.  It is sensible to
conclude that task could not be done reasonably without a computer—so
the acquisition and use of FIP resources in this case is significant, if the
dollar thresholds are exceeded.  In this case:

Step 1:  20% of $2,000,000 = $400,000

Step 2:  $400,000 compared to $500,000

Step 3:  The lower of the two costs = $400,000

Step 4:  Estimated value of the FIP resources = $410,000

Step 5:   $410,000 exceeds $400,000 = Significant use

You are now ready to learn more about the applicability flowchart used in
the Stage 3 determination.  As you review it, note especially the first
question:

If the nature of the procurement requires a contractor to deliver
FIP resources to the Government or a Government-designated
user, the FIRMR applies—and the tests for incidental or
significant use do NOT apply!

“Incidental” and
“Significant”
(continued)
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15.3  The Importance of FIRMR Bulletin A-1

FIRMR Bulletin A-1 explains in detail not only the test of applicability,
but also the tests of definition and exemptions.  You must understand all
these to determine if the FIRMR applies to a FIP acquisition or other
contract action.  You will find that, in some cases, it is easy to decide
whether the FIRMR applies.  However, in many cases, the decision is not
so apparent and you must be able to ask the right questions concerning
applicability.

FIRMR Bulletin A-1 is important and helpful because it clarifies the test
of applicability and shows you the six questions to ask concerning
contractor acquisition of FIP resources.

FIRMR Bulletin A-1, Appendix C, also provides eight examples that test
FIRMR applicability when contracting for FIP resources.  You should
review these examples to practice determining whether the FIRMR applies
to different situations.

The flowchart on the following page will help you decide if the FIRMR
applies to a specific acquisition.  In most cases, you will not have to ask
and answer all six questions.  It only takes a few minutes to become
familiar with this decision tool.

Note that you must be able to answer “Yes” to one of three questions to
conclude that the FIRMR does apply and that you must answer all
questions in order.

FIRMR
Bulletin A-1

Flowchart Use:
FIRMR
Applicability
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Stage 3: Applicability Test
(Chart extracted from FIRMR Bulletin A-1)

Question 1:  Does the solicitation or
contract require the delivery of FIP 
resources for use by a Federal
agency or by any non-Federal users
designated by the agency?

Question 2:  Does a principal task 
of the solicitation or contract 
depend directly on the use of FIP 
resources?

Question 3:  Do the requirements 
of the solicitation or contract have 
the effect of substantially 
restricting the contractor's 
discretion in the acquisition and 
management of the FIP 
resources?

Question 4:  Does the solicitation 
or contract explicitly require the 
use by the contractor of FIP 
resources?

Question 5:  Could the service or 
product required by the solicitation 
or contract reasonably be 
performed or produced without the 
use of FIP resources?

Question 6:  Would the dollar value 
of FIP resources expended by the 
contractor to perform the service or 
furnish the product be expected to 
exceed the lower of $500,000 or 
20 percent of the estimated cost of 
the contract?

No

Yes

Yes

No

No

FIRMR is applicable 
to contract action

Yes

FIRMR is not 
applicable to 
contract action No

(FIP Resources
are incidental to
contract performance)

FIP Resources are not
incidental to contract
performance

Yes

Yes

(There is
significant use of 
FIP Resources)

Yes

No

(There is no
significant use of 
FIP Resources)

Note: Exceptions for intelligence and related activities and radar, sonar, radio, television 
and embedded equipment appear in the Stage 2 flowchart.

No
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15.3  The Importance of FIRMR Bulletin A-1 (continued)

You can see that this flowchart is very useful.  For example, if you have a
requirement for integration, delivery, and installation of a supercomputer
for weather forecasting by a Federal agency, the FIRMR would apply.
First, you would determine in Stage 1 that you are buying FIP resources.
Then in Stage 2, you would determine that no exemptions apply.  Using
the Stage 3 flowchart, you would make this determination:

Question Answer Result

Does the solicitation or contract
require the delivery of FIP
resources for use by a Federal
agency or by any non-Federal
users designated by the agency?

Yes FIRMR is applicable to
contract action.

(End)

If a principal task requires the contractor to use a computer to maintain a
sophisticated database, such as pension or payroll data, using specified
software, you can see that the FIRMR would apply as a result of Question
4.  You would determine:

Question Answer Result
1. Does the solicitation or contract

require the delivery of FIP
resources for use by a Federal
agency or by any non-Federal
users designated by the agency?

No (continue to next question)

2. Does a principal task of the
solicitation or contract depend
directly on the use of FIP
resources?

Yes (continue to next question)

3. Do the requirements of the
solicitation or contract have the
effect of substantially restricting
the contractor’s discretion in the
acquisition and management of
the FIP resources?

Yes (continue to next question)

4. Does the solicitation or contract
explicitly require the use by the
contractor of FIP resources?

Yes FIRMR is applicable to
contract action.  (End)

(Topic continued on next page)

Examples of the
Applicability Test
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15.3  The Importance of FIRMR Bulletin A-1 (continued)

If the service or product could NOT reasonably be performed or produced
without the aid of considerable FIP resources, you can see that Questions 5
and especially 6 would be decisive.  Using the CAD-CAM example from
section 15.2 (page 15-14) of this chapter, you would determine:

Question Answer Result
1. Does the solicitation or contract

require the delivery of FIP
resources for use by a Federal
agency or by any non-Federal
users designated by the agency?

No (continue to next question)

2. Does a principal task of the
solicitation or contract depend
directly on the use of FIP
resources?

Yes (continue to next question)

3. Do the requirements of the
solicitation or contract have the
effect of substantially restricting
the contractor’s discretion in the
acquisition and management of
the FIP resources?

Yes (continue to next question)

4. Does the solicitation or contract
explicitly require the use by the
contractor of FIP resources?

No (continue to next question)

5. Could the service or product
required by the solicitation or
contract reasonably be performed
or produced without the use of
FIP resources?

No (continue to next question)

6. Would the dollar value of FIP
resources expended by the
contractor to perform the service
or furnish the product be
expected to exceed the lower of
$500,000 or 20% of the estimated
cost of the contract?

Yes There is significant use of
FIP resources.

FIRMR is applicable to
contract action.

(End)

If you decide that the FIRMR does NOT apply to your acquisition, you
should document your decision in accordance with your agency’s
procedures.  In addition, you should consider inserting a clause in your
solicitation that is essentially the same as the clause in FIRMR 201-
39.5202-1, FIRMR Applicability.

Examples of the
Applicability Test
(continued)

What if the
FIRMR doesn’t
apply?

 FIRMR
 201-39.5202-1
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15.3  The Importance of FIRMR Bulletin A-1 (continued)

Determining whether the FIRMR applies, governs of your subsequent
actions.

As you learned in Chapter 1, if the Brooks Act applies—which means the
same thing as if the FIRMR applies—then:

• You must have authority to buy FIP resources under a delegation
from GSA,

• You must follow the FIRMR when a conflict with the DFARS or
your agency supplement exists, and

• Your procurement may be protested to and decided by the
GSBCA.

Also, as you learned in Chapter 3, your acquisition must be planned and
conducted in accordance with detailed provisions in the FIRMR.  These
procedures span the entire life cycle of your buy including budgeting,
planning, determining requirements, analyzing alternatives, preparing
solicitations and contracts, developing a selection strategy, evaluating
offers, selecting contractors for award, and managing contract
performance.

You will be learning about these procedures and more throughout the rest
of this course.

Why is FIRMR
Applicability
Important?
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SUMMARY

In this chapter, you learned how to determine which
acquisitions are covered by the FIRMR and which
are not.  In the next chapter, you will learn how to
compile and use market research data in preparing
your acquisition plan.
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CHAPTER 16

MARKET RESEARCH
FOR ACQUISITION OF FIP RESOURCES

Chapter Vignette

Mark had begun to appreciate the caution that was neces-
sary in a FIP acquisition.

“I suppose it is necessary to do really careful market
research in this kind of an acquisition,” he said.

“Not just necessary,” Marcia said, “it is really critical.
Careful market research is essential.  Fortunately, there
are several excellent sources for FIP market research and
every contracting office can easily assemble and keep
these sources up-to-date.  Many of these are on paper, but
increasingly, you can get up-to-date information electron-
ically.  There are even some private sector firms which
specialize in providing and updating this kind of market
research.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Use all relevant sources of information readily available
within the contracting office, extract the data necessary
for analyzing the requirement, and judge the results.

Individual:

16.1 Explain how to assemble and organize sources of
information on the FIP market and what data is
available from each.

16.2 Gather sources of information and judge the results.
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Chapter Overview

This chapter provides information you will need to compile and use
market research data.

FAR Part 10.001 defines “market research” as “the process used for
collecting and analyzing information about the entire market available to
satisfy the minimum agency needs to arrive at the most suitable approach
to acquiring, distributing, and supporting supplies and services.”

Market research is a critical part of acquisition planning.  In many
cases, the program office of the requiring agency will already have done
considerable market research to determine sources and prices of required
FIP resources.  However, you must be prepared to do additional market
research, as necessary, and to advise technical experts on where they can
obtain sources of information for their market research.

The first section of this chapter contains information on the various
sources of data on automatic data processing and telecommunications and
the types of information that you can expect from each source.  It explains
how to assemble and organize sources of information on the FIP market
and what data is available from each.  It also provides points of contact for
additional information.

You will find it is necessary to establish and maintain your own files on
this type of information in your office files.

The second section in this chapter explains how to judge the results of
your market research.

You should have access to the following types of references to understand
the topics in this chapter, such as:

• FAR Part 10.001 • Computer magazines

• Data Pro • The Wall Street Journal

• Aurbach • Telephone Directory yellow pages

• TAURUS • Used equipment journals

• Lexis and Nexis • WESTLAW

• NETMARK • CD-ROM—Computer Select

• IRMS electronic bulletin boards

(continued on next page)

Scope

Definition of
Market Research

FAR Part 10.001

References
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Chapter Overview (continued)

This chapter includes the following topics:Topics Covered in
this Chapter

SECTION TITLE PAGE

16.1 How to Assemble and Organize Sources of
Information of the FIP Resources Market, and
What Data Is Available from Each

16-5

16.2 Gathering Information and Judging the Results 16-13
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16.1 How to Assemble and Organize Sources of Information of the FIP
Resources Market, and What Data Is Available from Each

This section explains how you can assemble and organize sources of
information on the FIP resources market, and what type of data is
available from each source, for your market research.

A key to success in market research of FIP resources is assembling,
updating, and using the many available sources of information.  You will
find that there are literally hundreds of special books, periodicals, and
other print sources on FIP information.

Some of these print sources are highly specialized and deal only with a
very specific part of the FIP resource area, such as UNIX or special
programming.  Some are devoted to only one manufacturer’s line, such as
Apple’s Macintosh family, or one type of product, such as laptop
computers.

Other sources are more general in nature and cover a wider range of FIP
resource information.  You may find it useful to use the general sources to
obtain general information, the “big picture,” and then do further detailed
research using the more specialized sources, narrowing down the sources
until you have the ones which most apply to your market research needs.

In addition to print sources, another source of information is electronic
bulletin boards.  There are many of these, some of a general nature, and
some offering highly specialized information.

Unless your office already has a very complete set of market references,
like those discussed in this section, it is strongly recommended that you
assemble these references.  Even if your office already has many or most
of these references, you should periodically inventory these references and
keep them up-to-date.

The following discussions will give you examples of hardcopy, electronic,
and multimedia sources.

(continued on next page)

Introduction
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16.1 How to Assemble and Organize Sources of Information of the FIP
Resources Market, and What Data Is Available from Each (continued)

You can do market research either informally or formally.  As with any
commodity, there are some general sources that you can always expect to
check informally for the FIP supplies or services.  These sources include:

• Manufacturers (sometimes called Original Equipment
Manufacturers or OEM)

• Dealers (generally, they distribute FIP items made by several
different manufacturers)

• Distributors

• Technical publications

• Technical libraries

• Catalogs

• Lists of previous recent bidders

You can check these general sources informally, usually by telephone or
FAX, without committing the Government in any way.  The advantage of
using informal market survey methods, such as telephones and FAX, is
speed and convenience.  You can use informal market research when you
expect widespread competition.  However, if you cannot obtain the
information you need in this informal manner, you may have to use a more
formal approach, issuing a sources sought in the Commerce Business
Daily (CBD)

(continued on next page)

General Sources
in the Marketplace
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16.1 How to Assemble and Organize Sources of Information of the FIP
Resources Market, and What Data Is Available from Each (continued)

The key to efficient market research is to be as specific as possible when
starting out.  For example, if you are interested in market research for
multi-user applications on a minicomputer, you would begin with sources
that deal with that subject.

For more information on existing service-wide FIP resource acquisitions
use the following chart.

JOINT SERVICE COMPUTER PROGRAM (JSCP)

Points of Contact

Air Force Gunter AFB, AL
(205) 279-3520
DSN 446-3520

Navy Naval Computer and 
Telecommunications 
Area Master Station 
(NCTAMS),
Norfolk, VA
(804) 445-2568
DSN 565-2568

Army Fort Monmouth, NJ
(201) 532-7994/7917
DSN 992-7994/7917

DLA DLA Information Office
Attn: CANI
(703) 274-7506
DSN 284-7506

(continued on next page)

Be Specific When
You Start

DoD Computer
Program
Information
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16.1 How to Assemble and Organize Sources of Information of the FIP
Resources Market, and What Data Is Available from Each (continued)

The following discussions will give you examples of hardcopy, electronic,
and multimedia sources.

The following table offers a cross section of the most common general
computer publications used for market research.

Federal Computer Week - a newspaper for the
Government computer community, published
weekly by the FCW Publishing Corp., 3110
Fairview Park Drive, Falls Church , VA 22042-
4599.  Subscriptions and inquiries:  FCW, PO Box
602, Winchester, MA 01890-9948 or Tel. (617)
729-4200.

Washington Technology - Biweekly newspaper
with focus on technology-intensive business issues.
Published by Technews, Inc., 1953 Gallows Road,
Suite 130, Vienna, VA 22182-3932. Free upon re-
quest to technology executives, managers and pro-
fessionals in technology-related corporations.

Government Computer News - Computer industry
newspaper with emphasis on Government users.
Published biweekly by Chaners-Ziff Publishing
Associates. 8601 Georgia Ave., Suite 300, Silver
Spring, MD 20910. Tel. (301) 650-2000.
Subscription inquiries to Government Computer
News, 44 Cook St., Denver, CO 80206-5800. Tel.
(303) 388-4511.

Info World - Weekly newspaper billed as being for
“power users of PC and networking products.”
Published by InfoWorld Publishing, Inc., 1060
Marsh Road, Menlo Park, CA 94025. Subscription
inquiries to InfoWorld, PO Box 3014, Northbrook,
IL 60065. Tel. (708) 564-0694.

PC Week - National computer industry newspaper.
Published weekly by Ziff-Davis Publishing Co.,
One Park Ave., NY, NY 10016. Subscription
inquiries to Customer Service Dept., PC Week, PO
Box 5970, Cherry Hill, NJ 08034. Tel. (609) 428-
5000.

Command and Control Microcomputer Users’
Group (C2MUG) Bulletin - Professional bulletin
published bimonthly by the US Army
Communications-Electronics Command. Provides
informative articles and updated information on
C2MUG services. Inquiries to Associate Director,
MCS, CSE, ATTN: AMSEL-RD-SE-MCS
(C2MUG), Bldg. 138, Fort Leavenworth, KS
66027-5600. Tel. 552-7550.

C2MUG Software Catalog - lists software
programs available to units and individuals of the
Command and Control Microcomputer Users’
Group. Contains both military and general purpose
systems, and a statement of suggested uses and
users for each program, and a listing of DoD and
Federal Government related groups who are
distributors of public domain or military domain
software. Inquiries to Associate Director, MCSD,
ATTN: AMSE:-RD-SE-MCS (C2MUG), Fort
Leavenworth, KS 660217-5600. Tel. AV 552-7550.

CHIPS - a quarterly information and experience-
sharing bulletin published by the Commanding
Officer, Navy Regional Data Automation Center,
Norfolk, VA. Inquiries to Editor, Chips, NARDAC,
Norfolk, VA 23511-6497. Tel. (804) 444-7976.

Federal Computer Market Report - Newsletter
published twice each month with timely news and
analysis of the Federal electronic procurement area,
including FIP contract awards, new procurement
regulations, legislation and policy changes. Free
samples available on request. Published by
Computer Age, 3918 Prosperity Ave., Suite 310,
Fairfax, VA 22031-3300. Tel. (703) 573-8400.

(continued on next page)

Examples

General
Publications
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16.1 How to Assemble and Organize Sources of Information of the FIP
Resources Market, and What Data Is Available from Each (continued)

You should note that the FIRMR is also listed as a source of information
for your market research.  You can obtain information and assistance by
contacting GSA at (202) 501-3194.  As you have already learned, the
FIRMR and FAR are now both available on a CD-ROM disk from the
Government Printing Office.  The use of the CD-ROM disk makes the
search for references much easier and faster.

In addition to the print sources listed in the table above, there are other
print sources you can assemble and use for market research, depending on
your requirements.  These include:

• computer magazines, such as PC World, Mac World, Mac User,
and similar newsstand magazines, and catalogs;

• The Wall Street Journal, and other national newspapers, which
carry articles on computer industry trends and technology;

• the telephone directory yellow pages, which provide information
on available vendors in your area;

• used equipment journals, which provide information on FIP
resources which may meet an agency’s requirements, short of
acquiring new equipment;

• corporate general announcements, which are often the first source
of information on new technology;

• Government and private sector seminars, which are often very
useful for a “snapshot” or recapitulation of present or projected
technology and impact on the work place;

• broad agency announcements, which are useful for understanding
new, leading edge technology; and

• nondisclosures with various vendors.  Note: remember that any
information you obtain from a potential vendor or offeror
concerning new proprietary FIP technology must be handled
carefully and not disseminated to a potential competitor.

(continued on next page)

FIRMR as a
Reference

Other Print
Sources
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16.1 How to Assemble and Organize Sources of Information of the FIP
Resources Market, and What Data Is Available from Each (continued)

You can also use certain electronic sources, such as special bulletin boards
and computer networks, and CD-ROM references to obtain information.

FEDWORLD, a pilot project of the National Technical Information
Service (NTIS), is a centralized electronic source for federal government
information.  FEDWORLD is a clearinghouse for more than 100 federally
operated online computer systems and bulletin boards.  It provides you
direct access to these systems without knowing their telephone number,
modem settings, or computer name.  FEDWORLD provides information
on thousands of items.  You can also access individuals through e-mail on
FEDWORLD.  For example, you can contact someone at NIST.

In addition, there are several other sources and networks that you should
know about:

• Data Pro and Aurbach provide information or results of testing
(benchmarking) for commercial FIP resources.

• Technology Acquisition Resource and Update Service (TAURUS)
is an example of a very comprehensive reference updated
periodically, for FIP resources acquisition available from the
private sector.  A single TAURUS CD-ROM disc contains:

– ADP Schedule Checklist

– Telecommunications Schedule Checklist

– Blanket Purchase Agreement

– Federal Acquisition Regulation

– FIRMR (including temporary regulations and FIRMR
Bulletins)

– Public laws

– OMB circulars

– Federal Information Processing Standards Publications (FIPS)

– Department of Defense Federal Acquisition Regulation
Supplement (DFARS)

– Navy Acquisition Procedures Supplement (NAPS)

– DOD Freedom of Information Act (FOIA) Directive

– NASA FAR Supplement

– Transportation Acquisition Regulations (TAR)

(Topic continued on next page)

Electronic Sources

Other Electronic
Sources
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16.1 How to Assemble and Organize Sources of Information of the FIP
Resources Market, and What Data Is Available from Each (continued)

– GSBCA protest Decisions (since 1985)

– Rules of the General Services Administration Board of
Contract Appeals

– GSA Standard Request for Proposals (GSARFP)

– GAO Protest Decisions

– GAO bid Protest Regulations

– Standards of Ethical Conduct for Federal Employees

– Cost Accounting Standards (CAS)

– ADP Schedules and Other Government-wide Contracts
(including FTS 2000)

– Delegations of Procurement Authority

– Glossary of Terms

– ADP Schedule Desk Reference

– Federal Supply Schedule Desk Reference

– U.S. Government Manual

– Changes since the last disc

– TAURUS User Manual

• LEXIS, a service of Mead Data Central, Inc., is a computer data
service specializing in information on legal decisions and legal
precedents, covering federal and state court decisions and statutes,
and including lawsuits and protests on acquisitions.

• NEXIS, also a service of Mead Data Central, Inc., is a computer
data service for current event information and business materials.
It provides access to thousands of articles from newspapers and
magazines, including developments in computers and
telecommunications.

• WESTLAW is a service of West Publishing Co. which has
computer database providing information on a number of bulletin
boards concerning FIP resources.  For example, you can access
information on the “Business Software Database,” the “Buyer’s
Guide to Micro Software,” “Claims/Patents,” “Computer News,”
and the FARs.

• On-Line Schedule System Bulletin Board is the new GSA database
for the Multiple Awards Schedule (MAS).  It offers information on
more than 150,000 items from over 400 vendors, including many
FIP resource products and services.

(continued on next page)

Other Electronic
Sources
(continued)
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16.1 How to Assemble and Organize Sources of Information of the FIP
Resources Market, and What Data Is Available from Each (continued)

Finally, you can also obtain information about special kinds of FIP
resource problems by contacting agencies that specialize in that kind of
information.  In some cases (depending on the nature of the acquisition),
this might be the “first stop” to obtain data.  These special sources include:

• Federal Data Processing Centers in other agencies

• Office of Technical Assistance (OTA in GSA) for contract services
program, FEDSIM, and information on access for the disabled
employee.  However, many FIP resource contracts are managed by
the GSA Regional Offices.  FIRMR Bulletin C-9 has a list of these
sources

• Washington Interagency Telephone Service (WITS—for
information on telecommunications).  WITS is only for local
telecommunications.  For long-distance, contact the FTS2000
service oversight program office.  SOC-A (AT&T) Vienna, VA
703-760-7400 or SOC-B (Sprint) Herndon, VA 703-904-2800.

• FEDLINK (in the Library of Congress)

Special Sources
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Gathering
Information and
Judging Results

Procedure for
Market Research

Step Action

1
Check the

Requirements in
FAR Part 8

The FAR lists the priority for satisfying requirements for
supplies and services as follows:

If the requirement is for supplies, these priorities are:

1. Agency inventories

2. Excess from other agencies

3. UNICOR (Federal Prison Industries) catalog items.

4. Procurement Lists of the Committee for Purchase from
the Blind and Other Severely Handicapped.

5. The GSA Stock Program and other Government stock
supply sources, including the Defense Logistics Agency,
Military Inventory Control Points, and the Veterans’
Administration.

6. Federal Supply Schedules.  (There are a few supply items
covered on the Federal Supply Schedules.)

7. Nonmandatory (optional for use) FIP Schedules.

8. Commercial (open market) sources.

If the requirement is for a FIP service, the priorities are :

1. Procurement Lists of the Committee for Purchase from the
Blind and Other Severely Handicapped.

2. Federal Supply Schedules and Mandatory GSA Term
Contracts for Personal Property Rehabilitation.

3. Nonmandatory schedules and optional GSA Term
Contracts.

4. UNICOR (Federal Prison Industries) Catalog (example:
data entry services).

16.2  Gathering Information and Judging the Results

Once you know where and how to get started in market research, you must
gather the market information that you need to make judgments about the
FIP resource acquisition.

Remember, a key to success in market research of FIP resources is
assembling, updating, and using the many available sources of
information.

The following table shows the steps that you should follow in conducting
market research.

(Procedure continued on next page)
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16.2  Gathering Information and Judging the Results (continued)

Procedure for
Market Research
(continued)

2
Check Current

Assets

You should check for redistribution of current assets in your
organization.  The DSO must certify that there are no current
FIP assets to satisfy the requirement.  If there are current assets
then those should be used in lieu of a procurement action.

3
Check the Assets of

Your Own
Organization

You should check for reutilization of current assets in your
organization.  The requiring activity must certify that there are
no FIP assets to satisfy the requirement within the
organization.

4
Check Assets in
Total Federal
Government

You should look in the total federal government for
reutilization of current assets.  The requiring activity must
certify that there are no FIP assets to satisfy the requirement
within the federal government.

5
Begin the Market

Research

If you are not able to meet the requiring agency’s minimum
requirements through agency excess, Government excess or
the use of small purchase procedures (including the
Government credit card), you must proceed with market
research.

Use Correct Identification.  Fortunately, market research is
not difficult, but it can be time consuming.  Make sure that you
have the correct information, such as the correct item
descriptions, before beginning market research

Use of Telephone and Fax.  You can do much of the neces-
sary market research by telephone and facsimile (Fax).  If you
use a fax to contact potential offerors, you have the advantage
of receiving a printed (hard) copy.  The disadvantage of using
the fax instead of the telephone is that you cannot ask immedi-
ate follow-up questions.  So, if you use the Fax to obtain
market information such as prices from various potential ven-
dors, be careful about the language that you use in your Fax
inquiry and the information that you request.

(Step 5 continued on next page)
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16.2  Gathering Information and Judging the Results (continued)

5
Begin the Market

Research
(continued)

The following is an example of what you could say  to
Vendors who are called for Market Survey pricing:

“I am Mr./Ms. _________ from __(your organization)__ and I
am calling for informational pricing for the following items.
This is not to be considered as a requirement of the
Government nor is it to be considered as a contract.”

After you have told the vendor what you would like
informational prices on, repeat:
“Again, this is not a requirement of the Government and is not
a contract.”

If a vendor calls and asks if you have any requirements which
they can bid on, you should say:
“I am not authorized to release that information, please call
our Acquisition Office at (703) 756-7599.”

Updating Sources.  If you frequently acquire FIP resources,
you probably already have a listing of qualified potential
offerors and vendors. You must systematically review, update
and file the information available from the many sources,
because, this information is for a high technology field, and it
quickly becomes obsolete.  For example, information on
popular software that is more than one year old is almost
certain to be outdated.

Also, it is not necessary to keep most monthly computer
magazines more than six months.  Many of them provide a
year end or annual summary issue or buyer’s guide which
summarizes all the developments during the preceding
calendar year, along with updated commercial list prices.

Be careful about using price or cost data from a reference
which is more than several months old.  Unlike some
commodities, there is intense price competition in many areas
of FIP resources, and if you rely on an outdated reference for
market research, you may be overestimating costs.

You can contact potential offerors by telephone to obtain
estimates of price/cost.  However, you should not compare a
valid written cost from one potential offeror or vendor against
a verbal or telephone estimate from another.  Remember
pricing/cost is not the only issue.  Availability is also
important based on your procurement.  Availability and
compliance with the functional requirement is also needed.

(Step 5 continued on next page)

Procedure for
Market Research
(continued)
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16.2  Gathering Information and Judging the Results (continued)

5
Begin the Market

Research
(continued)

Providing Unfair Advantages.  You must also be careful,
during your market research, not to make any remarks or
comments which might provide unfair advanced information
about the proposed acquisition to a potential offeror.

Advantage of On-line Sources.  One advantage of on-line
sources, such as bulletin boards and electronic data bases, is
that you can often obtain more current and up-to-date
information, including price and cost data, through electronic
sources, whereas print references may be outdated.

Use Several Sources.  Use several sources whenever possible,
rather than relying on a single source, such as only one
magazine.  Usually, it will be possible for you to cross check
and verify supplies, services and estimated cost data by using
several qualified sources.

Judging Results.  When you have obtained data from market
research, be careful in judging the results.  First, you should be
confident that the market research data was obtained from
reliable and recent sources.  Unless the sources of information
are fairly recent and up-to-date, the market research data may
not be reliable.

One problem with the market research data provided by a
requiring agency is that it may be incomplete, or obsolete,
especially if several months have elapsed since the market
research was performed and the original data assembled.

For example, if you relied on market data that was six months
or more old, you might be making a serious mistake, because
newer data might differ significantly from the original market
data.

Cross Check the Results.  Cross check the results of your
market research, by comparing the data that you obtain from
the several sources.  Make sure that you are comparing like
with like, not “apples with oranges.”

For example, if you research FIP products with some OEMs,
you will find that the cost of the product may include advice
on installation and set-up, as well as certain warranty services
and return privileges.  On the other hand, if you research the
same product from a telephone warehouse retailer, you may
find that while the acquisition price is lower, there may be no
warranty or installation assistance offered and all sales may be
final, with no return of merchandise.

It is useful to document the results of your market research in a
matrix or table format, so you can compare the prices and
conditions stated by the various potential sources.

(Procedure continued on next page)

Procedure for
Market Research
(continued)



Market Research for Acquisition of FIP Resources

Acquisition of FIP Resources 16–17

16.2  Gathering Information and Judging the Results (continued)

Procedure for
Market Research
(continued)

6
Document Your

Results

The next step, once you have completed market research, is to
document the results.  Remember, you should document
information such as:

• the number and kinds of potential sources or offerors;
such as interagency agreements, IRMS schedule contracts,
or the market.

• any special conditions that may apply (for example, did
the sources indicate that the FIP products(s) may soon be
outdated or soon go out of production?); and

• the likely cost or price of the FIP resources required.

Compare Results With Earlier Data or Earlier
Acquisitions for Similar Requirements.  You should
compare the results of your market research with any such
previous data that may have been provided by the requiring
agency.  You may find a considerable difference, especially if
there has been a change in conditions and costs over time.  For
example, unlike some commodities, the cost of some FIP
resources such as desktop computers has been declining in
recent years.  Use the latest data.

Note:  This information can be used for your J&A to document
previous procurement history in your attempts to foster
competition.

7

Identify the Best
Type of Source

The final step is to identify the best source for meeting the
requirement.  Of course, your decision will depend on the
nature of the acquisition.  You might select the best source
from:

• available excess in other agencies

• interagency agreements (such as for use of computer time
on another agency’s computer)

• IRMS Schedule Contracts operated by GSA

• the market

(continued on next page)
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16.2  Gathering Information and Judging the Results (continued)

You can use the decision table below to help you select the most
appropriate source for meeting a requirement.

If... Then...

The requirement can be met from existing
excess FIP resources in the agency or
another federal agency

This is the least expensive and most
advantageous source

The requirement can be met by purchase
from GSA schedules for FIP resources

This is more advantageous and usually
cheaper than solicitation and negotiated
acquisition on the open market only if
GSA price is less than your market
research indicates.

The requirement CANNOT be met from
existing Government excess stocks NOR
from GSA schedules

Select the open market as the only
remaining alternative and proceed with
development of the solicitation

Once you have completed and documented the results of your market
research, you can use this information for preparation of your analysis of
alternatives.

Procedure for
Market Research
(continued)
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SUMMARY

In this chapter, you learned how to assemble and use
relevant sources of information to gather data for
analyzing the acquisition requirement and, then, to
judge the results of your analysis.  In the next
chapter, you will learn how to gather data concerning
governmental and commercial market trends, and to
predict how downsizing, reduction in force and
rightsizing may affect the acquisition process.
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CHAPTER 17

CURRENT TRENDS IN ACQUISITION
OF FIP RESOURCES

Chapter Vignette

“I understand the sources for FIP market research,”
Mark said. “I can understand why it is advisable to keep
the sources of FIP market research up-to-date in the
contracting office. I know just from reading the
newspapers that the price of computers, generally, is
coming down. Is that true for other aspects of FIP
resources too?”

“It is true that the price of many desk top computers has
decreased dramatically,” Marcia said. “However, you
will find that not all the price trends are down. For exam-
ple, you might learn that some software, comparatively, is
getting more expensive, as it gets more elaborate. It is
important to learn the factors and trends that affect mar-
ket prices. There are also certain trends in the
Government’s buying practices that you should know.
This is a very dynamic and changing field, so let’s look at
some of the trends.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Gather data relating to current trends for FIP resource
acquisitions.

Individual:

17.1. Explain how changes in market and
technological trends can affect market research,
and thus the acquisition process.

17.2. Predict how downsizing, reduction in force
(RIF), and rightsizing may affect any or all of
the following situations:

• Government trends:

– Technological product changes and
forecasts

– The user’s level of technical knowledge

– Problems and issues based on contract
history

• Commercial trends:

– Trends in market prices

– Factors that affect market prices

– Trends in buying/selling practices

– Commercial/Government discount
practices

– Commercial and Government warranty
practices

– Other terms/conditions for commercial/
Government acquisitions
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Chapter Overview

As you research FIP resources, you will find that there are several trends
occurring in FIP resource acquisitions.  These trends are occurring in the
FIP resources market and in the wider area of FIP resources technology
and they can greatly influence your actions and decisions in market
research for FIP resource acquisitions.

Although it is nearly impossible to predict the next major breakthrough in
FIP resources technology, it is possible to chart the trends and to obtain a
consensus among most experts on the most likely direction of these trends
over the next several years.  Some of the more important trends are
discussed in this chapter.

This chapter includes the following topics:

Scope

Topics Covered in
this Chapter

SECTION TITLE PAGE

17.1 Data Relating to Current Trends for FIP Resource
Acquisitions

17-4

17.2 Technology Trends, Market Research and the
Acquisition Process

17-8

17.3 The Effects of Downsizing, Reductions in Force
and Rightsizing

17-12

17.4 Commercial Trends 17-15

In order to understand the discussion in this chapter, you should have the
following references:

FIRMR 201-24.101
201-20.203

DFAR 210.002

References
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17.1  Data Relating to Current Trends for FIP Resource Acquisitions

As you have already learned, market research is essential in a FIP resource
acquisition, because technology is advancing very rapidly and you must
research what is available in order to identify advantageous alternatives to
a Government requirement.

Consider the following data concerning FIP resources:

• Data processing capability is increasing while the cost of
computing (in both relative and absolute terms) is coming down

• Computers are doubling in power about every four years or less

• It is now theoretically possible to connect any two people in the
world by computer and to exchange information

Technology is also showing trends in continuing miniaturization and
merging electronic technologies into a single piece of equipment.

Probably the most obvious trend is continuing miniaturization.  The size of
computers and critical components, such as storage devices, continues to
shrink as technology advances.  Recall how much of the work that could
only be done on large, room-sized mainframe computers several years ago
can now be done routinely on desktop micro computers and laptops, more
cheaply and with little loss of speed.

This does not mean that large main frames will disappear.  They are
becoming more powerful and faster and will be needed for very large scale
computing tasks, such as weather forecasting, aircraft design, defense and
scientific computations which require enormous computing power.  A new
class of massively parallel supercomputers is developing to fill these
highly specialized requirements.

Meanwhile, entire new classes of smaller computers have been introduced,
such as “laptops,” “notebooks,” “subnotebooks,” and “palmtops.”  These
new computers make it possible to carry out computing tasks away from
the office and the main frames that dominated the previous era of
computing.

(Topic continued on next page)

Trends

Continuing
Miniaturization
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17.1  Data Relating to Current Trends for FIP Resource Acquisitions (continued)

This trend toward increasing miniaturization includes Personal Computer
Memory Card International Association (PCMCIA) standards and the
“Personal Digital Assistant (PDA).”  The PDA is a notebook or laptop
sized computer that will offer the following features:

• easy portability, with very little weight (usually less than several
pounds);

• most common functions and programs available on desk top
computers, including word processing, graphics, data base access,
and spreadsheets;

• handwriting recognition (with automatic conversion to “typed”
fonts);

• voice recognition for at least partial “hands off” operation;

• interface with telecommunications networks through telephone,
fax, and television links; and

• relatively fast and cheap conversion to new or added functions
through the use of “PCMCIA cards” inserted by the user.

The result of this revolution in miniaturization is the ability to “take the
office anywhere,” or conduct business from any location and connect to
any other location.

The introduction of the Personal Digital Assistant (PDA) promises to
provide virtually unlimited freedom to compute and communicate through
text, video, and Fax from any point to any other point in the world and
access virtually any data base through “electronic highways” via modem.

This decrease in computer size has made it possible for non-experts to
perform many of the computer-related functions, such as data base
manipulation, that previously were done only by programmers and data
base managers.  Main frames are increasingly replaced by LANS and
smaller computers.  As this trend continues, thousands of highly skilled
programmers and systems managers are finding there is less demand for
their services and they must retrain.

(continued on next page)

Continuing
Miniaturization
(continued)
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17.1  Data Relating to Current Trends for FIP Resource Acquisitions(continued)

The following shows a generic example of a PDA.

MODEM
CONNECTION

PCMCIA
SLOT

TV CONNECTOR
(CODEC)

EARPHONE/
MICROPHONE
CONNECTOR

AA
AA

AAA
AAA

SPEAKER

TOUCH-SENSITIVE
STYLUS (STORED)

POINTER

LIMITED USE
KEYBOARD

FULL COLOR, TOUCH-SENSITIVE SCREEN 
ACCEPTS HANDWRITING WITH STYLUS

One development that promises to offer the greatest increase in computing
flexibility and miniaturization is the advent of the Personal Computer
Memory Card standards, developed by the Personal Computer Memory
Card International Association (PCMCIA).  The PCMCIA is an
international consortium of more than 300 manufacturers.

The PCMCIA standards will allow a user to plug any manufacturer’s
PCMCIA peripheral, such as a modem or printer, into any notebook
computer, or desktop computer, using a plastic card about 2.1 by 3.4
inches (approximately credit card size), but of varying thicknesses, and a
68-pin conductor.

The PCMCIA cards will allow a user to instantly add capabilities such as
sound, increased hard drive storage, CD/ROM controllers, LAN adapters,
and other capabilities.

New input devices, such as pen computing, scanning and voice
recognition, make it ever easier for even handicapped workers to use these
new smaller computers.

(continued on next page)

Example of PDA

PCMCIA



Current Trends in Acquisition of FIP Resources

Acquisition of FIP Resources 17–7

17.1  Data Relating to Current Trends for FIP Resource Acquisitions (continued)

Another trend concerns the merger of technologies.  Although we think
about computers, television and telephones as separate technologies, many
experts already believe this is obsolete thinking, because the three
technologies are merging into one multimedia technology.  Telecom-
munications experts predict that many office workers will soon make most
telephone calls routinely through the computer, using a mouse, voice
recognition, or other selection device to “dial” numbers.

Merger of
Technologies
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17.2  Technological Trends, Market Research and the Acquisition Process

This section discusses how changes in market and technological trends can
affect your market research, and thus affect the FIP resource acquisition
process.

There is consensus among most experts that certain trends in technology
will continue for the foreseeable future.  These trends in technology, in
turn, will affect the Government’s acquisition process for FIP resources.
The most prominent of these trends are:

1. Preference for Commercial Off-The-Shelf (COTS) items

2. Connectivity and Compatibility (Open systems)

3. Shortening of the development cycle

One major trend in Government acquisition is the preference for
commercial, off-the-shelf (COTS) items.  It is now Government policy,
whenever possible, to acquire those items which are already developed
and commercially available.  This is always cheaper than buying custom-
made or “developmental” items.

At one time, nearly all FIP resources acquired by the Government were
one-of-a-kind or developmental items.  Therefore, the Government had to
pay the high costs of development and testing.  These costs added greatly
to total acquisition costs.

Now, however, the Government prefers to buy nondevelopmental and
COTS items and services to avoid developmental costs whenever possible.
In addition to avoiding developmental costs, the Government is provided:

• open systems architecture, and

• a broader commercial competitive environment

Some types of FIP supplies and services are even mandated.  For example,
FIRMR 201-24.101 explains mandatory-for-use requirements for the FTS
2000 contracts (telecommunications).

(Topic continued on next page)

Introduction

Trends in
Technology

Preference for
COTS Items

 FIRMR 201-24.203
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17.2  Technological Trends, Market Research and the Acquisition Process
(continued)

FIRMR 201-20.203 explains certain “mandatory-for-consideration
programs” and requires agencies to consider and use these programs
(when requirements can be met).

DFAR 210.002 explains the Government’s preference for nondevelop-
mental items for DoD acquisitions.  On occasion some developmental
items may be required, however, COTS items are preferred.

In some cases, it may be necessary to integrate COTS items with a
developmental item in a FIP resources acquisition in order to meet a
special agency requirement.  For example, consider a situation where a
defense agency has a very special security requirement to limit access to a
new computer LAN.  In this case, the acquisition might include a
developmental security software item that would be part of the overall
LAN acquisition.  Meanwhile, the remaining components of the LAN
acquisition (hardware, cabling, servers, computers, printers, scanners, and
some software) could well be COTS items.

If this happens, you must be careful to recognize which components will
be developmental and which can still be acquired as COTS, in order to
hold down costs and foster competition.

A second trend is increasing connectivity.  Only a few years ago, it was
very difficult to get computers from different manufacturers to
communicate and share information.  It is now increasingly easy and will
soon be routine to link computers made by different vendors and even
with different operating systems, to communicate and share text, graphics,
data bases, and video.  Thus, connectivity and compatibility have
increased.  It is now Government policy to acquire “open” hardware
systems that can be easily connected to, and used with, hardware from
other manufacturers.

This connectivity is becoming so pervasive that it is transparent or
seamless to the user.  It may soon make almost no difference which
computer brand the user has purchased, because the connectivity to other
computers is becoming a de facto standard feature.

(continued on next page)

Preference for
COTS Items
(continued)

 FIRMR 201-20.203

 DFAR 210.002

Integration of
COTS with
Developmental
Items

Connectivity and
Compatibility
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17.2 Technological Trends, Market Research and the Acquisition Process
(continued)

One aspect of increased connectivity that is exploding is the increased
access to far-reaching sources of information through electronic bulletin
boards, on-line services and data networks.  For example, the explosive
increase in Internet is expected to continue as the so-called “information
highway” becomes a reality.  Internet is really a “network of networks.”  It
was originally created for the DoD to permit scientists and researchers to
exchange information by computer.  Internet is now open to anyone,
anywhere in the world, with a computer and modem.  Some experts
predict an amazing 17% per month growth of traffic as new users access
Internet.

It is now possible, through a laptop computer, to access enormous varieties
of information on many data bases, from virtually any location through the
telecommunications networks.

(continued on next page)

Access to Far-
Ranging Sources
of Information
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17.2 Technological Trends, Market Research and the Acquisition Process
(continued)

A third trend that may have a great impact on the Government’s statement
of requirements is the shortening of the development cycle for many
commercial product developments, especially in software.

Technology is advancing very rapidly, and the early exploitation of new
technology is now a “life and death” matter to many offerors.  The market
pressures of competition therefore encourage offerors to rush new,
superior products to market as soon as possible, and to improve or upgrade
these products to differentiate them from competitors’ products.

For example, for some application software developers, the goal is now to
produce a new version of software, such as an improved graphics or word
processing program, within three months.

You can see that this is much shorter than the Government’s normal cycle
for development of an acquisition.  The danger here is that the
Government may constantly be running behind in some acquisitions as the
available products exceed written specifications and requirements.

You must remain aware of the shortening of the development cycle as you
conduct market research, so you can advise the requiring agency NOT to
ask for yesterday’s technology.  This is especially true in software.

Shortening the
Development
Cycle
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17.3  The Effects of Downsizing, Reductions in Force and Rightsizing

One of the major effects of the computer revolution has been impact on
the labor force.  At various stages, the computer has eliminated some jobs,
changed others, and opened up new jobs that did not exist before.

The elimination of job positions is often referred to as “downsizing,”
“reductions in force (RIF),” or “rightsizing.”  These reductions in
personnel strength in the private and public sectors can be caused by
market pressures, such as competition, reduced budgets or changes in
requirements, but also by huge gains in productivity made possible by
computers.

For example, personal computers have made it possible to eliminate tens
of thousands of typists in offices as technical and management personnel
learned to use computers for word processing.

Tens of thousands of graphic artists and draftsmen have also seen jobs
eliminated and changed with the advent of computer graphics and desk top
publishing.

The substitution of main frame computers by LANs, client server
networks, and stand alone microcomputers has eliminated thousands of
programmer and computer specialist positions.  This has had the side
effect of also eliminating much FIP resource expertise in many offices, at
a time when the changes are remarkable.  Fortunately, the overall level of
knowledge about many FIP resources is rising, as newer workers, familiar
with computers, enter the Government work place.

All these changes have had an effect on both the Government and the
commercial sector.

One result of all the changes in the market place and technology trends is
the impact on the Government’s market research and the acquisition
process.  The effects of downsizing, RIF and rightsizing concern
Government market research and acquisition in three areas:

• Technological product changes and forecasts;

• The user’s level of technical knowledge; and

• Problems and issues based on contract history.

(continued on next page)
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17.3  The Effects of Downsizing, Reductions in Force and Rightsizing (continued)

As mentioned earlier, the rate of technological change is enormous.  New
hardware and software products appear so quickly that it is difficult even
for experts to stay abreast of all the changes.  Because it is so difficult to
keep up with the available new technology, and forecasts of arriving
technology, it is now more important than ever that market research be
thorough and up-to-date.

In fact, if you are a contract specialist who does frequent FIP resource
acquisition, market research must now be an almost constant activity
because technology is advancing so rapidly.

One result of all these changes is the absolute necessity for the using
agency to accurately describe its needs in a timely manner, using good
performance standards, to allow for an advantageous acquisition.

However, you cannot begin the market research without a clear
understanding of the using agency’s requirements.  In those cases where
the using agency CANNOT clearly specify its requirements, you may have
to assist the agency to refine requirements until they can be used in the
acquisition process.

(For a more detailed discussion of market research, see Chapter 16,
“Market Research for Acquisition of FIP Resources.”)

One way you may be able to help a using agency is to assist it in
understanding what FIP resources are available as Commercial , Off the
Shelf (COTS) products.  A great majority of the FIP resources that most
agencies require may already be available commercially, but a requiring
agency may not be fully aware of what is commercially available.

If this is the case, the agency may OVERSPECIFY the requirements,
causing the Government to acquire FIP resources that are one-of-a-kind, or
too expensive, or require unnecessary development at Government cost.

You will find that the user’s level of technical knowledge may vary
greatly.  Some agencies will have numbers of personnel who are very
conversant with all aspects of FIP resources.  However, some smaller
offices and agencies may not have such personnel available and you
should determine if the agency needs assistance to develop the
requirements, the specifications and the Acquisition Plan.

(Topic continued on next page)
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17.3  The Effects of Downsizing, Reductions in Force and Rightsizing (continued)

Reductions in Force may also affect an agency by drastically reducing the
user’s level of technical knowledge in a given office or agency.  In most
cases, the responsible program office will have sufficient expertise to
generate an acquisition plan.

In some cases, you might be able to suggest a point of contact in another
office or agency who can provide assistance to fill in gaps in the user’s
technical knowledge.

The requiring agency may clearly explain the lack of a particular technical
knowledge, but you should ask to determine if assistance is needed.

Although it is the primary responsibility of the requiring agency to provide
a thorough and timely Acquisition Plan, the persons who prepare the
Acquisition Plan need to know about any problems and issues based on
contract history.

You may be in a position to assist a requiring agency by informing them
of any problems or issues that have arisen in the contract history of similar
or related acquisitions.  Often, the technical personnel will NOT have
knowledge of any such problem areas, and may be about to repeat
mistakes made earlier by the same or another agency.

Therefore, if you have knowledge of a similar or related acquisition that
experienced problems, you should make this information from your
contract history files known to the requiring agency.

Examples of such information might include:

• Problems defining a stated requirement;

• Problems with a certain specification;

• Overlooking a requirement, such as maintenance or service.

User’s Level of
Technical
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17.4  Commercial Trends

Commercial trends also have an impact on the acquisition of FIP
resources.  These commercial trends which affect market research and
acquisition are:

• Trends in Market Prices.

• Factors That Affect Market Prices.

• Trends in Buying/Selling Practices.

• Commercial/Government Discount Practices.

• Commercial and Government Warranty Practices.

• Other Terms/Conditions for Commercial/Government
Acquisitions.

It is never certain that market price trends will continue, but the
established trends in market prices at present are:

• Hardware market prices are declining.  The relative long term
trend for most hardware items, such as computers, printers and
other peripherals is downward.  This is direct result of the intense
competition in the commercial market.

This is especially true in the field of microcomputers, where there
are many manufacturers assembling computers which are very
similar in cost and performance.  The common desktop
microcomputer has therefore become a mass commodity, with
many offerors, and downward price pressure.

Note that this is not necessarily true of certain special hardware,
such as niche, one-of-kind items where a sole producer can still
charge premium prices.  An example might be a highly specialized
computer used for sophisticated diagnostics of jet engines.

• Application software market prices are more variable.  Unlike
hardware, the prices for widely used application software, such as
word processing, is rising.  That is because application software
has a very short life cycle before obsolescence.  The software
developer/manufacturer must maximize profits in a very short
time, such as 18 months, before a newer, superior version comes
on the market.  The Government is more frequently buying
upgrades or enhancements for already installed application
software.

(Topic continued on next page)
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17.4  Commercial Trends (continued)

• Telecommunications market prices are subject to special
discounts, based on volume.  Most of the Federal Government’s
use of commercially available telecommunications resources is
governed by the use of long term contracts, such as FTS2000.
However, individual agencies may occasionally require special
telecommunications services.

There are several factors that affect market prices.  These include the level
of competition, the size of the order, and any special conditions, such as
overall demand, threat of obsolescence and complexity or customization.

The level of competition affects market prices because when there are
many providers (high competition), the pressure on prices will be
downward.  Conversely, if there are only a few providers, or only one
provider (monopoly), the pressure on prices will be upward.

For this reason, it is always preferable for you to maximize competition in
a FIP acquisition.

The size of the order can also have an effect on prices.  For example, as
the largest buyer of FIP resources in the world, the Federal Government
can and does demand special price consideration for large buys.

Even if there are many offerors and true competition, an offeror may be
eager to land a large Government order and become the largest provider.
This may enable it to greatly increase economies of scale and lower prices
in the remaining commercial market, eventually driving out competition.

For this reason, it is often possible to obtain favorable terms by making an
order as large as possible.  You can do this by consolidating several
smaller orders from one or more agencies into a large order and then
negotiate a best price.

However, you MUST consider whether a very large acquisition will have
the effect of eliminating competition.

(continued on next page)
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17.4  Commercial Trends (continued)

Of course, there are other factors that also affect market prices for FIP
resources as they do for any other commodity.  These other factors include
the cost of money and materials prices.

• Cost of Money—the cost of money affects purchase prices and
payment terms.  In periods of relatively low inflation, credit terms
are low, credit is easy and payment in lease/purchase agreements is
relatively cheaper.

In periods of higher inflation, the cost of borrowing money goes up
for everyone, including computer manufacturers.  They, in turn
raise prices to buyers.

• Prices of Materials—including raw materials and manufactured
components (computer “chips”) also affect market prices.  When
new computer chips (microprocessors) are first introduced, they
are sold at a premium to maximize profit.  Soon, as rivals are
developed and marketed, they fall in price.  Since they are an
expensive component in computers, the price of computers then
falls also.

Overall demand is also a price factor.  When overall demand is very high,
producers raise prices, even when there was previously competition,
because each producer now thinks it can sell all the items it produces.  On
the other hand, falling demand usually leads to falling prices, as producers
seek to reduce inventory and storage costs.  The threat of obsolescence
also leads to falling prices, because the manufacturer wants to sell off all
items before they become worthless.

You can take advantage of this situation by timing the acquisition so that
you do not have to pay a higher price or premium when an item is first
introduced and the price is highest.  If you can delay an acquisition, it is
sometimes possible to obtain a lower price when the peak introductory
price for a new item has been reduced, as the competition begins to catch
up.

(continued on next page)
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17.4  Commercial Trends (continued)

Another factor that affects price is the degree of customization and
complexity demanded by the customer.  Generally, the greater the level of
complexity or customization demanded by the customer, the greater the
price.  That is because the contractor or manufacturer must then provide
more labor and time in customizing the order to satisfy the customer.

You must be aware of this and insist that any requirements for
customization be fully justified.  For example, if a requiring activity
cannot use commercially available software without modification, you
should explain that customization will require additional costs for
programming.

Another factor that you must be aware of is the trends in commercial
buying/selling practices.  As a result of certain conditions in the market
place such as competition and early obsolescence, manufacturers, and
other contractors adopt pricing strategies to remain competitive, reduce
risk and maximize prices.

These strategies have led to the following trends in buying and selling
practices:

• “Bundling” of Hardware and Software

• Leasing of Software

• Expandability and Upgrades

• Decreasing Dependence on the Original Manufacturer

Bundling is when a vendor offers a hardware system which comes fully
loaded with software.  Or, the vendor may offer computer hardware
bundled with a maintenance program, special leases or other services.

Bundling is an effective sales tool because it makes it possible to acquire
additional software or services as part of a “package” at lower cost than if
the components of the package were acquired separately.

However, bundling is often NOT in the Government’s interests because
the fully loaded software, maintenance, leases or other features offered by
the vendor may not be what the users need, or may duplicate what is
already available from other sources or existing contracts.  For example, if
the Government already has a software package in use that meets all
requirements, there is no need to acquire additional bundled software,
even at reduced cost, just because it is part of the vendor’s offer.

(continued on next page)
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17.4  Commercial Trends (continued)

Unlike the offerors of hardware, software developers prefer to lease,
rather than sell, their application software products.

The reasoning behind this practice is that there are two major problems in
the vending of software.

• Piracy.  The first major problem in commercial software vending
is piracy. Popular application software is copied and used illegally
on a massive scale throughout the world, in spite of the best efforts
of the Software Publishers Association to collect damages and
prevent the practice.

Software developers are concerned that if they sold rather than
licensed their application software products they would have even
less control over piracy.

• Early obsolescence.  The life-cycle for software is shorter than for
hardware or telecommunications services.  The software developer
must maximize profits as quickly as possible, usually within a 12-
18 month period, before a competitor offers the best features of
his/her application software.

By leasing (right of use), rather than selling, the software
developer retains some legal protection against copying the
desirable features of the application software package.

You should therefore be aware that the market research is especially
important for commercial software acquisitions.  (See Chapter 12 for more
information on commercial software.)

One buying and selling practice that is on the increase is the offer of
expandability and upgrades.  Since technology is advancing so quickly,
many buyers are reluctant to buy the latest and most expensive
technology, because they fear it will soon be obsolescent.

In order to overcome this buyer resistance, vendors increasingly offer
expandability and upgrades at a discount.  Under this strategy, the vendor
will provide new capability and performance upgrades, such as increased
memory storage or improved software, over a specified period, such as 48
months.

(Topic continued on next page)
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17.4  Commercial Trends (continued)

The buyer receives assurance that the equipment or software will be
periodically updated at lower cost, extending the system’s life.  The seller
attempts to capture the buyer’s business for a longer period, reducing the
risk that the buyer will buy a new product from a competitor.

From the Government’s point of view, it may or may not be desirable to
enter into such a contractual agreement.  It will depend on your judgment,
and the terms, conditions and requirements at the time.

One trend that is strongly encouraged in Government acquisitions of FIP
resources is decreasing the dependence on the original equipment
manufacturer (OEM).  In the earlier days of computing, the Government
was dependent on all types of services, such as training and maintenance,
from the OEM, because there was really no other qualified source.

As a result of this near monopoly, the OEMs were able to charge premium
prices for such services as system operation, maintenance and training.
Fortunately, there are now more offerors who can provide many of these
services, often at prices lower than the OEMs.

You are therefore encouraged by the Government to consider the use of
other sources than the OEM for all types of supplies and services, as long
as this does not violate any terms, conditions or warranties of existing
contracts with the OEMs.

Another commercial trend that you should be aware of concerns
commercial and Government discount practices.  All large buyers of
commodities normally demand special discounts, based on the size and
volume of their purchases.  Generally, the larger the order, the greater the
discount that the buyer can demand.

(Topic continued on next page)
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17.4  Commercial Trends (continued)

The federal government routinely insists on special discounts for
purchases and encourages agencies to consolidate their requirement, as
appropriate, in order to obtain the best available discount rates based on
volume.  Unlike commercial buyers, the Federal Government can also
insist on the very best price offered to any buyer.

However, you should be aware that some vendors, especially software
companies, refuse to provide the detailed pricing data required by the
GSA and have kept their products off the GSA schedules.

Another commercial trend you should be aware of concerns commercial
and Government warranty practices.  Vendors typically offer warranties
which promise compliance with certain design and performance
specifications and promise to repair or replace the purchased item as long
as certain conditions have been met by the buyer.

The trend has been for the Government to buy off-the-shelf commercially
available FIP resources, including available warranties.

Definition of a Warranty.  A commercial warranty is a written guarantee
of the integrity of a product and of the maker’s responsibility for the repair
or replacement of defective parts (in the case of hardware)or the entire
product (such as an application software package).

Warranty Costs.  The costs of honoring warranty demands have been
carefully calculated by the seller and are part of its price.  For example a
manufacturer knows how often a certain part can be expected to fail,
during the life-cycle of a product, so the manufacturer calculates the
probable cost of replacing that part and includes it in the price quoted to
the buyer.

(Topic continued on next page)
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17.4  Commercial Trends (continued)

Typically, the seller attaches a time limit, such as one year from registered
date of purchase, to accept claims against the warranty.  Any claims made
after the registered expiration date will not be honored.

In return, the buyer is required to use the product only in the manner in
which it was intended.  If not, the warranty is normally void.

If you are a contracting officer for a FIP acquisition, it is your
responsibility to determine the most advantageous warranty terms possible
for the Government, and later to ensure the Government complies with the
terms of the warranty during the contract administration phase.  For
example, you would not want a commercial warranty that is too restrictive
for the Government’s purposes and needs.

During the market research, you should also research the relative
advantages and disadvantages of different offerors’ warranties.  You will
probably find that most warranties tend to be similar, but occasionally, you
may find an offeror has a high degree of confidence and offers very
favorable conditions, or that you may be able to negotiate more favorable
terms and conditions.

For example, based on the large volume of the Government acquisition,
you may be able to negotiate:

• A warranty period longer than the seller normally provides to other
commercial customers; or

• Warranty coverage for parts which are NOT normally covered by
warranty; or

• A price reduction, if the Government decides NOT to take the
standard warranty offer.

(continued on next page)

Commercial/
Government
Warranty
Practices
(continued)

Contracting
Officer’s
Warranty
Responsibilities



Current Trends in Acquisition of FIP Resources

Acquisition of FIP Resources 17–23

17.4  Commercial Trends (continued)

The list of current suppliers for FIP resources now includes a large number
of OEMs, dealers and third party vendors who also sell to the general
public.  Many vendors supply popular products on GSA nonmandatory
FIP schedules.  Examples include IBM, COMPAQ, Apple, Microsoft,
BORLAND and other well-known makers.  Many vendors establish a
federal marketing division to concentrate on sales to federal agencies, or
on a special niche, such as defense applications.

Many of these vendors offer FIP equipment that is basically comparable in
overall performance.  However, you should always be cautious about
software.  Avoid getting committed to proprietary software and
noncompetitive software agreements.

Also, you should check potential suppliers for:

• Past performance, including reliability

• Market shares and special niches (Some vendors may provide only
one highly-specialized product or service)

• Corporate market strategies (such as trying to steer buyers into
using only their software)

• Patent and data rights

• Distribution and support capabilities

You should also be aware that there may also be other terms and
conditions which might apply to a FIP resource acquisition .  A FIP
resource acquisition can be very difficult and complex, for both the
offerors and the Government.  As a result, there has been great demand
from Government agencies for some process to “streamline” FIP resource
acquisitions.  The intent of streamlining is to simplify an acquisition while
still including any special terms and conditions that the Government
requires.

(continued on next page)
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17.4  Commercial Trends (continued)

In response to demands for streamlining, the National Institute of
Standards and Technology (NIST) has created guidelines which can be
used by the requiring agency to simplify and streamline the FIP resource
acquisition.

For example, if interoperability and portability are concerns, NIST has
established a model request for Open Systems Environments (OSE).  This
model request provides sample terms and conditions that may be useful in
developing a solicitation when there is concern about OSE.

The NIST may also be able to provide information and assistance on other
desirable terms and conditions which a requiring agency may require for
an acquisition.

Finally, you should be aware that there is increased use of the “best value”
approach to source selection in FIP resource acquisitions.  Because FIP
resources can be very expensive and because you are required to consider
total life cycle costs, it is usually more advantageous to adopt a “best
value” acquisition strategy.  You will recall that FAR Part 15 and FIRMR
201-39.15 provide policies and procedures for the best value approach to
source selection.  In addition, the GSA has published guidelines
explaining the greatest value approach.  Briefly, it uses a trade-off between
cost and technical factors to select the most advantageous offer, rather than
relying on lowest price alone.  The best value approach, for FIP resource
acquisition is not mandatory, but is recommended by GSA.  (Note:  for
discussion of the best value approach, see Chapter 38, “Source
Selection.”)

Streamlining

Increased Use of
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 FIRMR 201-39.15
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SUMMARY

In this chapter, you learned how to gather data
concerning governmental and commercial market
trends, and to predict how downsizing, reduction in
force and rightsizing may affect the acquisition
process.  In the next chapter, you will learn to
distinguish between “outdated” and “obsolescence.”
You will learn to use available sources of
information to determine if an item is, or will soon
be, obsolete, and how to use the acquisition process
to prevent FIP resource obsolescence.



Acquisition of FIP Resources 18–1

CHAPTER 18

OBSOLESCENCE IN THE MARKET PLACE

Chapter Vignette

“One of the things that would concern me about FIP
acquisitions is the fear that whatever I buy today will be
obsolete tomorrow,” said Mark.

“Well, you should be concerned,” said Marcia.  “The fact
is that technology is advancing very rapidly in this area.
If the Government is not careful, it can easily buy
obsolete or obsolescent technology.  On the other hand, if
the Government tries to obtain the latest, cutting edge
technology, it may end up paying a lot of money unwisely
for development costs.  The trick is to acquire FIP
technology that is current and will remain useful for a
long time, without paying too much.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Demonstrate the effect of obsolescence in the market
place and in the acquisition process.

Individual:

18.1 Demonstrate the effect of obsolescence in the
market place and in the acquisition process.

18.2 Define “outdated” and “obsolescence” in
accordance with FIRMR Parts 4 and 20.

18.3 Explain the terms “outdated” and
“obsolescence” based on commercial practice.

18.4 Use sources available to assist in the
determination as to whether a requirement is for
an item that currently is, or will soon be,
obsolete.

18.5 Generalize how the acquisition process can be
used to prevent FIP resource obsolescence.
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Chapter Overview

FIP resource acquisitions are especially affected by obsolescence in the
market place and by changes in technology.  In fact, computers,
information processing and telecommunications are among the most
rapidly changing technologies you will encounter in procurement.

Right at the start of any FIP resource acquisition process, you must be
aware of the effects of obsolescence.  For some types of complex FIP
resources acquisitions, the acquisition process may take many months,
enough time for the required items to become obsolete, if you are not
careful.  Fortunately, there are some actions you can take to minimize the
effects of obsolescence in such an acquisition.

This chapter includes the following topics:

Introduction

Topics Covered in
this Chapter

SECTION TITLE PAGE

18.1 The Effect of Obsolescence in the Market Place and
in the Acquisition Process

18-4

18.2 “Outdated” versus “Obsolescence” 18-5

18.3 “Outdated” and “Obsolescence” Based on
Commercial Practice

18-9

18.4 Using Sources Available to Determine Whether a
Requirement Is for an Item That Is, or Will Soon
Be, Obsolete

18-10

18.5 How the Acquisition Process Can Be Used to
Prevent FIP Resource Obsolescence

18-13

In order to understand and carry out the procedures explained in this
chapter, you should have access to the following references:

• FIRMR, especially Part 201-4.001, 201-203.5, 201-22.3, and
201-39.602

• FIRMR Bulletin C-2, Disposition and Reuse of Federal
Information Processing Equipment

• FIRMR Bulletin C-27, Reuse of Outdated Federal Information
Processing (FIP) Equipment

• FIRMR Bulletin C-29, Acquisition of Used Computer Equipment
by the Federal Government

• Commercial computer magazines and newspapers.

References
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18.1 The Effect of Obsolescence in the Market Place and in the Acquisition
Process

This section discusses the effect of obsolescence in the market place.
There is intense technological competition in the commercial production
and in the marketing of FIP resources.

One result is that there is a constant danger of early obsolescence.  If you
are not careful during market research and acquisition, it is easy to acquire
some outdated or obsolete technology which may not have a long or useful
life cycle.

For example, FIRMR 201-20.203-5 warns that, “as part of the analysis of
alternatives, agencies shall determine strategies for maintaining up-to-date
FIP resources and avoiding outdated FIP resources over the system life.”

Introduction

 FIRMR 201-20.203-5
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18.2  “Outdated” Versus “Obsolescence”

Quite often, people tend to use the terms “outdated” and “obsolete” or
“obsolescence” as if these terms mean exactly the same thing.  That is not
the case.  FIRMR Parts 4 and 20 provide very specific definitions of these
terms.  You should be aware of these and the difference between them.
The FIRMR says that:

• Outdated FIP equipment “means any FIP equipment over eight
years old, based on the initial commercial installation date of  that
model of equipment, and that is no longer in current production.”

• Obsolescence “means the state of FIP hardware or software that is
either in a degenerative condition which, if not corrected, will
render the resource useless, or becoming technologically outmoded
compared to other hardware or software being sold.”

Examples.  For example, a nine year old computer, installed and still
functioning in a Federal agency, but out of production, is outdated,
although it may still be used every day and require no substitution.

On the other hand the first commercial version of a three year old
computer software that is no longer made and is not compatible with later
versions and has none of their upgraded features is obsolete.

It is important to understand that, just because an item of FIP equipment is
outdated, does NOT mean that it is useless, or must be immediately
replaced.  There may be years of useful life remaining.  Technological
change is now so rapid that many items become outdated earlier than in
previous years.

For example, many employees in both the Government and private sectors
have very useful but outdated microcomputers.  FIRMR 201-21.202(b)
requires that agencies identify FIP resources that are out-dated or no
longer needed.

Even if a Federal agency finds that an item of FIP equipment may be
outdated for its purposes, that item may still be useful to other Federal
agencies or activities.  However, just because an item is outdated, does not
mean that it is automatically excess to the agency.  In fact, FIRMR
Bulletin C-2, paragraph 7.b. specifies that outdated equipment is not to be
reported to GSA as excess, regardless of original acquisition cost (OAC).

(continued on next page)
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18.2  “Outdated” Versus “Obsolescence” (continued)

Also, do not confuse “used” FIP equipment with outdated or obsolete FIP
equipment.  FIRMR Bulletin C-29, “Acquisition of Used Computer
Equipment, by the Federal Government” discusses used equipment.
“Used” equipment is  defined there as “equipment that has been
previously installed, including reconditioned, refurbished or
remanufactured equipment.”

Note that used FIP equipment is NOT necessarily outdated or obsolete FIP
equipment.

In those cases where an agency knowingly requires outdated or obsolete
FIP equipment, the agency should first attempt to obtain such equipment
through the GSA Excess FIP Equipment Program, rather than attempt
acquisition from commercial sources.  However, justification for outdated
equipment shall not be used to perpetuate any contract for outdated FIP
equipment, or for FIP equipment to be used with FIP software that
requires general redesign to satisfy mission needs (FIRMR 201-39.602-1).
The agency’s DSO may request an exception, if it is in the Government’s
best interest.

FIRMR Bulletin C-2, Disposition and Reuse of Federal Information
Processing Equipment, provides further details.
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18.2  “Outdated” Versus “Obsolescence” (continued)

Briefly, C-27 explains 7 guidelines for determining whether a FIP
equipment item is obsolete.  These guidelines are summarized below.

You may consider a FIP equipment item to be obsolete IF:

1. The maintenance services or replacement parts for
maintaining standard performance of the computer or
telecommunications equipment are no longer commercially
available from traditional sources, including the original
equipment manufacturer (OEM);or

2. The operating system of the FIP equipment is no longer
supported by the OEM; or

3. Records indicate a degradation in the reliability of the
equipment and show adverse effects on the supported
mission; or

4. An increasingly higher portion of the overall operating
costs is being applied towards the maintenance of the FIP
equipment; or

5. The energy consumption, including necessary environment
control, is relatively high; or

6. The FIP equipment is not compatible with recent and more
cost-effective software enhancements such as automatic
documentation, data dictionaries, coding optimizers, and
extensive software libraries.

7 The FIP equipment is not compatible with recent more cost-
effective hardware enhancements and newer technology
such as newer model storage units, tape drives, and
controllers

If one or more of the above factors applies to outdated FIP equipment, an
obsolescence review should be performed to determine cost savings if new
technology is acquired.

Determining
Obsolescence

 FIRMR 201-20.203
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18.2  “Outdated” Versus “Obsolescence” (continued)

Of course, you should NOT wait until FIP resources are obsolete before
making plans for upgrades and replacements.  In fact, FIRMR Subpart
201-22.3 prescribes policies for reviewing installed FIP resources for
obsolescence.  This requires technical personnel to perform an
“obsolescence review.”

An obsolescence review is an analysis to determine whether you will
obtain system life cost savings by acquiring newer technology resources,
relative to continued operation of existing outdated resources.  Whenever
the obsolescence review leads to a conclusion that the cost of continuing
operation of existing resources is greater than the cost of acquiring and
operating technologically newer resources, the agency should replace the
existing outdated resource.

For example, suppose an agency is operating a seven-year old mainframe
computer system.  This old system begins to break down more frequently
and requires frequent and expensive maintenance.  A newer system
appears to be much faster, relatively cheap to acquire and operate and will
need only half the staff to perform twice the work.  In this case, an
obsolescence review might show that the total cost of continuing operation
on the older, installed system would be greater than the system life cost of
acquiring a new system.  The results of the obsolescence review might be
used to support a requirement for acquisition of a new system.

FIRMR Bulletin C-27, Reuse of Outdated Federal Information Processing
(FIP) Equipment, provides a listing of outdated FIP equipment and
guidelines for determining whether FIP equipment is obsolescent.

In reviewing the above guidelines, you can see that it is important to keep
complete documentation on the costs and difficulties of operating and
maintaining an older system that you wish to determine is obsolete.

For example, the maintenance costs and any correspondence on
nonavailability of replacement parts would be useful documentation.

Obsolescence
Review
 FIRMR 201-22.3

FIRMR Bulletin
C-27

Importance of
Complete
Documentation
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18.3  “Outdated” Versus “Obsolescence” Based on Commercial  Practice

In commercial practice, there are many outdated FIP equipment items
which are still available for resale.  Many of these items are bought,
refurbished and resold by third party vendors at greatly reduced prices.

Remember that an item of FIP equipment becomes outdated in eight
years after the date of initial installation.  That is several generations of
computer hardware or software.

The advantage of acquiring outdated FIP equipment is relatively lower
cost,  because OEMs will normally drop the price of outdated equipment
as soon as it goes out of production, in order to dispose of inventory.

However, the great disadvantage of acquiring outdated FIP equipment is
that because the equipment is out of production, the OEM will no longer
provide FIP support and maintenance and replacement parts may become
hard to find.

For this reason, you will usually acquire such outdated FIP resources for
the Government only as replacements to meet compatibility standards for
on-hand FIP equipment already in an agency.  This is usually an
exception.

For example, if an organization required a certain type of “touch screen”
computer monitors as special replacements for use in a training classroom,
it might be necessary to acquire these even though they are out of
production.

Obsolescence is not as serious a problem in commercial practice, because
of intense competition and new technology.   In most cases, OEMs and
vendors are under intense pressure to offer the latest technology and
constant upgrades at competitive prices in order to stay in business.

However, it is still possible to acquire obsolete FIP hardware or software
unless you conduct careful market research.  As with outdated FIP
equipment, manufacturers and vendors will often reduce prices drastically
on FIP equipment as soon as it goes out of production, in order to clear
inventory, before demand for that item disappears.  This is often the case if
the FIP equipment on sale is not compatible with the next generation to be
offered.

For that reason, you must be careful NOT to acquire FIP equipment just
because it is attractively low priced, unless minimum requirements are
met, including compatibility and future upgrade requirements.

Outdated Items In
Commercial
Practice

Obsolescence in
Commercial
Practice
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18.4 Using Sources Available to Determine Whether a Requirement Is for an
Item That Is, or Will Soon Be, Obsolete

One of the things you must be alert for in a FIP resources acquisition is a
stated requirement for an item that is, or will soon be, obsolete.

Sometimes, a requiring activity will state a request for an item which is
already, or will soon be obsolete.  This request may be either intentional or
unintentional.  In either case, you must make certain that the requiring
activity understands that this is the case, and what the consequences of that
request will be.

That also means that you must be able to use available resources,
including the guidelines in FIRMR Bulletin C-27, to determine whether a
requested FIP resource item is already, or will soon be, obsolete.

Example.  For example, a requiring activity may sometimes request an
item of software that has been superseded by a later release.  This may
happen quite frequently, either because the requiring activity did not
thoroughly research the requirement and does not know the software is
obsolete, or may know the software is obsolete, but considers it sufficient
for their purposes.  This may happen with software used for special
activities, such as special data bases, design software and accounting.

However, according to the guidelines in FIRMR Bulletin C-27, the agency
may be requesting an outdated or obsolete item of FIP equipment.  Check
the requirement against the guidelines if you are in doubt.

Another way that you can determine whether a requirement includes an
item that is obsolete (or soon will be) is to estimate the remaining years
before it becomes outdated or technologically outmoded.  As you have
seen the Government estimates that an item of FIP equipment will become
outdated in eight years.  In fact, FIRMR 201-22.3 prescribes policies for
reviewing installed FIP resources for obsolescence.  It requires agencies to
replace outdated FIP resources that are no longer the most advantageous
alternative for meeting requirements.

Therefore, if you receive a requirement for a FIP product (hardware or
software) and your market research shows that it has not been changed for
six years, you could reasonably conclude that it will be “outdated” and
technologically outmoded in no more than two years.

Unless the vendor offers an attractive modernization program, you can see
that it would probably NOT be favorable to acquire such equipment.

(continued on next page)

Requests for
Obsolete Items

Estimate
Remaining Years
 FIRMR 201-22.3
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18.4 Using Sources Available to Determine Whether a Requirement Is for an
Item That Is, or Will Soon Be, Obsolete (continued)

There are many sources available to help you determine whether a
requirement is for an item that is, or will soon become, obsolete.  These
sources include all those sources that you would normally use in doing
market research.  Some especially useful sources may include:

• FIRMR Bulletin C-27, Disposition and Reuse of Outdated Federal
Information Processing Equipment;

• OEM press releases;

• User groups; and

• Commercial magazines and newspapers.

FIRMR Bulletin C-27 contains guidelines to help you determine if an item
is obsolete.  In fact, this should usually be the first source that you check.

You should also be alert for press releases and announcements by the
OEM.  Manufacturers often make early announcements about new releases
and discontinuations, in order to impress their stockholders.  These press
releases are often carried in major newspapers, such as the Wall Street
Journal and major city dailies.

During your research, also look for signs that the OEM will soon
discontinue production of the computer or other FIP resources to be
acquired.  One signal may be a very sharp price reduction to clear out
inventory before the item becomes outdated or obsolete, or just before a
superior rival product arrives on the market.

Reminder:  GSA nonmandatory FIP schedules include information
concerning items which are no longer supported by the OEM or out of
production.

(continued on next page)

Sources Available

FIRMR Bulletin
C-27

OEM Press
Releases

Discontinuations
and Reductions
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18.4 Using Sources Available to Determine Whether a Requirement Is for an
Item That Is, or Will Soon Be, Obsolete (continued)

Members of user groups often are keenly aware of developments in the
FIP resources field, especially in the areas of common applications
software, desk top computers and laptops.  Depending on the FIP resource
item you are acquiring, you may be able to obtain valuable information
about pending obsolescence.  There are often members of such user
groups in many agency offices and they are listed in many newspapers and
telephone directories.

Those commercial magazines which specialize in computing are often an
excellent source about items that will become obsolescent.  In fact, these
magazines are often the first to report that an item will be discontinued or
offered at a discount.  Most of these magazines feature a column about
developments in the computing field and often announce a discontinuation
many months before it occurs.

User Groups

Commercial
Magazines
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18.5 How the Acquisition Process Can Be Used to Prevent FIP Resource
Obsolescence

It is impossible to completely prevent the effects of obsolescence in a FIP
resources acquisition.  Technology is advancing so rapidly that
obsolescence will eventually occur.  However, it is your obligation to
protect the Government by using the acquisition process to delay
obsolescence.

You can do this by using certain features of the FIP acquisition process.
These include:

• avoiding acquisition of FIP resources that will soon become
outdated or obsolete;

• upgrading specifications;

• requiring a risk analysis plan in the proposal;

• incorporation by inclusion of offeror proposal language;

• use of a technology insertion  clause; and

• use of a “best value” acquisition strategy

The first way that you can protect the Government against obsolescence is
to avoid acquiring FIP resources that you know will soon be obsolete or
outdated.  For example, during your market research, you may learn from
commercial sources, such as computer magazines, that a certain FIP
equipment item will soon go out of production.

If that is the case, you should recommend that the requiring agency
consider upgrading the design or performance specifications, rather than
buying items that will soon become outdated or obsolete.

Of course, if the acquisition is a special case, and the requiring agency is
fully aware the item(s) will become obsolescent, it may be acceptable to
continue with the acquisition.

(continued on next page)
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18.5 How the Acquisition Process Can Be Used to Prevent FIP Resource
Obsolescence (continued)

A second way you can protect against obsolescence is to upgrade
specifications.  FIP resources technology improves very rapidly.  For this
reason, you must be sure that the specifications used for a FIP resources
requirement are NOT themselves outdated.  Using old or outdated
specifications will lead to acquisition of outdated or obsolete FIP
resources.  As FIP resources rapidly improve, the Government’s
performance specifications must also be reviewed and upgraded to keep
pace and insure that the latest technology is demanded and acquired.

Therefore, be sure that the FIP resource specifications for FIP resources
are themselves not outdated, or merely copied from an old acquisition.

For example, if a requiring agency merely copied five year old
performance specifications for a microcomputer, those performance
specifications might be very inferior to those which are commonly
available on the commercial market today.

If you have reason to believe that the performance specifications in a
proposed requirement may lead to acquisition of obsolete or outdated FIP
resources, you should ask that technical experts review the specifications
to determine if they should be upgraded or replaced.

For a more detailed discussion on analysis of specifications, see Chapter
32, “Analyze Specifications for FIP Resource Acquisitions.”

A third way that you can use the acquisition process to prevent FIP
resource obsolescence is to require offerors to submit a risk analysis plan
as part of their proposals.  If you are not sure what the risk of obsolescence
is, you can require offerors to submit a “risk analysis plan” which
addresses the risks of obsolescence (along with any other risks you may
wish analyzed).

Then, when the offerors submit proposals, they must address possible risks
of obsolescence and proposed solutions, such as technology insertion or
other alternatives.  The risk analysis plan thus becomes one of the factors
that you must consider in the source selection process as part of the
acquisition process.

(Topic continued on next page)

Upgrading
Specifications

Requiring a Risk
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18.5 How the Acquisition Process Can Be Used to Prevent FIP Resource
Obsolescence (continued)

This strategy may be very useful if you plan to acquire a FIP resource with
a long projected life cycle, or high risk of early obsolescence.

Remember, if you require a risk analysis plan as one of the requirements
in the offerors’ technical proposals, you must develop appropriate
evaluation factors to evaluate the risk analysis plans and ensure you have
technical evaluators who are qualified to evaluate these plans during the
source selection process.

See Chapter 38, “Source Selection for FIP Resources,” for a more detailed
discussion of the source selection process.

A fourth way to protect against early obsolescence is to incorporate by
inclusion into the contract, any language in an offer which promises, as
part of the warranty, to provide automatic or periodic upgrades caused by
new technology.

For example, if an offeror promises as part of the warranty to upgrade
software or hardware as new technology becomes available, this can be
incorporated into the contract.

A fifth way is to include in the solicitation a technology insertion clause,
requiring the offerors to propose that they will automatically or
periodically insert new technology into the FIP equipment as it becomes
available, at a reasonable price.

For example, operating system software upgrades for main frame
computers may become available as often as every year or less.  You may
require in the contract that, every time a manufacturer upgrades the
commercial version of the operating software, that it automatically also
upgrade the operating software on an installed main frame computer in an
agency.

(continued on next page)
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18.5 How the Acquisition Process Can Be Used to Prevent FIP Resource
Obsolescence (continued)

The sixth and final way that you can protect against acquisition of
outdated or obsolete FIP resources is to select a “best value” acquisition
strategy.  You should consider this strategy if you think that the FIP
resource acquisition holds considerable risk for the Government.

For example, if there are relatively few providers of the required resource,
or if complex development is required, or if the technological risks
(including early obsolescence) are not well understood or are very likely to
occur, a “best value” strategy may be appropriate.

If you merely adopt the usual “lowest price - technically acceptable”
strategy, there is an increased danger that an offeror will be willing to
“dump” older or nearly obsolete items at very attractive prices in order to
win the award.  Then, the contractor can make even more money through
expensive upgrades once the Government has committed to that product.
This is a form of “buying in” or “lowballing.”

On the other hand, a “best value” acquisition strategy that considers the
risks of early obsolescence and assigns costs for upgrades over the life
cycle can avoid this danger.

Select a “Best
Value” Strategy
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SUMMARY

In this chapter, you learned to distinguish between
“outdated” and “obsolescence.”  You also learned to
use available sources of information to determine if
an item is, or will soon be, obsolete, and how to use
the acquisition process to prevent FIP resource obso-
lescence.  In the next chapter, you will learn about
the special considerations for computer security in
some FIP resources acquisitions.
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CHAPTER 19

COMPUTER SECURITY
FOR FIP RESOURCES ACQUISITIONS

Chapter Vignette

“You have certainly convinced me to analyze the
statement of work and the specifications very
carefully,” said Mark, “now what other surprises
do you have?”

“Well,” Marcia began, “one special area that you
have to watch is computer security.  A lot of very
sensitive information gets stored and transferred
on Government computers.  The Government must
establish and maintain the proper safeguards.
The proper time to start is right at the beginning
when a requirement is generated.  There are sev-
eral things you need to know about this area,
including the various security levels, the classifi-
cation system and the operational security
requirements.  Then there are the Privacy Act
requirements. Oh yes, and then there are the
viruses.  We can’t forget the viruses.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Determine the requirements for computer security in
all phases of the acquisition process.

Individual:

19.1 Explain the impact of each of the following key
statutes on the acquisition of FIP resources:

• Computer Security Act of 1987

• Privacy Act

19.2 Explain the impact of OMB Circular A-130 on
the acquisition of FIP resources:

19.3 Determine the policies that uniquely apply to or
have an unusual impact on FIP resources:

• FIRMR

• DoD Directives

• DoD Instructions

• DoD Standards

• NSDD 145

19.4 Define common security terms: TEMPEST, data
encryption devices, coding/decoding.

19.5 Summarize the concept of computer security,
security levels, and the hierarchical classification
system.

19.6 Summarize the concept of computer security in
the acquisition documentation.

(Course Learning Objectives continued on next page)
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Course Learning Objectives (continued)

Individual:

19.7 Explain security and privacy as an operational
requirement.

19.8 Give examples of technical hazards.
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Chapter Overview

One of the things that distinguishes FIP resources acquisitions from most
other types of acquisitions is the necessity to consider the security and
privacy requirements.  Computers store huge amounts of “sensitive
information.”  The loss, misuse, or unauthorized access to sensitive
information could greatly damage the national interest or individual
reputations.  For this reason, special requirements for security and privacy
have been developed.  Classified data is sensitive, but not all sensitive data
(e.g., payroll data) is necessarily classified.

These special requirements are included in several special statutes, in
certain OMB circulars and in Department of Defense Directives,
instructions and standards, FIPS PUBS and Federal Standards.  In
addition, several references are published by the National Computer
Security Center (NCSC).

In order to meet all the security and privacy requirements of a FIP
resource acquisition, it is strongly advised that you consider all the
requirements right from the beginning.  That means that the requiring
agency should automatically consider the security and privacy
requirements as part of acquisition planning as soon as requirements
become known.

FIRMR Part 201-18 (Planning and Budgeting) requires Federal agencies
to consider security and privacy needs in the development of the five-year
plan to meet the agency’s information technology needs.

In fact, computer security is one of the mandatory considerations that the
requiring agency MUST discuss in the requirements analysis.  (For
example, see Chapter 21, “Purpose of a FIP Resource Requirements
Analysis.”)

In some FIP resource acquisitions, the requirement for security and
privacy considerations will be very obvious.  For example, if a computer
system will be used for the storage of sensitive data on individuals, work
records, or classified data of any kind, the requirements will be obvious.
But sensitivity of data does not only concern individual data.
Organizational data may also be extremely sensitive.  Therefore, all such
data must be protected in accordance with the provisions of the Privacy
Act.

In such cases, the security and privacy requirements may be the most
important single factor in the acquisition, and they will probably be
spelled out clearly in the Acquisition Plan and the Requirements Analysis.

(continued on next page)

Scope

 FIRMR Part 201-18
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Chapter Overview

As a contract specialist or contracting officer, you are not expected to be
an expert on computer security, but you must be aware that the program
office or requiring activity technical staff are responsible to:

1. Determine the security and privacy needs of the system to be
acquired;

2. Document those needs in the requirements analysis;

3. Identify the level of trust required in the system; and

4. Perform, as necessary, a risk analysis.

However, as the contract specialist or contracting officer, you will be
responsible to incorporate the appropriate security and privacy
requirements into the RFP and all acquisition documents.  This will
require that you coordinate closely with the program technical, staff and
security personnel.

This chapter includes the following topics:

Responsibilities

Topics Covered in
this Chapter

SECTION TITLE PAGE

19-1 Impact of Primary Statutes on Computer Security
and Privacy

19-10

19-2 Impact of OMB A-130 on Computer Security and
Privacy

19-13

19-3 Policy Requirements for Computer Security 19-15

19-4 Common Computer Security Terms 19-20

19-5 Computer Security, Security Levels, and the
Hierarchical Classification System

19-22

19-6 Requirements for Computer Security in a FIP
Requirement and in the Acquisition Documentation

19-24

19-7 Security and Privacy as an Operational
Requirement

19-29

19-8 Example of Technical Hazards 19-30

(continued on next page)
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Chapter Overview (continued)

The following list shows some of the references you may need to satisfy
the security and privacy requirements discussed in this chapter.  Before
you take any actions related to security of FIP resources, you should
assemble, read, and become familiar with these references.

Of course, depending on the nature of the procurement, you may not
require every one of the following references for any one procurement, but
you should assemble the references you will require and keep the
following references on hand if you are frequently involved in FIP
resources acquisition.

• The Federal Property and Administrative Services Act of 1949;

• The Computer Security Act of 1987;

• The Privacy Act of 1974;

• Federal Manager’s Financial Integrity Act (PL 97-255)

• OMB Circular A-130, Appendix III   Management of Federal
Information Resources;

• FIRMR, especially Parts 201-17, 201-18,201-20,201-39.1001 and
FIRMR Bulletin C-22;

• DoD Standard 5200.28  Department of Defense Trusted Computer
System Evaluation Criteria;

• National Security Decision Directive 145 (NSDD 145);

• National Security Center Publication NSCP-004;

• NTSSI 7000. (S) TEMPEST Countermeasures for Facilities (U);

• NACSIM 5100A

• Air Force Regulation 205-16 (for Air Force security);

• Army Regulation 380-19 (for Army security);

• Navy OPNAVINST 5239.1A (for Navy security)

• Marine Corps Order (MCO) P5510.14 (for Marine Corps security);

If you need to obtain some of these computer security references, you can
get them by writing or telephoning the points of contact shown on the next
page.  Although the following publications are DoD-generated, civilian
agencies are using these rather than re-creating them.  Consult with your
information resources manager or security officer.

References

 DoD Specific
  References

How to Obtain
Computer
Security
References
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COMPUTER SECURITY DOCUMENTS

DISTRIBUTION POLICY:  To receive one complimentary copy of each of the following security
publications, call or write the INFOSEC Awareness Office as follows:

Department of Defense                              Telephone: (301) 688-8742
National Security Agency
ATTN: S332
9800 Savage Road
Ft. George G. Meade, MD 20755-6000

Additional copies can be ordered from the Government Printing Office.

Written Requests                                          Telephone Requests

Superintendent of Documents                      (202)  783-3238
U.S. Government Printing Office                 Hours:  0800 - 1600
Washington, D.C. 20402                              [Mastercard, Visa, and Choice]

DoD Trusted Computer System Evaluation Criteria
(DoD 5200.28-STD)  Orange Book  (Cost:  $6.00)
GPO Stock Number   008-000-00461-7

DoD Password Management Guideline
(CSC-STD-002-85)  Green Book  (Cost:  $1.75)
GPO Stock Number;   008-000-00443-9

Guidance for Applying the DoD Trusted Computer System Evaluation Criteria in Specific
Environments (CSC-STD-003-85)  Yellow Book  (Cost:  $1.00)
GPO Stock Number:  008-000-00442-1

Technical Rationale Behind CSC-STD-003-85: Computer Security Requirements
CSC-STD-004-85  Yellow Book  (Cost:  $2.00)
GPO Stock Number:  008-000-00441-2

PC Security Considerations
(NCSC-TG-002-85)  Light Blue Book  (Cost:  $1.75)
GPO Stock Number:  008-000-00439-1

Trusted Network Interpretation
(NCSC-TG-005, Version 1)  Red Book  (Cost:  $13.00)
GPO Stock Number:  008-000-00486-2

A Guide to Understanding Audit in Trusted Systems
(NCSC-TG-001, Version 2)  Tan Book  (Cost:  $2.00)
GPO Stock Number:  008-000-00508-7

A Guide to Understanding Discretionary Access Control in Trusted Systems
(NCSC-TG-003, Version 1)  Orange Book  (Cost:  Unknown)
GPO Stock Number:  008-000-00539-7
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Chapter Overview (continued)

COMPUTER SECURITY DOCUMENTS
(continued)

Glossary of Computer Security Terms

(NCSC-TG-004, Version 1) Aqua Book (Cost: $3.25)

GPO Stock Number: 008-000-00522-2

A Guide to Understanding Configuration Management in Trusted Systems

(NCSC-TG-001, Version 2)  Orange Book

GPO Stock Number: 008-000-00507-9 (Cost: $2.00)

A Guide to Understanding Design Documentation in Trusted Systems

(NCSC-TG-007, Version 1)  Burgundy Book

GPO Stock Number: 008-000-00518-4 (Cost: $2.25)

Computer Security Subsystem Interpretation  of the Trusted Computer System

Evaluation Criteria  (NCSC-TG-009) Venice Blue Book

GPO Stock Number: 008-000-00510-9 (Cost: $2.25)

In addition, you can also obtain a list of FIP resources products that have
been evaluated for security and privacy.  This “Evaluated Products List”
(EPL) is available from:

Superintendent of Documents
U.S. Government Printing office
Washington, D.C. 20402

The following table presents the common computer security definitions
that you may encounter in a discussion of security and privacy.  You will
find related definitions in the Glossary at the end of this text/reference.

(Topic continued on next page)

Evaluated
Products List

Computer
Security
Definitions
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Chapter Overview (continued)

Accreditation
NSDD 145

a formal declaration by a designated approving authority (DAA) that an automated information
system is approved to operate in a particular security mode, using a prescribed set of standards.

Certification

NSDD 145

the comprehensive evaluation of the technical and nontechnical security features of an auto-
mated information system and other safeguards, made in support of the accreditation process,
that establishes the extent to which a particular design and implementation meet a specified set
of security requirements.

COMSEC

FIRMR Bulletin 22

Communications security systems, services, and concepts that constitute protective measures
taken to deny unauthorized persons information derived from telecommunications of the
United States Government related to national security and to ensure the authenticity of any
such communications.

Data Encryption
DoD Dir. 5200.28

The process of encoding data transmitted, received, handled, or otherwise processed by  any
information processing equipment.

Data Encryption Standard
NCSC-TG-004

a cryptographic algorithm for the protection of unclassified data, published in Federal
Information Processing Standard (FIPS) 46.

File Security
NCSC-TG-004

the means by which access to computer files is limited to authorized users only.

Information Systems
Security (INFOSEC)

FIRMR Bulletin 22

a composite of factors necessary to protect FIP systems and the information they process to
prevent exploitation through interception, unauthorized electronic access, or related technical
intelligence threats, and to ensure authenticity.  Protection results from application of security
measures, including cryptosecurity, transmission security, emission security, and computer
security, to systems that generate, store, process, transfer or communicate information of use to
an adversary.  It also includes physical protection of sensitive materials and sensitive technical
security.

National Security and
Emergency Preparedness
(NSEP)

FIRMR Bulletin 22

those physical, technical, and administrative characteristics of FIP systems that will ensure a
prescribed level in times of national or other emergencies, including nuclear attack.

Records*

*FIRMR 201-4.001 and

  FIRMR Bulletin B-1

all books, papers, maps, photos, machine readable materials, or other documentary materials,
regardless of physical form, made or received by a Government agency under Federal law or in
connection with transaction of public business and preserved or appropriate for preservation by
that agency or its legitimate successor as evidence of the organization, functions, policies,
decisions, procedures, operations, or other activities of the Government, or because of the in-
formational value of data in them.  Library and museum material made or acquired and pre-
served solely for reference or exhibition purposes.  Extra copies of documents preserved only
for convenience of reference, and stocks of publications and/or documents are not included.

Records Creation* the production or reproduction of any record.

Records Disposition* any activity with respect to disposal of temporary records no longer necessary for the conduct of
business, by destruction or donation, transfer of records to Federal agency storage facilities,
transfer to the National Archives or transfer to another Federal agency.

Records Maintenance and
Use*

any activity involving location of records of a Federal agency; storage, retrieval and handling of
records kept at an office, file locations, or selection and utilization of equipment and supplies
associated with records and copying.

Sensitive Information

FIRMR 201-4.001

any information, the loss, misuse, or unauthorized access to or modification of which, could
adversely affect the national interest or the conduct of Federal programs, or the privacy to which
individuals are entitled under section 552a of Title 5, under the Privacy Act, but which has not
been specifically authorized under criteria established by an Executive Order or an Act of
Congress to be kept secret in the interest of national defense or foreign policy.

TEMPEST

FIRMR 5200.28

an unclassified short name referring to investigations and studies of Compromising Emanations
(CE).  CE are defined as unintentional data-related or intelligence-bearing signals, which if
intercepted and analyzed, disclose the national security information-processing equipment.

Trusted Computer System

DoD Dir. 5200.28-STD

a system that employs sufficient hardware and software integrity measures to allow its use for
processing simultaneously a range of sensitive or classified information.
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19.1  Impact of Primary Statutes on Computer Security and Privacy

There are two primary statutes that concern computer security and
privacy.  You should be able to explain the impact of each of these.  These
two statutes are the basis in law for all the remaining references:

• Computer Security Act of 1987; and

• Privacy Act of 1974.

The definitions found in these two statutes are further expanded in the
OMB Circular A-130 which provides implementing guidance for the
statutes.

In addition, for some very specialized and highly classified acquisitions
concerning atomic energy, you may have to consult the Atomic Energy Act
of 1954

The first major law which governs computer security is the Computer
Security Act of 1987.  It explains the computer security roles for the
Office of Management and Budget (OMB), and the National Institute of
Standards and Technology (NIST).

This Act requires each federal agency to develop security plans for
information technology installations that contain sensitive information, to
conduct periodic security reviews, and to provide computer security
awareness training for federal employees.

Under the Act, OMB develops policy and NIST  is charged with
development  of standards and guidelines for FIP systems, to include
sensitive information and unclassified information.

The GSA is responsible for providing technical advice to NIST.

(Topic continued on next page)
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19.1  Impact of Primary Statutes on Computer Security and Privacy (continued)

Note that this Act requires that all operators of FIP systems MUST
establish security plans.  The summary of each security plan will be
included in the agency’s five year information resources plan.  OMB
Circular A-130, Appendix III, provides additional guidance concerning
items to be included in the five year plan relating to security requirements.

The Security Act of 1987 mandates three important tasks:

1. Mandatory annual training in computer security;

2. Mandatory planning; and

3. At least a minimal level of compliance.

The Privacy Act of 1974 is the second major statute which affects
computer security.  It grew out of earlier documents, including:

• A Department of Health and Urban Development (HUD) study of
1973; which resulted in a report entitled “Computers, Files and the
Rights of Citizens,” and

• The Freedom Of Information Act (FOIA), which made information
gathered by the Government on citizens available on request.

These earlier documents concluded that there were serious problems with
the manner in which agencies were gathering, safeguarding, and updating
information on individual citizens.

As a result, the Privacy Act was the first federal law which gives any
individual the right to sue the Federal government if his/her rights to
privacy have been violated.

The agencies are forbidden to have personnel files which are secret and
any individual has a right to request, review and correct information in
his/her file and determine when, how, and to which extent, information
shall be released to other parties.

All Government offices which build, maintain or store personal
information in any kind of filing system, including computers, must
protect that information.  This has a major impact on the acquisition
and operation of computer systems.

The Privacy Act also modified the types of information available to
individuals under the Freedom of Information Act.

(continued on next page)
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19.1  Impact of Primary Statutes on Computer Security and Privacy (continued)

The Atomic Energy Act of 1954 is the basis for classification of all
Atomic Energy information.  Of course, you will only consult this
reference if you are concerned with a FIP acquisition which will support a
classified atomic energy activity.

The information in this reference includes an explanation of “Restricted
Data” and “Formerly Restricted Data.”

For information concerning atomic energy, the Department of Energy is
the only agency that may declassify “Restricted Data.”

Note that you should not confuse these definitions with the same term as it
relates to data rights.  For further discussion of “restricted data,” and
“data rights,” as these terms apply to FIP resource acquisitions, see
Chapter 11 - “Intellectual Property and Licensing Agreements.”

Remember, for those very few FIP resource acquisitions concerned with
atomic energy, you must also consider the Atomic Energy Act as a special
security reference.

Atomic Energy
Act of 1954
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19.2  Impact of OMB Circular A-130 on Computer Security and Privacy

In addition to the statutes, OMB Circular A-130, Management of Federal
Information Resources, requires agencies to establish a level of security
commensurate with the level of sensitive information they hold and to the
risk and magnitude of loss or harm that could result from improper
operation of the information system.

This circular provides uniform and consistent policies with regard to the
management of information resources within the executive branch.  It
applies not only to the management of information but also to the
acquisition of information systems and the management of information
technology.

The required security may involve as a minimum:

• Physical security (examples - guards, locks);

• Personnel security (examples - security clearances);

• Emanations security (example - use of TEMPEST equipment);

• Communications Security (COMSEC) (examples - codes);

• Administration (example - standard operating procedures);

• Hardware (example - computers specifically designed for high
security); and

• Software (examples - secure operating systems software and digital
signatures).

• Transportation and installation; and

• Maintenance personnel

Appendix III to OMB Circular A-130 expanded application of the Brooks
Act, the Computer Security Act, and the Privacy Act, as they apply to
information technology installations.

It defines “sensitive data” as data that requires protection due to the risk
and magnitude of loss or harm that could result from inadvertent or
deliberate disclosure, alteration, or destruction of the data.  The term
includes data whose improper use or disclosure could adversely affect the
ability of an agency to accomplish its mission, proprietary data, records
about the individuals requiring protection under the Privacy Act and data
not releasable under the Freedom of Information Act.

(Topic continued on next page)
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19.2  Impact of OMB Circular A-130 on Computer Security and Privacy
(continued)

A “sensitive application” means an application of information technology
that requires protection because it processes sensitive data, or because of
the risk and magnitude of loss or harm that could result from improper
manipulation of the application.

The highlights of Appendix III to OMB Circular A-130 are listed below:

• Define sensitive information that you must protect;

• Establish the concept of “reasonable assurance,” which
recognizes that no security program can be 100% effective;

• Require assignment of information security to a knowledgeable
manager;

• Establish a requirement to conduct evaluations for possible fraud,
waste, and abuse in information technology installations and
applications they support;

• Require development of disaster recovery and continuity of
operations plans (COOP) for all information technology
installations;

• Expand the definition of computer security to include internal
control (i.e. applications should do “exactly what they are
supposed to do and nothing more”); and

• Require computer security awareness training for Federal
employees associated with the development, operation, or use of
information systems.

Appendix III
(continued)
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19.3  Policy Requirements for Computer Security

In addition to the two statutes and the OMB Circular already discussed in
this chapter, there are several policy documents which you should
understand in order to determine the policies that apply to or have an
unusual impact on a FIP resources acquisition.

These policies are contained in various documents such as the FIRMR,
Directives, Instructions, and Standards.

In general, these policy requirements promote computer security by
prescribing control, through specific security features, of access to
information, so that only properly authorized individuals will have access
to read, write, create, or delete information.

The FIRMR provides certain guidance on computer security and privacy.
In particular, you should review and understand the following FIRMR
sections:

• FIRMR 201-20.103-6 discusses mandatory consideration of
security requirements when developing a requirements analysis;

• FIRMR 201-21.3 discusses security and privacy;

• FIRMR 201-21.603 discusses listening-in to or recording
telephone conversations; and

• FIRMR 201-39.5202-5 discusses privacy or security safeguards.

FIRMR Bulletin C-22 provides guidance on security and privacy
protection for FIP resources, including those resources provided by
contractors.

(continued on next page)
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19.3  Policy Requirements for Computer Security (continued)

The DoD has more experience with computer security and privacy
requirements than most other Federal agencies.  As a result, DoD has
established a series of directives and instructions to assist personnel in
meeting security requirements in acquisition, fielding and operation of FIP
resources.  DoD continually updates these directives, based in part on new
developments in technology.  If you are concerned with a FIP resources
acquisition which includes computer security requirements, it is strongly
recommended that you review these various computer security documents,
directives and instructions.  Many are published with covers of different
colors, so you may hear them referred to as the “rainbow” series.

The DoD has so much experience with FIP security and privacy and has
established many useful standards.   Although they are not bound by DoD
directives, many other Government agencies use them in addition to their
own agency-specific directives.

In addition to the DoD directives and instructions on computer
considerations, DoD has also published several standards which provide
guidance on computer security.  For example, one standard established by
DoD which is widely used throughout the federal government is DoD
Standard 5200.28, Department of Defense Trusted Computer System
Evaluation Criteria, commonly called the Orange Book.

This standard includes the six security standard requirements.

Note that four of the fundamental computer security requirements deal
with what needs to be provided to control access to information, and two
of the requirements deal with how you can obtain credible assurances that
this has been accomplished.

DoD Directives
and Instructions

Civilian Use Of
DoD Directives

DoD Standard–
“Orange Book”

 DoD STD 5200.28
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19.3  Policy Requirements for Computer Security (continued)

Policy Requirements

• Requirement 1 - Security Policy. There must be an explicit and
well-defined security policy enforced by the system.  For example,
no person lacking proper authorized personnel security clearance
shall obtain access to classified information.

• Requirement 2 - Marking. Access control labels must be
associated with objects.  For example, it must be possible to mark
every object, such as a computer, with a label that reliably
identifies the object’s sensitivity level (e.g. classification) and/or
the modes of access for those who may potentially use the object.

• Requirement 3 - Identification. Individual objects must be
identified.  For example, each access to information will depend on
who is accessing the information and what classes of information
they are authorized to deal with.

• Requirement 4 - Accountability. Audit information must be
selectively kept and protected so that actions affecting security can
be traced to the responsible party.   For example, the system must
be able to record or log each security-related event in some
manner.

Assurance Requirements

• Requirement 5 - Assurance. The computer system must contain
hardware/software mechanisms that can be independently
evaluated to provide sufficient assurance that the system enforces
requirements 1 through 4 above. For example, there must be some
permanently installed feature in the operating system which can
meet the above requirements 1 - 4.

• Requirement 6 - Continuous Protection. The trusted mechanisms
that enforce these basic requirements must be continuously
protected against tampering and/or unauthorized changes.  For
example, the basic hardware and software must not be subject to
unauthorized modification or alteration.

DoD 5200.28 STD
Requirements
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19.3  Policy Requirements for Computer Security (continued)

National Security Decision Directive 145 (NSDD 145) is entitled
“National Policy on Telecommunications and Automated Information
Systems Security.”  It was signed by President Reagan in 1984.

This revised directive complies with the Computer Security Act of 1987
and the Warner Amendment, and delineates responsibilities within the
Federal Government for national security systems.

It provides initial objectives, policies, and an organizational structure to
guide the conduct of national activities toward safeguarding systems that
process, store, or communicate sensitive information; establishes a
mechanism for policy development; and assigns implementation
responsibilities.

For example, it directs the establishment of a permanent Subcommittee on
Telecommunications Security (STS) and a permanent Subcommittee on
Automated Information Systems Security (SASS).

These permanent subcommittees meet to establish policy on FIP
resources.

This directive provides the definition for sensitive data shown in the
following table.

SENSITIVE BUT UNCLASSIFIED DATA

Data Type Definition Example

Financial Sensitive

(very sensitive)

Data processed are used in
direct payment operations.
Data compromise or
alteration could result in
significant legal or financial
liability

Systems with a direct link
to payroll, electronic funds
transfer.

Critical Operations

(very sensitive)

Alteration or compromise
of data contained in or
processed by an application
could have significant
adverse effects on an
agency’s ability to
complete its mission in an
effective manner.

Air traffic control systems,
weather forecasting.

(Table continued on next page)

NSDD 145
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19.3  Policy Requirements for Computer Security (continued)

SENSITIVE BUT UNCLASSIFIED DATA (continued)

Personnel

(sensitive)

Data stored/processed are
covered by the Privacy Act.
Data compromised could
result in legal liability but
not significant financial
liability.

Personnel systems without
direct link to payroll.

Administrative

(moderately sensitive)

Data compromise might
cause embarrassment but
would not result in
legal/financial liability.
Resultant reports are
generally releasable under
the Freedom of Information
Act.

Budget planning systems.

Non-sensitive

(least sensitive)

Small programs, easily
reconstructed.  No effect on
agency operations if data
are lost or compromised.
No financial liability.

Training aids.

NTSSI 7000 (S) “TEMPEST Countermeasures for Facilities (U)” is the
basic policy document that governs the use of TEMPEST resources.  If the
requiring agency has a classified requirement for TEMPEST equipment,
you may also require access to this reference.

Note that the title is unclassified, but the contents are classified as
“SECRET.”

NSDD 145
Directive

NTSSI 7000 (S)
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19.4  Common Computer Security Terms

The overview to this chapter contains a table of many of the common
terms and definitions concerning computer security.  This section
addresses several terms which require additional explanation.

When equipment is required to control electrical emanations, TEMPEST
items are used.  TEMPEST equipment is normally approved through use
of NTSSI 7000.(S) “TEMPEST Countermeasures for Facilities (U).”

TEMPEST products which are in the accreditation process and have
completed the certification process are listed on the Evaluated Products
List (EPL).  Items which have completed the certification process are
authorized for acquisition and use in a secure environment.   In order to
receive TEMPEST certification, an item must be evaluated against the
specific requirements stated in NACSIM 5100A, “Compromising
Emanations Laboratory Test Standards.”  The item can then be included
on the EPL.

Although items on this list may be accredited they may not necessarily
be certified for  acquisition to satisfy TEMPEST requirements.

Data encryption devices are often used when it is necessary to send
information or data over public telecommunications and there is a
requirement to protect the information against unauthorized disclosure.

A cryptographic algorithm is a standard approved by the National Institute
of Standards and Technology, and is approved for public use under FIPS 46.

A new form of coding/decoding technology that is rapidly gaining use is
digital signature technology (DST).  DST is increasingly used in client-
server and LAN systems to reduce unauthorized access and use of non-
secure computer systems.

Briefly, digital signature technology attaches an invisible unique “digital
signature” to each document or message sent by each computer user.  That
digital signature is unique to only one person, and unless recognized
electronically by the network, will not be accepted.

For example, if one net user sends an electronic mail message, the
message will automatically include that person’s digital signature, without
any further action on his/her part.

Common
Definitions and
Terms

TEMPEST
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Data Encryption
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Digital Signature
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19.4  Common Computer Security Terms (continued)

You should also be aware of the user’s computer security concerns,
including the problems of accreditation and certification.  However, their
use of these terms are different than these terms used in acquisition.

• Accreditation - recall that this refers to a formal declaration by a
designated approving authority (DAA) that an automated
information system is approved to operate in a particular security
mode, using a prescribed set of standards.

Accreditation is the “official management authorization for
operation of an automated information system” and is based on the
certification process, as well as other management considerations.”
(See National Security Center publication NCSC—004 Version 1
dated 21 October 1985.)

The accreditation statement affixes security responsibility with the
DAA and shows that due care has been taken for security.

• Certification - refers to “the comprehensive evaluation of the
technical and nontechnical security features of an automated
information system and other safeguards, made in support of the
accreditation process, that establishes the extent to which a
particular design and implementation meet specified set of security
requirements.”  (See National Security Center publication NCSC—
004 Version 1 dated 21 October 1985.)

User Computer
Security Concerns
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19.5  Computer Security, Security Levels, and the Hierarchical Classification
System

In order to meet the varying needs for computer security, DoD Standard
5200.28-STD established the concept of the hierarchical classification
system.

In the hierarchical classification system, the criteria for computer security
are divided into four divisions, A, B, C, and D, with A being the highest,
and D the lowest.

As you progress upward from D to A, there is a major increase in the
confidence that you can place in the overall security.  For example, the
criteria that apply to computer systems in division A are very
comprehensive and include design features intended to make the system
highly tamper-proof.

On the other hand, the criteria that apply to computer systems in division
D are far less comprehensive.

In most FIP resource acquisitions, you will probably be concerned with
the security criteria in Divisions B and C.

The table on page 19-25 summarizes the four divisions and the classes in
the hierarchical classification system.

Note that, within divisions B and C, there are several subdivisions known
as classes.  Within each class, there are four major sets of criteria you must
meet.

The first three criteria concern the broad control requirements of Security
Policy, Accountability, and Assurance already discussed.

The fourth set of criteria concerns Documentation.

(continued on next page)
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19.5  Computer Security, Security Levels, and the Hierarchical Classification
System (continued)

Hierarchical Classification System

Division Description

A Verified Protection—Division A systems (the highest classification) are
the most secure.  They require formal security verification methods to
assure that they can protect classified or sensitive information stored in
the system.  Requires extensive documentation to demonstrate that the
trusted computing base meets the security requirements in all aspects of
design, development and implementation.

• Class A1—Verified Design

• Beyond Class A1 (includes newest security developments in systems
architecture and security testing.)

B Mandatory Protection—Division B systems require all the features
required for Class C, plus an informal statement of the security policy
model, data labeling, and mandatory access control over named subjects
and objects.  Any flaws identified by system testing must be removed.

• Class B1—Labeled Security Protection

• Class B2—Structured Protection

• Class B3—Security Domains

C Discretionary Protection—Classes in this division provide for
discretionary (need to know) protection and, by including audit
capabilities, for accountability of subjects and the actions they initiate.

• Class C1—Discretionary Security Protection.  The Trusted Computing
Base (TCB) of a Class C1 system provides separation of users and
data.  It includes controls for limiting access by individuals, to prevent
unauthorized reading or destroying of their data files.

• Class C2—Controlled Access Protection.  Systems in this class
have a more refined discretionary access control than Class C1
systems.  C2 class systems make users individually accountable for
their actions, through log-in procedures, auditing of security-
relevant events and resource isolation.  Normally you will  use C2
criteria.

D Minimal Protection—reserved for those systems that have been
evaluated, but that fail to meet the requirements for a higher evaluation
class.

Table of
Hierarchical
Classification
System
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19.6  Incorporating Computer Security Into the Acquisition Documentation

This section discusses where computer security is incorporated into the
acquisition documentation.  Briefly, you should look for discussion of
computer security requirements in the:

• Specification/Statement of Work;

• Section I;

• Section J (Contract Data Requirements List  (CDRL) or in attached
security forms, such as DD 254;

• Section L - Specific Instructions to Offerors; and

• Section M - Evaluation Criteria

In addition, depending on the solicitation, you may need to tailor and
incorporate information from the Orange Book into Section C.

In a FIP resources acquisition, the security requirements must be
incorporated into the acquisition planning as early as possible.  You
can clarify your requirements for computer security and privacy by
checking the Specifications, Standards, FIPS PUBS and Federal
Standards, but start with the Acquisition Plan.

As the requiring agency develops the requirement for a FIP resource, it
must consider computer security and privacy requirements.  This should
include a review of all the references discussed in this chapter and a
determination as to the level of computer security and privacy required for
the acquisition.

As a contract specialist, or contracting officer, you should ask whether the
security and privacy concerns have been addressed in the Acquisition
Plan.  If there is no mention of these concerns, you should ask the staff
members who prepared the Acquisition Plan whether they considered
computer security and privacy.

You should be able to predict a requirement for computer security as early
as the acquisition planning phase.

(Topic continued on next page)
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19.6  Incorporating Computer Security Into the Acquisition Documentation
(continued)

The requirements for security and privacy can be predicted when you first
read the Acquisition Plan and ask the following questions:

1. What type of data will be stored on the computer?  If the data is
sensitive in any way, such as any type of personal data subject to
the Privacy Act, then there is a requirement for computer security.

Examples of such sensitive data include any type of personnel
information, and/or any data, and nearly any information that is
subject to the restrictions of the Freedom of Information Act.

2. Who will have access to the data?  There is a chance that a person
other than those authorized and required by their duties will be able
to access the data; therefore, there is almost certainly a requirement
for computer security and/or privacy to be considered.

You should also be able to predict a requirement for security and privacy
in the solicitation phase.  Once you understand what the requirements
analysis and risk analysis have determined, and what level of trust is
demanded by the system, it is relatively easy to predict the kind of
language that you must include in the RFP and SOW to alert the offeror(s)
to these requirements.

For example, suppose that you had a DoD computer buy in which the
technical program staff had established a requirement for a relatively high
level of trust, such as Division B.  In this case, you should follow the
guidance in the “Orange Book” (DoD 5200.28-STD) and ensure that the
necessary levels of security would be carried through all the necessary
documentation, to include:

• The RFP;

• Specifications;

• Acquisition Plan;

• Source Selection Plan, and

• All associated documents.

(continued on next page)
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19.6  Incorporating Computer Security Into the Acquisition Documentation
(continued)

For example, in Section L of the RFP, you might use language such as the
following to alert the offerors about a requirement to meet the relatively
high level of trust (Mandatory Protection) specified for Division B
devices.

“LXX—The offeror shall explain how it proposes to maintain isolation of
the Trusted Computer Base (TCB) in its own domain and free from
external interference or tampering and how the TCB will maintain process
isolation.  The offeror shall explain hardware and software features that
are to be provided to test the security operation of the system and what
methodology the offeror will follow in searching for flaws.”

For a more common Division C level of trust (Discretionary Protection)
you might use language like the following to alert offerors about the
requirement to meet all relatively lower levels of trust.

“LXX— The offeror shall explain how it proposes to establish a
discretionary access  control to hold system users individually
accountable for their actions, through log in procedures, auditing of
security-relevant events, and resource isolation.”

You would carry out this requirement to explain the level of trust and
security throughout the RFP, as necessary.  For example, in Section M,
when you are explaining the evaluation factors, you might use language
like the following for a Division B level of trust:

“MX—Computer  documentation security requirements will count as one
third of the total score of the offeror’s technical proposal.

MX—Documentation.  The offeror’s ability to provide necessary
documentation will be evaluated on the ability to demonstrate that they
understand the purpose and content of security documents listed as CDRL
(e.g., audit report, security testing, procedures, design specifications
verification documentation, users guides, trusted facilities manuals, test
documentation and design documentation.”)

For a Division C level of trust (Discretionary Protection), you might use
somewhat different language like the following to explain the evaluation
factors.  Note that this language is similar to the previous example, but
there are differences based on the level of trust required.

(Topic continued on next page)
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19.6  Incorporating Computer Security Into the Acquisition Documentation
(continued)

“MX—Computer  documentation security requirements will count as one
third of the total score of the offeror’s technical proposal.

MX—Documentation.  The offeror’s ability to provide necessary
documentation will be evaluated on the ability to demonstrate that it
understands the purpose and contents  of security documents listed as
CDRL (e.g., security features user’s guide, trusted facility manual, test
documentation and design documentation).”

Continuing this example, you might use language like the following in this
part of the solicitation for a Division B level of trust:

“XX—Test Documentation.  The contractor/system developer shall
provide to the Government a document that describes test plans and test
procedures which show how security mechanisms were tested, and the
results of the security mechanism functional testing.”

Again, for a Division C level of trust, you would use somewhat different
language such as:

“XX —Test Documentation.  The offeror’s ability to provide necessary
documentation will be evaluated on the ability to demonstrate that it
understands the purpose and contents of security documents listed as
CDRL (e.g., security features user’s guide, trusted facility manual, test
documentation, and design documentation).”

(continued on next page)

Sample Language
for RFP
Section M
(continued)

Sample Language
for the Solicitation



Computer Security for FIP Resources Acquisitions

19–28 Acquisition of FIP Resources

19.6  Incorporating Computer Security Into the Acquisition Documentation
(continued)

Of course, you must also establish strict security procedures, as required,
in the evaluation of proposals.  If the solicitation concerns FIP resources
for classified purposes, then you may have to tighten control and access to
all documents concerning the solicitation and evaluation.  For example,
during the technical evaluation you will have to ensure that only “cleared”
evaluators with a valid need-to-know will have access to the classified
documents.  This will require a document control and marking procedure.
Your security officer should assist you in developing a document control
procedure, to ensure that classified documents are not compromised
during evaluation of proposals.

Requirements for
Security in the
Evaluation of
Proposals
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19.7  Security and Privacy as an Operational Requirement

This section discusses security and privacy as an operational requirement.
Even if you have thoroughly considered the requirements for computer
security and privacy during all the prior phases of the acquisition process,
it is still possible to compromise the security and privacy system if the
operational requirements do not consider computer security and privacy.

Operational procedures are usually established to be preventive in nature,
that is, they are intended to prevent compromises of computer security or
violations of the privacy requirements. In most cases, agencies will
already have established operating procedures for computer security.  For
example, these operating procedures will normally explain which files (if
any) require special access.

In general terms, security in a computer system is determined by controls
on access to information, so that only properly authorized individuals will
have access to read, write, create, or delete information.  For example,
only certain individuals may be allowed to access certain files or software
applications.

There is also a new class of software called “monitoring software” which
allows supervisors to monitor a computer or workstation and determine
information such as:

• How long a computer was logged on;

• Which files were accessed;

• Whether any application software programs were installed; and

• Worker performance (files opened, number of keystrokes, number
of documents completed, etc.)

Although monitoring software can be a valuable tool for supervisors, its
use does raise some privacy issues.  The 1986 Electronic Communications
Privacy Act protects the privacy of personal communications, but
employers and law enforcement agencies are allowed to monitor employee
activity and personal communications on the job.

Therefore, you are authorized to obtain and use such monitoring software.

Introduction

Operational
Procedures for
Security

Monitoring
Software and
Privacy Violations
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19.8  Examples of Technical Hazards

This section discusses technical hazards in a FIP resource acquisition.
Technical hazards are a major concern for information resource managers.

A technical hazard is a danger to the security or integrity of the computer.
Technical hazards can include environmental hazards caused by electricity
or other environmental factors and also deliberate attacks on the security
and integrity of the computer or its hardware.

You can easily protect against most environmental technical hazards
through simple and common measures.  These include protecting the
computer against static electricity and magnetism through the use of
grounding, surge protectors and anti-static sprays.  These items are
inexpensive and available from commercial vendors.

Deliberate attacks are more serious.  The most common and dangerous
types of technical hazards include viruses, time bombs, trapdoors and
Trojan horses.

A virus is a software code which is programmed to secretly insert new
code into an existing computer program.  Usually, the virus gives the
existing program instructions to “reproduce” and disseminate the virus
code, passing it on to any other computer which accesses the infected
program.  Thus, it is possible to infect literally thousands of computers
very quickly over large networks.

A virus may be programmed to simply flash a harmless message, but some
viruses are very destructive, altering or destroying all existing programs or
data.  The damage can run into the millions of dollars, lost operating time,
and missions being compromised.

A time bomb is a virus which lays dormant and undetected until a certain
clock time is reached on the computer clock.  It then activates and either
reproduces or disrupts the host computer program.

Introduction

Environmental
Hazards

Deliberate Attacks

Viruses

Time Bombs
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19.8  Examples of Technical Hazards (continued)

A trap door (synonymous with “back door”) is a hidden software or
hardware mechanism that can be triggered to permit an unauthorized
person to circumvent system protection mechanisms.  A trap door is
activated in some innocent-appearing manner, such as a special “random”
key sequence at a terminal.

Some software developers place trap doors in their code to enable them to
reenter a system and perform certain functions.  The problem is that
unauthorized persons can also use the trapdoor.

A Trojan Horse is an innocent looking computer program which enters
the computer system defenses because it "looks right" and then causes
damage or destruction.

You can see that all the technical hazards discussed above can enter a
computer system through software. It is critical to ensure that the
operational requirements and operational procedures established for the
contract administration phase consider the dangers of technical hazards,
especially from unauthorized software.

One way to avoid technical hazards is to avoid using ALL software which
is offered “free” through electronic user bulletin boards.  The use of this
type of software is strictly unauthorized in nearly all Government agencies
because of the grave risks involved.  In some agencies, the operating
procedures forbid the loading of any software unless it has been
specifically tested and approved by the system administrator.

For example, an electronic bulletin board may offer a free software feature
which promises to enhance computer graphics.  If a user accepts the free
software and loads it on to his/her hard disk, the Trojan horse can destroy
data on the disk.

Trapdoor

Trojan Horse

Technical Hazards
Posed by Software

Avoid
Unauthorized
Software

Example
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19.8  Examples of Technical Hazards (continued)

The restrictions concerning technical hazards should also be applied to
contractors working on Government facilities.  For example, if a
contractor is operating computer hardware or software on a Government
facility, such as during an acceptance test, you should tell the COTR to
ensure that the contractor understands and complies with the
Government’s computer security and privacy requirements to minimize
the dangers of technical hazards.

For example, the COTR should explain to the contractor that unauthorized
software, such as computer games, will not be allowed on the facility.

For a more detailed discussion of software, see Chapter 12, “Acquiring
Commercial Software.”

Use by
Government
Contractors
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SUMMARY

In this chapter you learned to determine the
requirements for computer security in all
phases of the acquisition process.  In the next
chapter, you will learn how to identify and
explain FIP resources budget procedures.
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CHAPTER 20

PLANNING AND BUDGETING
FOR FIP RESOURCE ACQUISITIONS

Chapter Vignette

Marcia began to explain the statutory and regula-
tory requirements for planning and budgeting to
Mark.

“There are certain requirements and procedures
that must be observed while planning and budget-
ing for a FIP resources acquisition.  In addition,
you need to know the relationship between acqui-
sition planning and other types of agency planning
required by law.  Some planning requirements are
‘specific’ and others are ‘strategic.’  The submis-
sion of the budget is also important.  In this pro-
posed acquisition, we are considering a procure-
ment worth half a billion dollars, so we really
have to do our homework.”
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Course Learning Objectives

At the end of this chapter, you will be able to:

Overall:

Identify and explain FIP resources planning and budget
procedures.

Individual:

20.1 Explain the impact of budget and appropriation
statutes on the acquisition of FIP resources.

20.2 Explain the impact of OMB Circular A-11 on the
acquisition of FIP resources.

20.3 Identify regulation requirements for acquisition
planning and budgeting.

20.4 Differentiate between the types of FIP resources
planning.

20.5 Identify the requirements for acquisition planning
as part of the FIP acquisition process.

20.6 Identify and explain the FIP resources budget
procedures and process.
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Chapter Overview

Planning and acquiring funding for FIP resources takes place within a
larger framework of agency mission planning, sometimes called strategic
planning.  After all, you buy FIP resources not for the technology, but for
what the technology can do to help meet your agency’s mission and
objectives.

It helps to think of agency planning as having an organizing framework.
One way of viewing the relationships within the agency planning is shown
in the figure below.  At the top of the framework is the agency’s strategic
plan, written in terms of broad goals and objectives.  Underneath the
strategic plan are supporting plans of increasing levels of detail.  These
supporting plans—sometimes referred to as ‘specific,’ ‘operational,’ or
‘tactical’ plans—help the agency achieve the objectives set forth in the
strategic plan.

IT
ACQUISITION

PLAN
INFORMATION

PLAN

COMPUTER 
SECURITY 

PLAN
TRAINING

PLAN

IRM TACTICAL AND OPERATIONAL PLANS

HUMAN
RESOURCE

PLAN
BUDGET

PLAN

IRM STRATEGIC PLAN

AGENCY
STRATEGIC PLAN

Adapted from an illustration in the Information Resources Management Strategic Guide, Dec. 1993,
issued by GSA's Federal Systems Integration and Management Center (FEDSIM)

These supporting plans help bring the resources of the organization
together to meet the mission.  These resources include:

• the people, deployed under the Human Resource Plan;

• their knowledge and skills, enhanced under the Training Plan;

• the data and information, managed under the Information Plan;

• the agency’s financial resources, acquired and directed by the
Budget Plan; and

• the technical resources, acquired and managed under the IT
(information technology) Acquisition Plan and Computer Security
Plan.

(Topic continued on next page)

Scope

Planning Pyramid
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Chapter Overview (continued)

For example, the Department of Defense has the broad, strategic mission
of protecting the life and liberty of citizens of the United States.  In
support of that mission, a DoD agency might have the objective of
maintaining armed service personnel, equipped with the necessary tools, in
combat-ready status.

To meet the mission, the agency would have to plan for and manage the
people, ensuring that they have the required skills.  In addition, the agency
would need to determine the information and technology needed to
support combat and intelligence functions.  Then the agency would have
to estimate how much money would be required and submit the request
through channels to Congress for appropriation of funds.  Finally, the
contracting and program staff would need to develop detailed acquisition
and implementation plans to buy and field the resources.

So you can see how the acquisition of handheld computers, which can
provide instantaneous information and communications even in the field,
might support an agency’s broad strategic plan.

Understanding your agency’s overall planning framework helps you to
understand the significance of the procurements you conduct.  This
knowledge will help you to be more effective in your job, as you
communicate the purpose of the acquisition to contractors and to others
inside and outside your agency.  This information is also essential when
you participate in the development and execution of a selection plan to
choose the contractor most likely to achieve the performance required by
agency plans.

This chapter discusses the information you need to understand the
planning and budgeting process, including the FIRMR planning
requirements for FIP resource acquisitions.

(continued on next page)

Scope
(continued)
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Chapter Overview (continued)

You may need to refer to the following references to understand and
perform the procedures discussed in this chapter:

• Anti-Deficiency Act (31 U.S.C. 1517);

• Government Performance and Results Act of 1993, P.L. 103-62

• Paperwork Reduction Reauthorization Act of 1986, P.L. 99-500

• Computer Security Act of 1987, P.L. 100-235

• Rehabilitation Act Amendments of 1986, P.L. 99-506

• OMB Circular A-11, Preparation and Submission of Budgets

• OMB Circular A-130, Management of Federal Information
Resources

• Federal Acquisition Regulation (FAR) Part 7, Acquisition Planning

• Federal Information Resources Management Regulation (FIRMR),
especially Part 201-18, Planning and Budgeting

This chapter includes the following topics:

SECTION TITLE PAGE

20.1 Key Statutes Affecting Planning for FIP Resources
Acquisition

20-7

20.2 Impact of OMB Circular A-11 on FIP Planning and
Budgeting

20-9

20.3 Key Regulations Affecting Planning for FIP
Resources Acquisition

20-11

20.4 Types of FIP Resources Planning 20-13

20.5 Strategic Plans 20-15

20.6 FIP Resources Budget Procedures 20-17

20.7 Acquisition Plans 20-23

References

Topics in This
Chapter
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Chapter Overview (continued)

There are a number of sources available on acquisition planning for FIP
resources.  Guidance available from GSA’s IRM Reference Center
includes:

• Overview Guide:  Acquisition of Information Resources, Chapter 4

• A Guide for Acquiring Systems Integration Services, Chapter 4,
Section 4.1

• Handbook for Life Cycle Management of Telecommunications
Systems, Chapter 3, Section 3

In addition, GSA’s Federal Systems Integration and Management Center
has issued the:

• Information Resources Management Strategic Planning Guide

• Performing a Requirements Analysis for Acquisition of Federal
Information Processing Equipment, Chapter 2 (Planning)

GSA’s OTA will review agency acquisition plans for FIP resources and
provide recommendations, at a cost.  This reimbursable service is provided
as part of the Information Resources Procurement and Management
Review Plan.  Usually, this review assistance will only be used by an
agency for major, complex FIP resource acquisition plans or the five-year
IRM strategic plan.

If you need assistance in the review of a five year plan, contact:

General Services Administration
Authorizations and Management Reviews Division (KMA)
Washington, DC 20405

Guidance on
Acquisition
Planning for FIP
Resources

GSA Assistance
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20.1  Key Statutes Affecting the Acquisition of FIP Resources

You should know that several key statutes directly affect the acquisition
planning and budgeting process for FIP resources.  These key statutes
include:

• The Government Performance and Results Act of 1993

• The Paperwork Reduction Reauthorization Act of 1986

• The Computer Security Act of 1987

• Section 508 of the Rehabilitation Act Amendments of 1986

In 1993, Congress passed an important law called the Government
Performance and Results Act of 1993.  This law seeks to achieve
significant improvements in Federal programs by requiring agencies to:

• Develop strategic plans,

• Develop performance plans to achieve the strategic objectives, and

• Carry out program performance reviews to measure actual against
planned performance.

Although the law does not begin to phase in government-wide until 1997,
it does require pilot projects.  Twenty agencies, including the DoD, are
participating in the pilot programs.

The Paperwork Reduction Reauthorization Act of 1986 (P.L. 99-500)
affects the acquisition of FIP resources because it requires executive
agencies to develop and annually revise a 5-year plan to meet the agency’s
information technology needs.  As a result, agencies are constantly
updating and projecting their information technology (IT) requirements
out to 5 years.  These strategic plans are typically referred to as IT Plans or
IRM Plans.  As you learned in Chapter 2, OMB Circular A-130
implements this law.

(continued on next page)

Key Statutes That
Affect Acquisition
Planning and
Budgeting

Government
Performance and
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Reauthorization
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 FIRMR 201-
 18.001(a)
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20.1  Key Statutes Affecting the Acquisition of FIP Resources (continued)

The Computer Security Act of 1987 (P.L. 100-235) requires agencies to
identify each FIP system that contains sensitive information and to prepare
a plan for the security and privacy of each such system.  You can see that
this statutory requirement affects acquisition and budgeting because it
requires certain expenditures of staff time and money to ensure security
for computers and telecommunications.  For example, to meet computer
security requirements, some agencies must acquire removable disc drives,
special storage devices, or TEMPEST devices for desktop computers.

The Rehabilitation Act Amendments of 1986 (P.L. 99-506) require
agencies to adopt accessibility guidelines so that disabled individuals can
use electronic office equipment.  This can lead to a requirement for special
budgeting or fund allocation to comply with the intent of the law when
acquiring FIP resources.  For example, an agency may have to budget or
allocate funds for special keyboards, voice-recognition devices, or other
non-standard input or output devices for working with computers.  FIRMR
Bulletin C-8, Information accessibility for employees with disabilities,
and FIRMR Bulletin C-10, Telecommunications accessibility for hearing
and speech impaired individuals, provides guidance needed for this type
of planning.

Computer
Security Act of
1987

 FIRMR 201-
 18.001(d)

Rehabilitation Act
Amendments of
1986

 FIRMR 201-
 18.001(e)
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20.2  Impact of OMB Circular A-11 on FIP Planning and Budgeting

OMB Circular A-11, Preparation and Submission of Budgets, is the
primary government-wide document on the budget process and procedures
for all resources.  It describes the submission requirements not just for
budgetary numbers but also for narrative descriptions and justifications
that support the funding requests.  This circular is updated every year,
normally in June or July.

Part of OMB Circular A-11 deals specifically with submission
requirements related to FIP resources.  Section 43 of A-11, Data on
Acquisition, Operation and Use of Information Technology Systems,
provides detailed guidance for preparing information technology budget
submissions.  Agencies submit budget data on all aspects of their ADPE-
related functions, including support personnel, site, facility, and space
costs.

OMB Circular A-11’s section 43 describes three exhibits that must be
submitted with the budget:

• Exhibit 43A, Report on Information Systems

• Exhibit 43B, Agency Acquisition Plans

• Exhibit 43C, Summary Report on Obligations for Information
Systems

Note that OMB Circular A-11’s requirements are referenced in FIRMR
201-18.001(c) and implemented in DoD Manual 7110-1M, DoD Budget
Guidance Manual, dated May 1970.

Exhibit 43A, Report on Information Systems, lists information system
initiatives, including all financial management systems.  The report
includes information on system or initiative name; characterization as a
financial, non-financial, or mixed system; system being replaced; and
funding and FTE (full time equivalent positions, i.e., staffing) numbers.

Exhibit 43B, Agency Acquisition Plans, lists information system
acquisitions by agency bureau with description and funding information
for the current year and five years into the future.  Reporting is limited to
systems with cumulative obligations exceeding $5 million for the reported
six years.

OMB Circular
A-11

Exhibit 43A,
OMB A-11

Exhibit 43B,
OMB A-11
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20.2  Impact of OMB Circular A-11 on FIP Planning and Budgeting (continued)

Exhibit 43C, Summary Report on Obligations for Information Technology
Systems, is a consolidated report that provides funding information about
the requiring agency.  It includes:

• Capital investments for hardware (both telecommunications and
ADP equipment), software, and site or facility

• Personnel costs including fringe benefits, travel, and number of
workyears for staff whose principal duties are directly related to IT
systems

• Equipment rental, space, supplies, and other operating costs

• Commercial services, including ADPE time; voice and data
communications; operations and maintenance; systems analysis,
programming, design, and engineering; studies; and significant use
of IT in contracts for other than FIP resources

• Interagency, intra-agency, and other IT services

Agencies must submit a benefit-cost analysis with the Fall budget
submission before any major information system initiative can be
considered for funding.  For the purposes of OMB Circular A-11:

Major information system initiatives require obligations
that exceed $25 million over the information systems life
cycle or that exceed $10 million in any one fiscal year.

Contracting personnel should remember that the information in the budget
is publicly available.  This means that contractors can determine in broad
terms what an agency has estimated for future funding for specific IT
systems.  You may find it beneficial to know what your prospective
offerors may know about your acquisition.

Exhibit 43C,
OMB A-11

Benefit-cost
Analysis

Public
Information
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20.3  Key Regulations Affecting Planning for FIP Resources Acquisitions

The planning requirements of law and executive policy are implemented
in the FAR and FIRMR.  The primary regulations are:

• FAR Part 7, Acquisition Planning

• FIRMR Part 201-18, Planning and Budgeting

• FIRMR 201-20, Acquisition

FAR Part 7, Acquisition Planning, defines acquisition planning as:

“the process by which the efforts of all personnel responsible for an acquisi-

tion are coordinated and integrated through a comprehensive plan for ful-

filling the agency need in a timely manner and at a reasonable cost.  It

includes developing the overall strategy for managing the acquisition.”

In addition, this part of the FAR describes policies and procedures for
developing acquisition plans, including policies, responsibilities,
procedures, and contents of written acquisition plans.

FIRMR 201-18, Planning and Budgeting, establishes government-wide
policies and procedures for planning and budgeting for FIP resources,
implementing the requirements of statutes and OMB Circulars.

It also sets forth the requirements for contents of the 5-year plan for
information technology.  It specifically requires that each FIP resource
requirement reflect known budget constraints.

For example, an agency planning to acquire a computer system estimated
to cost $25,000,000 must budget for that requirement.  Each year, when
the requirements and budgets are sent forward, they must conform with
the 5-year strategic plan, as updated.  The submission of the FIP budget is
extremely important.  Unless the budget is submitted, the requirements
cannot be financed and the acquisition must be delayed.

(continued on next page)
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20.3  Key Regulations Affecting Planning for FIP Resources Acquisitions
(continued)

FIRMR 201-20 discusses certain specific requirements for acquisition
planning, including the requirements analysis and analysis of alternatives.
The requirements analysis is used to determine and document
requirements for FIP resources.  The analysis of alternatives is done to
compare and evaluate various alternatives for meeting the requirements
and to determine which alternative is the most advantageous to the
Government.  These requirements will be addressed in detail in Chapter
21, “Purpose of a FIP Resource Requirements Analysis;” Chapter 22,
“Content of a Requirements Analysis;” Chapter 24, “Analysis of a
Requirements Analysis;” Chapter 26, “The Purpose and Content of an
Analysis of Alternatives;” and Chapter 27, “Analyzing an Analysis of
Alternatives.”

Needs and
Alternatives

 FIRMR 201-20
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20.4  Types of FIP Resources Planning

As you learned in this chapter’s overview, planning for a FIP resource
acquisition can range from very high-level strategic planning, all the way
down to specific acquisition planning with very detailed schedules and
performance specifications.  Planning can be categorized into four broad
stages:

• Strategic planning

• Tactical planning

• Operational planning

• Information systems planning

These terms are defined in the table below.  However, you should know
that these terms are somewhat imprecise.  You may hear the terms
“tactical,” “operational,” and “specific” used interchangeably.

Normally, the contracting office is involved in tactical and operational
planning.

Types of FIP
Resources
Planning

Types of FIP Resource Acquisition Planning

Strategic

Planning

High-level planning which defines the major goals, objectives and aims for
FIP resource acquisitions over the long term, typically five years or more.
Done by higher management personnel, including the IRM and program
offices, strategic planning results in the agency strategic plan and 5-year
IRM strategic plan.  Lists major activities, but not specific schedules,
specifications or procedures.  An example of a broad strategic task would
be to “modernize the computer hardware supporting the XYZ program.”

Performed by High-level
management staff,
Program administrators
and IRM managers

Tactical Planning Specific planning which identifies, manages, schedules and controls the
tasks needed to meet goals in the strategic plan.  Usually lasts more than
one year.  An example of a tactical plan would be an acquisition plan,
with milestones and broad specifications to acquire a computer to meet
the requirements stated in the strategic plan.  Usually done by technical
personnel in the requiring agency and contracting office personnel.

Performed by  IRM and
Program managers

Operational

Planning
Specific planning which supports the acquisition and concerns day-to-
day operations, usually lasting less than one year.  An example would be
a training plan to familiarize all agency personnel with the operation of a
new computer.  This might include obtaining vendor training services.
Usually done by agency technical personnel and contracting office
personnel.

Performed by  IRM and
Program managers

Information

Systems Planning
Information Systems Planning which develops the requirements
analysis, acquisition plan, and detailed statement of requirements with
specifications and standards.

Performed by  Program
managers, possibly IRM
managers or "Trail
Boss," technical and
contracting office
personnel
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20.4  Types of FIP Resources Planning (continued)

Strategic planning is very high level planning which defines the agency’s
broad mission, goals, objectives, and priorities.  It specifies, in the
broadest terms, those FIP resource acquisitions that will enable the agency
to meet the strategic goals.  Strategic planning for FIP resources is,
therefore, high-level planning.

Specific planning charts out how to achieve the strategic objectives.  It
adds detail to the framework established by the agency strategic plan.
Specific plans answer, for example:

• How do we get there?

• Who will do it?

• When will it be done?

• How much will it cost?

At this point you have learned about the many statutory, policy, and
regulatory requirements for planning.  You have also learned that planning
can be categorized into four broad phases:  strategic, tactical, operational,
and information systems.

Now you need to understand that planning and budgeting is a continuous
process.  This “planning continuum” begins with a broad idea which is
managed to its accomplishment by increasingly detailed plans.  This
continuum involves many people at many different levels inside and
outside of the agency.

We call different stages in this continuous planning process by different
names, as you learned in the Planning Pyramid on page 20–3.  Now we
will focus on the three most important phans in the overall planning
framework:

• Strategic Plans

• FIP Resource Budget

• Acquisition Plans

“Strategic” versus
“Specific”
Acquisition
Planning

Planning
Continuum
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20.5  Strategic Plans

In 1993, Congress passed an important law called the Government
Performance and Results Act of 1993.  This law seeks to achieve
significant improvements in Federal programs by requiring agencies to:

• Develop strategic plans,

• Develop performance plans to achieve the strategic objectives, and

• Carry out program performance reviews to measure actual against
planned performance.

Although the law does not begin to phase in government-wide until 1997,
it does require pilot projects.  Twenty agencies, including the DoD, are
participating in the pilot programs.

Further, the Office of Management and Budget updated its policies in
OMB Circular A-130, Management of Federal Information Resources, to
address strategic planning.  The Circular states the principle: “Strategic
planning is basic to the operation of sound government programs.”  OMB
plans further revisions to the Circular to clarify that planning for FIP
resources should directly relate to and support an agency’s strategic plan.

Most agencies already operate under some type of strategic plan.
Although they may carry different names, they have certain elements in
common:  statements of missions, vision, goals, and objectives.

You need to be aware of these requirements in general.  In the months and
years ahead, you will be responsible for procurements conducted to
support your agency’s strategic plan.  In fact, your on-the-job performance
may soon be measured against performance plans that support the strategic
plan.

Given current concerns about service to the public and Federal
productivity, an agency strategic plan could establish the goal and
objective to “enhance service to the public by increasing staff
productivity.”  This objective then serves as the foundation for the
development of the agency’s acquisition requirements.

Agency Strategic
Plan

Example of
Agency Strategic
Planning
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20.5  Strategic Plans (continued)

FIRMR 201-18.002 implements the Paperwork Reduction Reauthorization
Act by requiring that agencies develop a 5-year plan for information
technology with the participation of both IRM and program staff.  The
regulation also specifies that the IT strategic plan shall:

• Reflect current and future mission and program needs

• Consider using technology to enhance program performance

• Consider using technology to meet national security and
emergency preparedness needs

• Reflect budget constraints

• Form the basis for the agency’s budget

• Serve as the foundation for requirements analyses

• Be updated at least annually

Note that the FIRMR establishes a clear relationship between the 5-year
plan and agency strategic mission planning, the budget, and requirements
determinations.

FIRMR 201-18.003 requires that agencies submit a copy of the 5-year
plan to GSA’s Authorizations and Management Reviews Division.

An agency might have a strategic IT objective of “reducing personnel
recruitment processing time from 5 days to one day using modern
automation technology, not later than the end of fiscal year 199X.”  You
can see how this IRM strategic objective would be one means of
supporting the agency strategic objective to enhance productivity.  You
can also see how this level of planning is more detailed than that expressed
in the agency strategic plan:  the program area, role of technology, and a
target date add detail.

Nonetheless, this is still a high-level objective:  it does not provide such
details as milestones to attain the objective.  Instead, details would be
specified in the specific acquisition plan supporting this objective.

You can see that higher level management, including the IRM and
program managers, work out the strategic planning for FIP resources.  But
you should also realize that knowing the strategic objectives can help you
plan your acquisition.  For example, in this case you might decide to
require or give extra evaluation credit for systems that combine electronic
data entry for hiring, personnel forms generation, and automatic updating
of the on-board personnel data base and the payroll system.

IRM Strategic
Plan

Example of
Strategic Planning
for FIP Resources
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20.6  FIP Resources Budget Procedures

Once broad goals and objectives are identified and prioritized, the agency
must refine its plans and seek funding.  So you can see that acquisition
planning includes budgeting.  You cannot begin your acquisition until
your agency submits a budget and Congress appropriates funds.

There are a number of key definitions in budgeting and planning that you
should know.  They are shown in the table below.

Planning Includes
Budgeting

Key Definitions

Allocation a system of dividing expenses and incomes among various branches, departments, etc.,
for a particular purpose.

Allotment a share of funds granted to divide or distribute.

Apportionment money taken from the Treasury to set apart or authorize for some specific purpose.

Appropriation the approving of funding for an authorized activity   The second stage in the funding
process.  (See Authorization)

Authorization the approving of activities for funding.  The first stage in the funding process.

Budget a plan for the coordination of resources and expenditures, based upon revenues
received; an itemized allotment of funds for a given period.

Centrally-managed
Item

in DoD acquisitions, any item or system (such as a computer) which is centrally pro-
cured and managed on a DoD-wide or military service-wide basis.

Commitment an administrative reservation of funds, e.g. a requisition.

Disbursement payment for a legal liability of the Government.

Expenditure the act of disbursing funds; a charge against available funds; a cost.

Expense/Investment
Criteria

if the total FIP system cost is more than the dollar threshold established by Congress in
the appropriations legislation, then all components must be funded as an investment
(procurement appropriation).  If the total system cost is less, then the components are
considered as an expense and funded under operations and maintenance funds.

Fund Cite an administrative citation or accounting symbol listing agency, appropriation, program,
etc.

Obligation a legal reservation of funds; a contract; an agreement enforceable by law:  budgetary
resources must be available before an obligation can be incurred legally.

System a number of components or items that will be interconnected, which are designed pri-
marily to operate together, and are procured at about the same time.  A series of com-
ponents necessary to satisfy a stated Government requirement.

Total System Cost the aggregate cost of all equipment items and software acquired to meet a specific
requirement.  Includes installation if covered in a contract and required for system
integration.  Does NOT include real estate preparation costs, such as building
modification or cable trenching funded under “construction” funding rules.

Turnkey Acquisition an acquisition where a single (prime) contractor provides a complete system, including
hardware, software, installation, shipping, etc.  Typically a large acquisition, and at
contracting, so complex that the elements can’t be reasonably separated.
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20.6  FIP Resources Budget Procedures (continued)

As you learned in the section on the effect of A-11 on the budget process,
OMB Circular A-11 requires agencies to develop and submit Exhibits
43A, 43B, and 43C on certain acquisitions.  In addition, it requires
agencies to conduct benefit-cost analyses on information technology
buys—and to submit those analyses to OMB for major information
systems.

The table below summarizes the submission requirements established by
OMB Circular A-11 (Revised), Transmittal Memorandum No. 64, August
4, 1993, for major information systems.

Materials Required with Fall Budget Submission

Listing of major information system initiatives and all financial management
systems regardless of cost (43A)

An agency acquisition plan, where the cumulative obligations for the
acquisition exceed $5 million during the calendar year plus five budget years
(43B)

A benefit-cost analysis for major information system initiatives

Materials Required after Submission of President’s Budget to Congress

Listing of major information system initiatives and all financial management
systems regardless of cost (43A)

An agency acquisition plan, where the cumulative obligations for the
acquisition exceed $5 million during the calendar year plus five budget years
(43B)

A summary report on obligations for information systems for the agency as
whole (43C)

Contracting personnel may be requested by the agency’s program and
finance offices to help develop estimated costs for the budget submission.
Such assistance might take the form of market surveys, requests for
quotations, or requests for information.  In addition, contracting staff may
assist program staff to estimate the time and costs for contracting.

(continued on next page)
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20.6  FIP Resources Budget Procedures (continued)

In order to understand FIP budget procedures, it is helpful to look at the
“big picture” for an overview of the FIP resource budget procedure.  By
now, you probably already understand a good deal about the overall
budget process, but a refresher may be helpful.  The illustration below
provides a simplified overview of the budget approval process.

Requesting
Agency

Agency/
Component

OSDAgency 
Head

OMBOMB

OSD

Defense PathNon-Defense
Path

Agency Head  
or OSD

Agency/
Component

Requesting
Agency

unfinanced

unfinanced

financed

financed

Congress

(continued on next page)
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20.6  FIP Resources Budget Procedures (continued)

Of course, FIP resource acquisitions must be financed before they can be
initiated.  The preceding graphic on page 20-18 shows how agencies
forward their requests for financing to the Congress.  Note that in this
process:

• All financing requirements MUST go through the agency or
defense component for approval.  Some requirements are rejected
at that level.

• Defense requirements must be approved by the Office of the
Secretary of Defense (OSD) before going to OMB. Non-defense
requirements for FIP resources are forwarded to the agency head,
then on to OMB (if approved).  If approved, the requirements go
on to Congress for funding.

• Congress provides the agency head (or OSD) a certain level of
funding.  At this point, the requirements are designated as either
“financed” or “unfinanced,” before returning to the agency.
Acquisition can then proceed on the financed requirements.  Of
course, no further procurement can occur on the unfinanced
requirements unless they are again submitted or become financed.

You should understand the distinction between “approved and funded”
versus “approved and unfunded.”  An approved requirement may not
necessarily be funded.  Unless a requirement is approved AND funded,
you should NOT proceed with the acquisition.  In some cases, a
requirement may be approved for several consecutive years before it is
finally funded.

Congress approves funds in two separate decision-making stages.  First,
Congress approves the functions for which expenditures will be made.
This is called authorization.  For example, Congress passes laws that
authorize (but do not fund) certain activities, such as foreign aid and
defense.  Most federal programs are now authorized annually by Congress.

After programs are authorized, Congress provides funds.  This is called
appropriations.  The laws under which funds are provided are referred to
as appropriations acts or laws.

(Topic continued on next page)
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20.6  FIP Resources Budget Procedures (continued)

You should also understand that the laws under which Congress authorizes
and appropriates funds for agencies can provide not only program
approval and funds, but also conditions on use of the funds.  As you
learned in Chapter 1, DoD’s exemption from the Brooks Act (referred to as
the Warner amendment) was passed in Public Law 97-86, DoD
Authorization Act in 1982.  You should also know that any conditions or
new provisions are typically implemented in executive branch regulations,
procedures, or policy papers.

Therefore, it is not necessary for you to review appropriations acts, which
are often hundreds of pages long.  You should, however, maintain close
contact with your finance, regulatory, and legal offices to determine if
there are any restrictions on use of the appropriated funds.

In your FIP resource acquisitions, you must be sure that each planned
expenditure is matched by funds to pay for that acquisition.

You will recall that the Anti-Deficiency Act (31 U.S.C. 1517) provides
specific cautions to contracting officers, contracting specialists and other
Federal employees as follows:

• “No officer or employee of the United States shall make or authorize any
expenditure from or create or authorize an obligation under any appropria-
tion or fund in excess of the amount available therein; nor shall any such
officer or employee involve the Government in any contract or other obliga-
tion, for the payment of money for any purpose, in advance of appropria-
tions made for such purpose, unless such contract obligation is authorized
by law”

• “No officer or employee of the United States shall authorize or create any
obligation or make any expenditure (A) in excess of an apportionment or
reapportionment, or (B) in excess of the amount permitted by regulations
prescribed...”

(continued on next page)

Congressional
Authorization and
Appropriation
(continued)

Anti-Deficiency
Act



Planning and Budgeting for FIP Resource Acquisition

20–22 Acquisition of FIP Resources

20.6  FIP Resources Budget Procedures (continued)

Examples of types of violations of the Anti-Deficiency Act that you
MUST AVOID in a FIP resource acquisition include:

• Authorizing (committing) obligations or incurring obligations in
excess of any appropriation, allotment or subdivision

• Committing or obligating funds in advance of any appropriations

• Overdisbursing funds

• Exceeding a statutory or regulatory ceiling on a type of transaction

• Accepting voluntary services or creating a personnel services
contract not otherwise authorized by law.

• Misuse or mishandling of appropriate revolving funds.

The following section provides information necessary for acquisition
planning.  For more information, see Chapter 35, Preparation of an
Acquisition Plan.

Examples of
Violations

Acquisition Plans
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20.7  Acquisition Plans

Agency heads are responsible under the provisions of FAR 7.103 for
“establishing criteria and thresholds at which increasingly greater detail
and formality in the planning process is required as the acquisition
becomes more complex and costly, specifying those cases in which a
written plan shall be prepared.”

This means that most acquisition planning requirements will be in your
agency’s regulations or procedures.

The FAR emphasizes that acquisition planning should begin as soon as the
agency’s need is identified.  Preferably, this should be well in advance of
the year of planned contract award.

Planning is coordinated by a “planner” nominated by the agency head or
his or her designee.  It is up to the planner to form a team of all those
responsible for significant aspects of the acquisition.  This normally
includes contracting, fiscal, legal, and technical personnel.

Acquisition planning begins with a more detailed concept of the
procurement than that specified in the agency strategic plan, IRM strategic
plan, or budget.  An example of the language that might be used would be:

“This agency plans to acquire computer hardware and software capable
of processing 12,000 personnel applications per year with the capability
of processing each application in no more than one working day and with
no expansion in the processing workforce.”

Based on this concept, the acquisition team would build detailed
acquisition plans to guide the procurement of the computers and software
needed to attain the one day objective.

The documentation in the next few chapters contain necessary information
for the Acquisition Plan.  So begin to build your contract files accordingly.

(continued on next page)
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20.7  Acquisition Plans (continued)

FAR 7.105 does set forth instructions for preparing written acquisition
plans.  These requirements are summarized in the table below.

Contents of
Written
Acquisition Plans

 FAR 7.105

AREA DESCRIPTION

Acquisition Background and Objectives:

Statement of need Brief statement of need, history, alternatives, and related in-house
efforts

Applicable conditions Significant conditions such as any known cost, schedule, capability,
or compatibility constraints

Cost Cost goals with rationale, including discussion of life-cycle cost,
design-to-cost, and should-cost if applicable

Capability or performance Statement of required capabilities or performance and relationship to
need

Delivery or performance-period
requirements

Basis for required delivery or performance period and justification for
urgency if any

Trade-offs Expected consequences of trade-offs among cost, capability, and
schedule goals

Risks Technical, cost, and schedule risks and risk reduction plans

Acquisition streamlining If selected by agency for streamlining, methods of involving
contractors early, selecting only necessary and cost-effective
requirements, and finalizing specifications and standards

(Table continued on next page)
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20.7  Acquisition Plans (continued)

AREA DESCRIPTION

Plan of action:
Sources Prospective sources of supply and summary of market research

Competition Methods of seeking, promoting, and sustaining competition; authority
if using other than full and open competition; major components,
spare parts, and subcontracting plans

Source-selection procedures Schedule and methods for proposal submission and evaluation and
relationship of evaluation plan to objectives

Contracting considerations Contract type, use of options or multiyear contracting, special clauses
or solicitation provisions, FAR deviations, sealed bidding or
negotiation, lease or purchase, etc.

Budgeting and funding Method of estimating and schedule for obtaining funds

Product descriptions Product description types to be used

Priorities, allocations, and
allotments

Methods and reasons for using priorities, allocations, and allotments
(more often applies to DoD)

Contractor versus Government
performance

Consideration given to OMB Circular A-76 procedures

Management information
requirements

Management systems to be used to monitor contractor’s effort

Make or buy Consideration given to make-or-buy programs

Test and evaluation Federal and contractor test and evaluation programs

Logistics considerations Support assumptions; reliability, maintainability, and quality
assurance requirements; warranties; requirements for contractor data
and data rights; standardization concepts

Government-furnished property Any property to be furnished contractors, incl. material and facilities

Government-furnished
information

Any Government information, such as manuals, drawings, and test
data, to be furnished contractors

Environmental considerations Environmental issues, impact statements, or requirements

Security considerations Security methods, including establishment maintenance, and
monitoring

Other considerations Energy conservation, industrial readiness, Defense Production Act,
Occupational Safety and Health Act, foreign sales, etc., (More often
applies to DoD).

Milestones Acquisition plan approval; statement of work; specifications; data
requirements; completion of solicitation; purchase request;
justification and approval for other than full and open competition;
D&F approvals; issuance of synopsis; issuance of solicitation;
evaluation of proposals, audits, and field reports; beginning and
ending of negotiations; contract preparation, review, and clearance;
contract award; and others as appropriate

Identification of participants in
acquisition plan preparation

Listing of individuals who participated in the development of the
acquisition plan
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SUMMARY

In this chapter you learned to identify and
explain FIP resources budget procedures.  In
the next chapter, you will learn to demonstrate
the purpose of a FIP resource requirements
analysis.


